i

Universita degli Studi Mediterranea di Reggio Calabria
Archivio Istituzionale dei prodotti della ricerca

A protocol for anonymous short communications in social networks and its application to proximity-based
services

This is the peer reviewd version of the followng article:

Original

A protocol for anonymous short communications in social networks and its application to proximity-based
services / Buccafurri, F., De Angelis, V., Idone, M.F., Labrini, C.. - In: ONLINE SOCIAL NETWORKS AND
MEDIA. - ISSN 2468-6964. - 31:100221(2022). [10.1016/j.0snem.2022.100221]

Availability:
This version is available at: https://hdl.handle.net/20.500.12318/133750 since: 2023-03-03T07:46:54Z

Published
DOI: http://doi.org/10.1016/j.0snem.2022.100221

The final published version is available online at:https://www.sciencedirect.

Terms of use:
The terms and conditions for the reuse of this version of the manuscript are specified in the publishing
policy. For all terms of use and more information see the publisher's website

Publisher copyright

This item was downloaded from IRIS Universita Mediterranea di Reggio Calabria (https://iris.unirc.it/) When
citing, please refer to the published version.

(Article begins on next page)

24 June 2026



20

https://doi .org/10.1016/j.0snem.2022.100221

A protocol for anonymous short communications in social networks and its application to
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Abstract

Several innovative applications could be advantageously placed within social networks, to be effective, attractive, and pervasive.
Examples of application domains that could benefit from social networks are e-democracy, e-participation, online surveys, crowd-
sourcing, and proximity-based services. In all the above cases, users’ anonymity could represent a considerable added value or
could be even necessary to develop the service. We observe that all the above domains are characterized by the fact that only
a few asynchronous messages should be exchanged. Therefore, we do not need the full communication power of anonymous
communication networks, in which low-latency and connection-oriented communication should be supported. On the other hand,
unlike communication networks, the threat model we have to consider assumes the presence of an adversary (represented by an
honest-but-curious social network provider) able to monitor the entire flow of the exchanged messages. In this paper, we propose an
anonymous communication protocol for short communications in social networks, based on a collaborative approach. The proposed
solution hides from the social network provider not only the content of the messages but also the communication itself, which, per
se, can result in considerable privacy leakage (think of the case of proximity testing performed between two users). This enables
the implementation, within the social network, of the above-mentioned applications. To give a concrete proof of this statement, we
develop a privacy-preserving proximity-based solution which provides both symmetric and asymmetric proximity testing entirely
within social networks.

Keywords: Proximity-based services, Social Networks, Anonymous Communication, Privacy

1. Introduction [[L], supporting low-latency and connection-oriented communi-
s cation.

To the best of our knowledge, there exist a few proposals
regarding anonymous communication in social networks [2} [3].
However, [2] only deals with anonymous group communication
and [3]] does not provide sender anonymity against the global

s passive adversary, which is the goal we pursue in this paper.

Indeed, the aim of this paper is to achieve communication
anonymity (in the case of short asynchronous messages) in so-
cial networks, against the global passive adversary. Then, we
develop a detailed application of our protocol to the important

s setting of proximity-based services [4], when they are deliv-
ered entirely within social networks (without leveraging exter-
nal communication channels). In the recent literature [5]], there
is growing attention towards proximity-based social network-
ing. The problem of privacy in proximity-based services has

w0 been deeply analyzed in the literature for more than a decade
(4l 16, (7, 18l 9], but never in the most severe threat model of a
global passive adversary.

As a matter of fact, proximity-based services are becoming
more and more important (besides meeting apps, think also of

s contact tracing, proximity advertising, homeland security, prox-
imity marketing, etc.).

Current social networks offer proximity-based services.
For example, Facebook supports the meeting feature Nearby

*Corresponding author Friends. There are also social networks founded on geospatial

Email address: bucca@unirc. it (Francesco Buccafurri) so features, providing services based on the reciprocal proximity

Social networks probably represent the most disrupting digi-
tal innovation of the last twenty years. Different kinds of appli-
cations are nowadays implemented on top of social networks.
However, the power of social networks could be better ex-
ploited in various application contexts, such as e-democracy, e-
participation, online surveys, crowdsourcing, proximity-based
services, and so on. Often, in the above settings, the commu-
nication should happen between anonymous users or between
anonymous users and explicit entities (possibly, the social net-
work platform itself). Therefore, anonymity is a necessary fea-
ture. The problem is not trivial. Indeed, the social network
provider should be seen, in a realistic threat model, as a global
(at least) passive adversary, able to monitor the whole flow of
messages among users.

The same threat occurs in the case of data breach. Therefore,
privacy is achieved if not only the content of messages is pro-
tected against the adversary, but also the communication itself.

An important point is that the above applications are char-
acterized by the common denominator that only a few asyn-
chronous messages have to be anonymously exchanged. There-
fore, we do not need the full communication power usually
aimed in the domain of anonymous communication networks

Preprint submitted to Online Social Networks and Media June 23, 2022
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of users like Foursquare, Jiepang, FullCircle, Tinder, Gowalla,
and Facebook Places.

Unfortunately, in these services, users’ privacy is threatened.1o
Indeed, an honest-but-curious (also said semi-trusted) service
provider could misuse location data, which are potentially sen-
sitive.

If we refer to existing centralized social networks, the only
way to make communications anonymous against the socialis
network provider is to require the collaboration of social net-
work users. This can be done by implementing an overlay net-
work over the application layer provided by the social network
itself. Indeed, an alternate approach based on a centralized
party playing as anonymizer, has very limited effectiveness in
our threat model, as shown in [10]].

Therefore, an idea could be to translate into the domain ofizo
social networks one of the P2P approaches used in communica-
tion networks to achieve anonymity against the global passive
adversary.

Existing P2P overlay network routing techniques resisting
the global passive adversary always require the inclusion ofies
cover traffic (i.e., dummy traffic to hide the actual messages)
[L1] and are based either on mixnets [12} [13] [14], or on buses
[LSL 116} [17].

It is intuitive to understand that state-of-the-art mixnet-based
approaches require a high amount of cover traffic, which, iniso
our context, would result in bandwidth and CPU overhead (thus
also battery consumption) for social network users.

In the approach based on buses, anonymity is achieved
by implementing routes (either deterministic [15} [16] or non-
deterministic [[17]) independent of the intended communica-iss
tion, which senders and receivers can opportunistically exploit.
With this approach, cover traffic is drastically reduced with re-
spect to mixnets (at the price of higher latency). Indeed, here,
no mixing is adopted and the incoming (cover) traffic, for each
node, has exactly one 1-hop source, and each node can indif-10
ferently play the role of sender, recipient, or relay node. How-
ever, both deterministic (in which the fixed route is an Eulerian
path passing through all the nodes) and non-deterministic ap-
proaches (in which the latency highly increases with the num-
ber of nodes) are unrealistic in scenarios with a huge number ofis
nodes like social networks.

Actually, our approach uses the concept of fixed determinis-
tic routes of buses to minimize cover traffic. However, unlike
buses, this mechanism is not used to hide inside both senders
and receivers. Indeed, we set two disjoint deterministic cycliciso
routes to obtain, separately, the anonymity of senders and re-
cipients. This allows us to modulate the size of these prede-
termined cyclic routes to manage the trade-off between privacy
level and latency.

Recall that, we are in a specific situation in which no general-ss
purpose connection-oriented communication is required, but
only the anonymous exchange of a few short asynchronous
messages. For example, in the domain of proximity-based ser-
vices, we can accept that proximity testing is performed within
order of magnitude of minute. 160

The structure of the paper is the following. In Section[2] we
analyze the related literature. Some background notions use-

ful to better understand our proposal are reported in Section [3]
A new anonymity protocol for short communication in social
networks is presented in Section 4] After presenting the pro-
tocol, in Section [5} we motivate the need for a new approach
by comparing it with existing solutions taken from the field of
anonymous communication networks. In Section [6] we apply
this protocol to implement three proximity-based services. In
Section [/} we perform a cost analysis and provide a prototype
also used to validate experimentally our approach. The security
of the protocol is analyzed in Section[8] Finally, in Section [9]
we draw our conclusions.

2. Related Work

In this section, we briefly review the literature related to our
work.

The main contribution of our paper is to jointly achieve the
security requirements of anonymous communication networks
(i.e., sender and recipient anonymity) and the privacy features
required in the context of proximity-based services. There-
fore, our paper can be related to two macro-topics, traditionally
not intersecting with each other: (i) anonymous communication
networks and (ii) privacy-preserving proximity testing, which is
the chosen application domain.

(i) Regarding anonymous communication networks, among
all the possible approaches [1]], our solution can be related to
anonymous P2P overlay networks. Onion [18]], Crowds [19],
AP3 [20], and Octopus [21] fall within this class of protocols.
All the above approaches do not provide protection against the
global passive adversary, which is the goal of our paper.

In alternative to secure-multi-party-based protocols, like DC-
nets [2], the inclusion of cover traffic is needed to obtain pro-
tection against the global adversary [11]].

P2P anonymous routing protocols including cover traffic can
be referred to two main approaches: buses [15} [16] [17], and
mixnets [12} 13} 22} 23], whose original definition not includ-
ing cover traffic has been given in [24]. An approach similar
to buses is proposed in [25]. However, their method [25], as
clearly stated in the paper, does not provide protection against
a global passive adversary, because the observation of the ini-
tiator breaks sender anonymity.

Concerning DC-nets, it is easy to realize that they are not
applicable to our context (i.e., social networks), because they
require that all the users are involved in every run of the proto-
col and leverage pairwise shared keys between the participants.
This leads to high latency and low scalability.

As highlighted in the introduction, our solution relies on the
approach of fixed anonymizing predetermined routes of buses.
Recall that, according to this approach, all the nodes participat-
ing in the communication are included in an Eulerian path. A
sort of bus turns in this Eulerian path. When a node A wants to
communicate with a node B, first it has to wait for the bus and
then it injects the message into the bus. The message will reach
B when the bus reaches B. Therefore, the average latency is
determined by the number of hops of half of the Eulerian path.
The worst case occurs when the bus has to travel the entire Eu-
lerian path. In the context we are considering in this paper (i.e.,
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social networks), in which the number of communicating peerszeo
is potentially huge, the resulting latency would be prohibitive.

We solve the above problem by setting disjoint cyclic
anonymizing routes for sender and recipient of size just suffi-
cient to guarantee communication k-anonymity [26[] (and, thus,
minimizing the latency). Each anonymizing route plays thezss
role of anonymity set. Then, the communication is enabled be-
tween these two anonymity sets, instead of two users. Unlike
the general context of anonymous communication networks, in
which the (anonymity-preserving) mapping between users and
anonymity sets would be hard, social networks allow us to de-z:0
fine a distributed hash table over the domain of social network
identifiers to map users to anonymizing routes.

To the best of our knowledge, our paper is the first deal-
ing with the problem of anonymous communication in social
networks with protection against the social network platformass
(playing as a global passive adversary). [27,|3] are state-of-the-
art papers proposing solutions for anonymous communication
in social networks but their approach is not designed to resist
global eavesdropping.

This paper is an extension of [28]]. Several improvements arezso
introduced in the current version. We illustrate next which are
the improvements introduced by this paper with respect to its
conference version.

First, we enrich the theoretical framework. Specifically, the
main changes regard a more formal definition of the commu-2ss
nication primitives and the introduction of the r-safety notion.
This is a probabilistic notion that allows us to expect that the
required number of users in the rings is guaranteed. Moreover,
we address the problem of identity management by providing
an e[DAS-based authentication mechanism [29] allowing theaso
user to obtain the IBE private key from the PKG. Finally, we
implement in a more concrete form the notion of application
domain only abstractly defined in [28]], also by describing how
domains can be built on the basis of the selected application
context. 255

Another meaningful innovation regards the practical appli-
cation of the anonymous routing protocol to the domain of
proximity-based services. Indeed, in [28], such a domain is
just mentioned as a possible application but no concrete imple-
mentation is provided. In Section [6] of this paper, we includezso
a grid-based approach allowing the users to modulate the dis-
tance in which the proximity services have to be provided, and
three different proximity-based services exploiting the anony-
mous communication protocol. In addition, in this paper, we
include a cost evaluation not provided in [28]], and we provide azs
prototype of the most complex proximity-based service treated
in the paper. We choose to implement this service because, due
to its complexity, it is the most significant to execute an exper-
imental performance validation. In fact, this prototype is used
for experiments in Section We remark that, in [28]], only azno
preliminary experimental evaluation has been provided, based
on specific Twitter APIs and just concerning communication
primitives (not proximity services). Finally, the security analy-
sis of this work is more formal and detailed with respect to [28]]
and takes into account all the aspects related to the proximity-zzs
based protocol not included in [28]].

(ii) The techniques for privacy-preserving proximity testing
fall within the more general class of location-based services
[30]. Proximity-testing approaches can be classified into three
groups.

Grid-based. According to this approach, a large geographical
area is organized as a grid, identifying (possibly overlapping)
cells of a given shape. In the most common approach, a user
who wants to disclose their proximity with another user, sends
the service provider the cell identifier in which they are located
in encrypted form. In the literature, several papers follow this
approach [6} 311 [32].

Tag-based. This approach leverages the spatial-temporal
location tags present in a specific area to allow the service
provider to detect proximity. Unpredictable and unique tags
can be implemented by employing a physical infrastructure or
can be obtained by capturing some environmental features, such
as Bluetooth IDs, WiFi IDs, military codes in GPS, audio sig-
nals, and atmospheric gases. The papers [[7} 33| 34} 35| 136 37]]
are good examples of this category. Among these, [36 37, 38]]
are the most related with our proposal because they address the
problem of proximity testing within social networks as our pa-
per. However, [36, [38] achieve a privacy level less robust than
our approach, since the service provider is aware of the fact
that two users are performing a proximity test, thus resulting
in considerable privacy leakage. [37] requires an external inde-
pendent secure channel to exchange some information among
the users. Therefore, it does not offer a solution fully lying
within the social network.

Encryption-based. The papers falling in this class of ap-
proaches face the problem mostly by using secure multi-party
computation or homomorphic-based protocols [8, 9} 39,140, [7]].
In this case, two users can perform the privacy-preserving prox-
imity test without revealing to each other and to the provider
their position. At the end of the execution of the protocol, the
provider does not know anything about the result of the prox-
imity test.

To the best of our knowledge, besides those described above
(1364137, 138])), there is no relevant work studying how to provide
privacy-preserving proximity-testing in social networks. Our
paper achieves this goal by applying to social networks some
ideas taken from the field of anonymous routing.

The idea of applying anonymous routing to proximity-based
services in social networks was also explored in [41]. However,
there are relevant differences between [41] and the present pa-
per. Indeed, [41] adopts a simpler anonymous routing protocol
which assumes that the social network identifier of the recipi-
ent is a priori known to the sender. Moreover, the organization
of the grid in [41]] is much simpler than this paper, because it
does not support the modulation of the range of action of prox-
imity testing. Conversely, in this paper, we propose a new hi-
erarchical spatial index, called shifted quad tree allowing the
user to choose the distance within which proximity testing is
performed. Moreover, a relevant difference exists between the
two papers also in terms of the number and types of supported
proximity-based services. In fact, [41]] just includes a rough
version of symmetric and asymmetric testing. Finally, [41]] in-
cludes a very brief experimental validation and does not report
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any cost evaluation.

In this paper, we focus on proximity-based services aiming
to detect the proximity between users or between a user and a
target. The approaches aimed to preserve privacy when peo-
ple’s profiles are matched to each other or to a given targetss
[42] |43 |44]] are not treated but could be combined with our
approach.

3. Background st

In this section, we provide some background notions about
Identity-based Encryption (IBE) and Anonymity useful for the
comprehension of our protocol.

Identity-based Encryption. Identity-based encryption (IBE),_,
is a type of public-key encryption in which the public key of a
user is represented by some unique information associated with
the user’s identity. As we will see next, in the configuration of
our protocol, the identity of the user is composed of the user’s
name, surname, and email address. In IBE, each user may en-
crypt a message for another user without requiring the public
key to any external party, by directly using the information as-
sociated with the identity of the other user.

Formally, an IBE scheme is composed of four algorithms:
Setup(k): it takes as input a security parameter k and outputs a__
master secret key MS K and master public key MPK.

Extract( MPK, MSK, ID): it takes as input the master public
key MPK, the master secret key MS K, and a parameter /D
representing the identity of a user. It outputs a private key d
associated with the user’s identity /D.

Encrypt(MPK, ID, M): it takes as input the master public key
MPK, a parameter ID representing the identity of a user, and ass
message M. It outputs a ciphertext C intended for the user with
identity ID.

Decrypt(MPK, C, d): it takes as input the master public key
MPK, a ciphertext C, and a private key d. It outputs the de-
cryption M of the ciphertext C.

These four algorithms are used as follows.

A trusted third party, called Private Key Generator (PKG),**
is involved. Preliminary, in the setup phase, the PKG invokes
Setup(k) to obtain MPK and MS K. MPK is provided to all
the users and MS K is kept secret by PKG. A user U with iden-
tity ID,,, who wants to obtain a secret key associated with /Dy,
contacts the PKG, which invokes ExtracttMPK, MSK, IDy)
to obtain dy, and sends it to U. Clearly, the PKG sends dym
after verifying the identity of U, for example through the inter-
vention of an Identity Provider [45]. Suppose another user Y
wants to send a message M to U (whose identity /Dy is known
to Y). Y has to invoke Encrypt(MPK, IDy, M) to obtain the
ciphertext C and then can send C to U. Eventually, U invokes,,
Decrypt(MPK, C, dy) to retrieve the message M. Observe that
Y, during the encryption process, does not interact with any
party. This works in favour of anonymity.

In our protocol, we require that the adopted IBE scheme is
anonymous. This means that it is not possible from the ci-
phertext to retrieve the identity of the recipient. The schemesas
[46,147] satisfy our requirements.

Anonymity. The notion of anonymity is widely analyzed in
[48]. To ensure the anonymity of a specific element, it is neces-
sary to refer to an appropriate set of elements with, potentially,
the same attributes. This leads to the following general defi-
nition: “Anonymity of a subject means that the subject is not
identifiable within a set of subjects, the anonymity set.”

The elements within the anonymity set depend on the type
of item under consideration. For example, if the goal is to pro-
tect the privacy of an individual performing a certain action, an
anonymity set is formed by individuals that are possible actors.

In our application, the item to protect is the communication.

Therefore, we have to refer to the following definitions.
Sender anonymity: the condition in which the adversary cannot
sufficiently identify the sender in a set of potential senders.
Recipient anonymity: the condition in which the adversary can-
not sufficiently identify the recipient in a set of potential recipi-
ents.
Relationship anonymity: the condition in which the adversary
cannot sufficiently identify that a sender (in a set of potential
senders) and a recipient (in a set of potential recipients) are
communicating.

The term “sufficiently”, used in the above definitions, means
that there exists a suitable threshold to quantify the desired
anonymity. In our paper, we adopted the notion of communi-
cation k-anonymity given in [26]], in which the adversary can
only narrow down the possible senders or recipients to a set of
k users.

It is easy to see that sender anonymity or recipient anonymity
implies relationship anonymity.

4. The anonymity communication protocol

The aim of this section is to provide an anonymity communi-
cation protocol in social networks implementing the following
three communication primitives:

e P1: anonymous sending to explicit recipient. This prim-
itive is used by a sender A who wants to remain anony-
mous when communicating with an explicit recipient B.
The explicit recipient can also coincide with the social net-
work provider itself.

e P2: response from an explicit recipient to an anony-
mous sender. This primitive is used by the explicit recipi-
ent B of Primitive P1 to respond to the anonymous sender
A by preserving the anonymity of A.

e P3: anonymous sending to anonymous recipient. This
primitive is used by a sender A to communicate with a
recipient B in such a way that both remain anonymous.
Observe that the response to this primitive can be obtained
by invoking the primitive itself in the opposite direction.

These three primitives represent the building blocks of the
proximity services described in Section [6]

The rest of this section is devoted to the provision of a con-
crete mechanism implementing them.
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4.1. Identity management

In our solution, the way in which identities are managed
is critical, because the objective we pursue is anonymity. In
this section, we treat this aspect, which is independent of how
anonymous communication primitives are implemented (which
we describe in Section[4.7)).

Each user is associated with two identities. The real identity
RI of a user is composed of three attributes: name, surname,
and email address.

The SN identity SI of a user is obtained by applying a crypto-
graphic hash function Ay to the real identity (i.e., S 1 = hgr(RI)).

SN identities are used as identifiers in the social network.
Therefore, the URL of the profile of a user is derived from their
SI.

We assume that a user A who knows B, also knows the real
identity of B and, thus, can retrieve their SN identity (needed
for the communication) without leveraging SN. The auton-
omy of the sender in this task is necessary to maintain sender
anonymity.

However, this is not enough when encryption to achieve
message confidentiality is enabled. Indeed, as the preliminary
symmetric-key exchange among all possible pairs of users is

not feasible, public-key encryption should be used. On the"”

other hand, even a PKI to manage public keys would threaten
anonymity, when the initiator of a communication contacts the
PKI to obtain the public key of the recipient. To avoid this, we
adopt an anonymous IBE (described in Section [3) defined on

the domain of the real identities. This way, a user A just has,,,

to know the name, surname, and email address of the recipient
B, to encrypt a message being sent to B, without compromising
sender anonymity when contacting the PKI. We observe that
the adoption of an anonymous IBE instead of a standard IBE is

necessary in our case. Indeed, in a standard IBE, the identity,,,

of the recipient is in plain text in the encrypted message (this is
not the case with anonymous IBEs). This would break recipient
anonymity.

To obtain the private key necessary to decrypt a message en-

crypted for a given real identity (N, S, E) (name, surname, and,,

email address), a user pretending to be the recipient has to prove
to the PKG that they control the email address E. This could
be done by sending a challenge to this email address, which the
user has to solve. Observe that this could be the classical con-
firmation email received when a user registers with the most

online services. Clearly, this procedure is performed just once*®

in the set-up phase to obtain the IBE private key that will be
used to decrypt all the messages intended for the user.

The way in which SN identities are obtained allows us to
have a one-to-one mapping between the real identity of the re-

cipient and their profile in the social network, provided that theass

email address of the real identity is kept under the control of the
legitimate user. To make the email account violation not dan-
gerous for our system, a more secure proof should be provided
to the PKG to demonstrate their real identity. In a concrete sce-

nario, we could think of adopting a secure public digital identityan

system, like a system compliant with eIDAS regulation in the
European Union [29], or a robust Self Sovereign Identity sys-
tem, like that designed in the EBSI framework [49].

PKG User U P

Real Identity RIy

Challenge C to email address

Authentication Request

Authentication Request

»
Authentication Response U
A

Authentication Response

Figure 1: eIDAS-based authentication procedure with PKG to obtain the IBE
private key

For the sake of clarity, we detail the solution in the case of
eIDAS-based identity proof.

A user U with real identity RIyy = (Ny, Sy, Ey) contacts the
PKG to obtain a private key associated with Rl . First, the PKG
sends a random number C (challenge) to the email address Ey,
which U turns back to PKG by proving their control on Ey .

Furthermore, to prove the possession of Ny and S 7, an iden-
tity provider IP is required, which is a trusted third party to
which U is preliminarily registered by means of an identifica-
tion process with a high level of assurance. A typical identity
system compliant with eIDAS leverages a federated authentica-
tion protocol like SAMLv2, in which the service provider SP
requests a valid signed assertion (embedded in an authentica-
tion response) from the IP, proving the identity of the user. In
our case, the PKG would play the role of service provider. The
above considerations allow us to conclude that, at least in the
European Union, the identity management we consider in our
solution could be concretely adopted with a high security level,
by considering that eIDAS enforced the Member States to have
an interoperable digital identity system since 2016.

The flow of this authentication procedure is depicted in the
sequence diagram reported in FigurelT]

To conclude, we recall that Primitive P1 allows the sender
to communicate with an explicit recipient, possibly coincident
with the social network provider. In the formal definition of
such a primitive, given in Section we pass as input the
real identity of the recipient. Therefore, to allow anonymous
sending to the social network provider, we assume that also the
social network provider has a real identity. In practice, it sim-
ply means that it is registered with the PKG and that it obtains
the IBE private key to decrypt the messages intended for it. In
this case, the real identity is not composed of name, surname,
and email address but it just consists of a simple public string
associated with the social network (e.g., the URL of the social
network).
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4.2. Application domains

Anonymity is obtained through a cooperative approach, in-
volving the users of SN. The collaboration is thought as a spe-
cial feature of certain application domains, each forming a col-
laboration community. The users of each community require
anonymity when a certain type of service is delivered.

The formal definition of application domain is the following.

Definition 4.1. An application domain A is a tuple (ID4, N4,
ka), where IDy C N is a finite set of the SN identities of the
involved users, N represents the cardinality of IDa, and ks €
N* is said privacy level.

The meaning of the privacy level regards the objective ofs,
our protocol, which is anonymity. Anonymity regards the
sender and recipient of a message (thus also relationship) and
is reached by requiring a sufficient degree of uncertainty.

Given an application domain A, the privacy level k4 repre-
sents just the obtained degree of uncertainty, in the sense thatsss
the adversary can identify an item (sender or recipient) with
probability not greater than é

As introduced earlier, we are considering services in which
anonymous communication between users or between users and
SN is required. Observe that, even with robust anonymous com-
munication primitives, the knowledge that some users are moress,
likely to communicate between them rather than with other
users, would lead to a break of anonymity anyway.

Therefore, we say that an application domain is well-formed
if, from the point of view of an adversary attempting to break
anonymity, all the users have the same probability to communi-
cate between them or with SN. 545

To achieve this feature, the building process of the applica-
tion domains has to take into account the type of delivered ser-
vice and the background knowledge of the adversary (possibly,
SN itself) about the users leveraging such a service.

For example, if, for the specific application, the geographical
location (e.g., the IP zone) is a quasi-identifier, then the do-°*°
main has to be identified on the basis of geographical informa-
tion. Consider the case of a national survey not requiring more
specific geographical information. We expect that the domain
can include only profiles belonging to the national territory. In
general, depending on the application, privacy guarantees are®®
achieved by taking into account different constraints, possibly
leveraging privacy notions like /-diversity [S0] and #-closeness
[51]. In Section[6] we study the application of our anonymous
communication primitives to the case of proximity-based ser-
vices. Therein, we describe also how, in the domain building
process, the above privacy guarantees are obtained. 560

From now on, we assume that the application domains are
well-formed.

4.3. The ring schema

In this section, we describe the structural elements of theses
model which the solution relies on.
We start with the definition of ring schema.

1

Ring 0 Ring 1

Figure 2: Ring schema for @ =2 and k4 =5

Definition 4.2. Given an application domain A =
(IDg,Np,ka), a number ny such that ng = «a - ks (for
any @ € N*Y), and the set Dy = {0,...,n4 — 1}, the (a-)ring
schema (of A) is the set of the equivalence classes each
containing all the elements of D4 congruent modulo a. Each
class is called (a-)ring (of A). A ring is identified by the
canonical representative of the equivalence class. Given an
element x € Dy, we denoted by ring(x) (with ring(x) € D,) the
canonical representative of the ring which x belongs to. The
elements of a ring are called nodes.

It is easy to see that the cardinality of an a-ring schema is @ and
that the identifiers of the classes are 0, 1, ..., @—1. Moreover, all
the classes are of cardinality k4. Observe that the ring schema
is completely defined by the parameters Ny, ks, and @. The
parameters of the adopted ring schema are notified to all the
users of the application domain.

Example 4.1. An example of ring schema for @« = 2 and ks = 5
(then ny = 10) is reported in Figure[2] Therein, being o = 2,
we have 2 rings (i.e., ring 0 and ring 1) each including ks = 5
nodes. Moreover, for example, ring(2) = 0 and ring(9) = 1.

From now on, throughout the paper, assume given an appli-
cation domain A = (ID4, N4, ks) and its @-ring schema, for a
given a.

The ring schema is the basic notion of our solution, because it
allows us to identify a topological structure suitable to support
a cover-message-based mechanism which hides senders and re-
cipients through the mutual collaboration of the users of the ap-
plication domain. To do this, the so far abstract nodes of rings
have to be associated with users of the domain. This is done by
uniformly mapping (through a classical hash function %) the set
of SN identities of a domain /D, to the set of nodes in Dy.

Definition 4.3. A user mapping on the a-ring schema of A
is any function h : IDs — Dga such that the probability
that h(SIx) = h(Sly) (for each SIx,S1y € ID,, such that
S Ix # S Iy) follows the uniform distribution.

From now on, we consider, as a user mapping, the hash func-
tion /& such that A(SIy) = S Ix mod ny4, for each SIy € IDy4. It
is well known that this function allows us to fulfil the condition
required by Definition 4.3] However, a different user mapping
could be adopted, also by taking into account possible specific
characteristics of the set /Dj4.

Also the user mapping is notified to the users.



570

575

580

585

590

595

600

605

Ring 0

Ring 1

Figure 3: Example of user mapping.

Example 4.2. By referring to Example (in which a« = 2,%"°
ka = 5), suppose Ny = 5 and ID4 = {17,15,38,11,27}. The
users (whose Sls are in 1D ) will be mapped to the nodes of the
ring 0 and ring 1, as depicted in Figure

The users with SIs 17 and 277 are mapped to node 1, the user
with SI 15 is mapped to node 5, the user with SI 38 is mapped®"®
to node 8, and the user with SI 11 is mapped to node 1. The
other nodes are not associated with any user.

We introduce now another notion, allowing us to characterize
each ring as a sort of virtual cyclic circuit (thus motivating the
name we choose for the rings). 620

Definition 4.4. we define the function fy : Dy — Dy such that
fa(x) = x + a mod ny.

Example 4.3. By referring again to Example[d.1} fa(2) = 2+2
mod 10 =4, f4(3) =3 +2mod 10 = 5, and fA(8) = 8 + 2 mod®®
10=0

On the basis of both the function f; and the user mapping,
the rings represent virtual cyclic circuits of groups of users. In
other words, if the ring vq is {vo, ..., v,—1}, where v; < v; foreso
0<i<j<ks—1,then f4(v;) = vy, foreach0 <i < k4—1and
Sa(r,—1) = vo. Moreover, with each v; (0 < i < k4 — 1), a set
of users, identifiable by reversing the function £, is associated.
The multiplicity of users associated with nodes has the scope
to give redundancy to these virtual cyclic circuits (as we bettersss
explain in the next subsection). Observe that, through the user
mapping, each user belongs to exactly one node in a ring of a
given domain.

The user mapping is not materialized by the users. As we will
see later, they just could need to compute some of its values.
Instead, SN stores a hash table H (based on /) materializing the””
user mapping in such a way that if a user requires to know the
group of SN identities mapped to a given node v of a ring, then
SN can efficiently provide the correct answer just by accessing
the hash table at the index v.

Example 4.4. The hash table referred to the user mapping ofss
Example|.2)is depicted in Figure 4]

Therefore, a user, starting from the knowledge of a given SI,
say S Iy, can determine which is the node associated with this
SI just by computing A(S Ix). Then, they can calculate the en-
tire sequence of nodes of the ring (for example, the node atsso
distance j from the node in which is mapped S Ix is obtained as
ff((h(S Ix))), and can retrieve from SN the list of SIs associated

Figure 4: Example of hash table referred to the user mapping in Figure

with any node of the ring. We can assume that each user always
knows the SIs associated with each node of the ring which the
user belongs to. Moreover, for each of these Sls, the user knows
also their public keys.

This information, i.e., the set of pairs (SI-public key), is
called configuration of the ring. Any change of the configu-
ration of the ring is communicated by SN to all the users of the
ring, as we will see in Section@

4.4. Redundancy

The ring model so far presented implicitly assumes that all
the users mapped by the hash function 4 to a ring are alive and
collaborative. Under this assumption, k4 actually represents the
guaranteed privacy (i.e., anonymity) level, as a ring represents
the anonymity set of a sender or a recipient. As this assump-
tion is not realistic, in this section we relax it. Specifically, we
show how to include into the ring the right level of redundancy
to guarantee a given level of anonymity. Being the problem
we are considering inherently probabilistic, we give to the term
guarantee a probabilistic meaning. Therefore, we set a (suit-
ably high) probability threshold 7, and we say that an event is
sufficiently guaranteed if it occurs with probability not below 7.

Moreover, we assume that, if we pick a user, the probability
that they are alive and collaborative is p.

It can be realized that the probability that at least one of r
users is alive and collaborative is 1 — (1 — p)” (corresponding to
the probability of the complementary event that all the r users
are not available). This supports the following definition.

Definition 4.5. We define the redundancy level of A, denoted
by ra, as the minimum value r such that 1 — (1 — p)* > 7 (i.e,,
it is sufficiently guaranteed that at least one of rp users is alive
and collaborative).

The redundancy level is useful to introduce another defini-
tion, which takes into account the distribution of the users over
the ring. The aim is to represent the fact that a given ring
schema offers a level of privacy not below ky.

Definition 4.6. We say that the a-ring schema is T-safe with
respect to a given user mapping h, if for each a-ring y (0 <y <
a—1), {x € IDy4 : ring(h(x)) = y}| = ka - r4.

It is easy to see that if the a-ring schema is 7-safe, for any a-
ring it is sufficiently guaranteed that the ring includes at least k4
users alive and collaborative. Therefore, the ring can play the
role of anonymity set with privacy level k4. The value k4 - r4 is
called k4-anonymity threshold.
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Figure 6: Ring schema after the join of the user with SI 84.

Example 4.5. Suppose p = 0.99 and 7 = 0.999. The redun-
dancy level (see Definition[d.0)) is ry = 1.5. It is easy to see that®
the ring schema with the users mapped as in Figure |3| is not
T-safe since the anonymity threshold is 5 - 1.5 = 7.5. Indeed,
the ring 0 has just 1 user, and the ring 1 has just 4 users. An
example of ring schema t-safe is reported in Figure 5] Here,
Ny =19, ks =5and a = 2.

70i

4.5. System update

The previous definitions do not take into account possible
updates regarding an application domain. Updates, which are
joins and leaves of users, can be managed as follows.

User Join. When a new user U with real identity RIy joins the

application domain A, an SI S Iy = hg(RIy) is assigned to this"
user, and it suffices for SN to include the new user in the hash
table H at the index A(SIy). As this addition cannot threaten
the number of expected users alive in the affected ring (i.e., the
ring including the node A(S Iy)), the join does not impact the
ring schema. !

The new SI Sy and the public key of U are included in the
new configuration of the ring. The new configuration is noti-
fied, through SN, to all users in the affected ring.

No further action is required.

1

71

Example 4.6. We take the ring schema of Figure|5| If the user
U with SIy = 84 joins the application domain, then Sy is
simply mapped to the node 4. The resulting t-safe ring schema
is reported in Figure 6]

72
User Leave. When a user U with SN identifier S I;; leaves the
application domain A, SN has to remove the user from the hash
table H, at the index h(SIy). The number of users is obvi-
ously updated as N, = N, — 1. Similarly to the case of join,
the users of the affected ring are notified about the changes
occurred in the ring, in such a way that the local information
about the configuration of the ring is kept coherent. However,z
the event might threaten the fact that the ring schema is 7-safe.
In this case, as the ring goes below the k4-anonymity threshold,
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Figure 7: New ring schema after the user with SI 29 leaves the ring 1 of Figure

Bl

we have to restore the T-safety property by changing the hash
function 4. This is done by properly decreasing n4. Therefore,
SN finds @’ < a (and, then, n), < n4) such that, for each a’-ring
yO<y<a -1),{x€lIDy : ring(h(x)) = y}| = ks - ra. This
implies that SN has to redistribute the users in the new hash ta-
ble (of size n), = @’ - k4), with computational cost O(N}). SN
has to notify all users in the domain the updated parameters of
the ring schema (i.e., N} and @) and the new ring configuration.
No computation overhead is required user-side.

Example 4.7. Consider the ring schema of Figure [6] With
ra = 1.5, the ka-anonymity threshold is 5 - 1.5 = 7.5 and both
the rings 0 and 1 have a number of users alive exceeding this
threshold.

Suppose the user with SI 29 leaves the ring 1. In this case,
the ring 1 will have 7 < 7.5 users. The value of ny has to
be decreased. The only possibility is to choose &' = 1 and
n,y = ka = 5. The new ring schema is reported in Figure[?]

Even though the worst case for leaves triggers a server-side
(albeit linear, in the number of users) computational overhead,
we can argue that, in real-life cases, communities tend to grow,
or, at worst, joins and leaves are balanced. Therefore, with
proper “safety margins” applied to the set value of @, the above
worst case happens very rarely. Observe that also the growth of
the number of users might trigger the resizing of the hash table
even though this is not necessary for the correctness of the ring
schema. Indeed, it could be opportune not to have rings with an
actual privacy level much higher than the required value.

Finally, concerning system updates, one could think that
drastic changes of the system not corresponding to changes of
the communication characteristics can enable classical intersec-
tion attacks, thus breaking anonymity. However, this is not the
case, because we only consider short communications, whose
lifetime is certainly much less than the lifetime of the ring struc-
ture.

4.6. Cover-message mechanism

At this point, we describe the cover-message mechanism
mentioned earlier, which is at the basis of the anonymity ser-
vice provided by our solution.

Consider a ring {vg,...v,—1}. With a certain rationale, we
choose r4 users belonging to the nodes of the ring responsible
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for maintaining the circulation of dummy messages called fo-
kens. ry is the value that determines the k4-anonymity threshold
(i.e., k4 - r4). Therefore, it is sufficiently guaranteed that at least
one responsible user is alive. Now, we define how the token is
built. It is a fixed-length message with three fields: (M, D, B),
where M is a message possibly encrypted, D is an encrypted
SN identity, B is a bit indicating if the token is empty (B = 0)
or filled (B = 1). Observe that M may also include a dummy
message.

The exact meaning of the above fields will be clarified below
with the description of the communication primitives. Each to-
ken turns in the ring in which it has been generated, by crossing,
for each node, any alive user associated with this node. This
is done according to the increasing value of the corresponding
SIs. To formally describe the above mechanism, we need the
following definition, introducing the notion of next alive user
for a given user in a ring. 785

Definition 4.7. Given a node v of a ring with at least one alive
user, we denote by first(v) the lowest SI associated with v and
by last(v) the highest SI associated with v. The closeness be-
tween two alive users with SIs S Ix and S Iy belonging to a ringrso
(denoted by closenesss(S Ix, S Iy)), is recursively defined as fol-
lows:

o closenessa(SIx,SIy) =0, if SIx = Sly;

o closenesss(SIx,SIy) = |{SI; € ID,y | SI; +
Slx is alive,h(S1z) = K(SIx),SIx < SIz < SIy}|, if l(SIx) =7
/’l(SIy) and SIX < SIy,'

o closenessp(SIx,S1y) = closenessa(SIx,last (h(SIx))) +
closenessy (first(h(S1y)),S1y) + j-(Na — 1) for the least j > 0
such that f{(h(S Ix)) = k(S Iy), otherwise.

We define the function nexts : IDs — IDy4 as follows. Forgy
any user X alive with SN identity SIx, nexts(SIx) is the SN
identity S Iy of the user Y (alive) of the ring such that SIx + S Iy
and the closeness between S Ix and S Iy is minimum.

In words, the next user of a user with SN identity S Ix is the
first alive user who is encountered by moving first in the node
of the ring A(S Ix) in the direction of increasing Sls, and then (ifss
there is no alive user in A(S Iy) with SI higher than S Ix) to the
closest node according to the function f4 with alive users and,
therein, by taking the user with the lowest SI.

According to Definition[4.7] the token is sent by an alive user
with SN identity S Iy who received it to the user with SN iden-
tity nexts(S Ix), and proceeds in the ring with the same rule.s1
Therefore, it is not sure that the token moves from the node v;
to the next node f,(v;), because a jump is possible (in the case
no alive user is present in the node f4(v;)).

At each hop, the token is encrypted by the current user with
the public key of the next user. Thus, an external eavesdrop-
per cannot distinguish an empty token from a filled token. For®"
efficiency reasons, the token is encrypted with a symmetric on-
the-fly key which is, in turn, encrypted with a public key and
sent along with the token. When a node receives the token, first
it decrypts the symmetric key and then the token. For the sake
of presentation, from now on, when we refer to the public-keyszo
encryption, we mean the above procedure.

token

. not alive
. alive

Figure 8: Example of fragment of the route of a token in a ring.

In Figure [§] an example of route fragment followed by a to-
ken is depicted. In the figure, we highlight only 4 nodes of a
ring, each composed of 3 users (in general, this number could
vary among nodes). Green circles represent alive users, while
red circles denote non-alive users. The token turns in the ring
according to the function next of Definition

Periodically, SN publishes a cross-domain random R € N*,
with a certain rounding protocol obtained through a PRNG veri-
fiable by the users. R, implicitly identifies a user per ring, called
bridge user, as follows. To identify the bridge user of their
ring, a user with SN identity S Iy has to find the alive user with
the lowest SI belonging to the node f{(v,), such that j > 0 is
the minimum value and at least one alive user is in ff{(vy) and
vy = ring(h(S Ix)) + R - @« mod n,. Observe that all the nodes of
a ring identify the same bridge user. The bridge user is respon-
sible for sending the messages outside the ring (playing the role
of exit user) or for injecting into the ring the messages coming
from outside (playing the role of entry user) as explained in the
next section.

4.7. Communication primitives

At this point, we are ready to formally define the commu-
nication primitives supporting privacy-preserving services. We
have three primitives, defined as follows.

e P1: anonymous sending to explicit recipient. This prim-
itive is invoked by a user U and receives as input a mes-
sage M and a real identity RIp. The message M (possibly
encrypted) is forwarded from U to the user D with real
identity RIp by keeping U anonymous.

U knows the SN identity S Iy and the public key PKx of
the bridge user X of the ring in which U is located. In this
primitive, we say that X plays the role of exit user.

First, U derives the SN identity S Ip associated with RIp
i.e., SIp = hg(RIp). Observe that this operation does not
involve SN, so anonymity of U is not compromised.

Then, U waits for the earliest empty token of the ring (re-
call that a user, when receives a token, has to decrypt it to
decide if forwarding or processing it, because the token is
encrypted with its public key) and fills its fields (M, D, B)
as follows: M = M, D = E(PKy, S Ip) (i.e., the encryption
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for the bridge user X of the SN identity of the destination
D), B = 1 (that represents the fact that the token is filled).

We denote by T the so obtained token. Now, U encrypts
the filled token T with the public key of the user Z withg,,
SN identity S1I; = nexts(SIy). Then, the token is sent to
Z. The token turns in the ring until the user X, who is the
only user able to decrypt D, thus obtaining S Ip.

At this point, X forwards M to S Ip.

880
Finally, X sets B to 0 and M, D to random values and for-

wards the token in the ring to the user with SI equal to
nexts(S Ix).

P2: response from an explicit recipient to an anony-_
mous sender. This primitive is invoked by the destination
D of Primitive P1 to reply to the sender U in such a way
that the latter remains anonymous. The primitive receives
as input a message R (possibly encrypted). In addition, we
assume as implicit input the SN identity S Ix of the bridge
user X acting as exit user in Primitive P1.

First, D sends R to X.

890

X injects the response in the ring just by waiting for the
e_arliest empty token_ and filling it with R. In this case,
M = R, B = 1, and D remains undefined. Then, the filled
token turns in the ring until U receives R. This is the actual
recipient of the response. U does not empty the token and
just forwards it. This operation is done by X (for security
reasons, as discussed in Section@ when the token reaches90
them again by setting B to 0 (and the other fields to random
values) and by further forwarding the token in the ring.

5

0

P3: anonymous sending to anonymous recipient. This
primitive is invoked by a user U and receives as input a
message M and a ring identifier v;. The message M (pos-
sibly encrypted) is forwarded from U to a user D with SN
identity S Ip such that v; = ring(h(S Ip)),in such a way that
both U and D remain anonymous.

We denote by X the bridge user, with SN identity S /x and
public key PKy, of the ring in which U is located.

As in Primitive P1, U waits for the earliest empty token of
the ring and fills it by setting its fields (M, D, B) as follows:
M = M, D = E(PKy,v;), B =1 (representing the fact that
the token is filled). 915

The token turns in the ring until the user X, who retrieves
V.

At this point, through the collaboration of SN, X identifies
the bridge user Y of the ring v; and forwards M to Y. 920

Finally, Y injects the message in the ring as in Primitive
P2, thus eventually reaching the actual destination D. As
for Primitive P2, D does not empty the token, which will
be emptied by Y.

925
Observe that a possible reply of D to the message M sent
by U can be done by using the same primitive.

10

5. Why to design a specific protocol

After presenting the anonymous protocol, we show, in this
section, that the definition of a new specific protocol repre-
sents an actual added value. In other words, by considering
the attempt to apply existing approaches taken from the field of
anonymous communication networks, we show why to design
an original anonymous routing protocol tailored to the consid-
ered scenario.

As mentioned in the introduction, there are two possible ap-
proaches in the literature that can be used to obtain communi-
cation anonymity against the global passive adversary: buses
[15, 116l 117] and mixnets [12] 24].

In deterministic buses [15} [16], the route is a path involving
all the nodes of the network. This results in intolerable latency
when, as the case of social networks, the number of nodes is
huge. Consider that, given an application domain (/D4, Ny, k4 ),
for our method, the latency time is Q(k,), while for determin-
istic buses it is Q(N,). In real-life applications, we expect that
N4 > ky. Coherently with the experiments shown in Section
7.3} any single hop of communication takes a time of order of
magnitude 107! seconds. Therefore, for a realistic domain of
just 10* users, the latency time for a given message communi-
cation is 10 seconds, which is not acceptable for the considered
applications (e.g., proximity testing). Our approach allows us
to modulate the cardinality of the anonymity sets in order to find
a good trade-off between privacy and latency, independently of
the size of the application domain. As shown in Section
for a good privacy level (i.e., the cardinality of the anonymity
sets) of 10? users, we obtain times of order of magnitude of
minute for a worst-case anonymous communication (including
a number of exchanged messages).

Consider now non-deterministic buses [[17]. This technique
leads to very high latency times, as analytically highlighted in
the paper itself. Indeed, the delivery time follows an equation
of the form ﬁ, where K; and K, are suitable constants

n—1

and n is the number of nodes of the network, meaning that,
for large values of n, we have huge latency time. Indeed, the
simulation conducted in [[17]], which does not take into account
the emulation over social networks, in a network with only 2048
nodes (and thus a maximum privacy level of order of magnitude
10%) produces an average latency time of 20 minutes.
Regarding mixnets, we adopt a simplified yet general model
extracted from [12], in which bi-directional cover traffic over
any link of the overlay network is enabled (this is necessary
to hide communications from the global passive adversary).
The idea is to obtain the anonymity set by mixing the traffic
at each hop of the communication and by hiding the real traffic
inside cover traffic. This fan-out mechanism allows us to obtain
that the cardinality of the anonymity set increases exponentially
with the length of the communication path. In Figure 0] we
represent a simple mixnet with a degree mixing 2 (i.e., the mes-
sages of 2 senders are mixed into a receiver at each step). This
way, for a communication path of length /, the anonymity set re-
sulting from the knowledge of a given receiver, has cardinality
2!, However, to obtain this level of uncertainty, as clearly stated
in [12]], bi-directional cover traffic should be injected, over all
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Figure 9: Mixnet with n =4 and m = 2.
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the links of the network. For simplicity, we assume that cover
traffic is injected at a constant rate so that the amount of traffic
can be represented just by the number of links in which it is
injected. Let denote by m the mixing degree and by »n the num-
ber of nodes participating in the mixnet. Note that, to achievesss
exponential growth of anonymity degree with the number of
hops, we require that the mixing always involves new nodes, as
depicted in Figure 0]

Hence, the number of links allowing us to protect the com-
munication among 7 nodes is (m + 1) - n as the degree of each
node is m + 1. For example, in Figure [0] the total number of
links is 12 = 4 - 3, where n = 4 and m = 2 and the degree of
each node is 3. As cover traffic is bi-directional, the estimation
of the total amount of cover traffic is 2 - (m + 1) - n. This means
that the minimum required cover traffic is 6 - n, as, to enable the
fan-out mechanism, m > 2 should hold. o

In our approach, cover traffic corresponds just to tokens 1-
directionally turning in the rings. Therefore, the number of
links is exactly n, which is the measure we can use to represent
the total amount of cover traffic. Moreover, when m is ﬁxeq000
to the minimum value, we reduce cover traffic of a multiplica-
tive factor equal to 6. For higher values of m, the advantage
increases.

About communication latency, we can say that, to achieve the
same privacy level k4 in the mixnet, we have to set [ = logmkAi
Therefore, at the same privacy level k4, the length of the com-
munication path of our method is k4, while the (average) length
of the mixnet tunnel is log,,ks. Therefore, the advantage we
obtain in terms of cover traffic has a price in terms of com-
munication latency. However, this is not critical for our ap-
plication domains in which no low-latency connection oriented
communication should be supported. Indeed, Section[7.3]|shows
that the privacy-preserving services implemented on top of our
anonymous communication protocols are performed in reason-

able times.
1015

6. The proximity protocol

In this section, we show as, through the three primitives de-
scribed Section[4.7} we can implement a proximity testing pro+czo
tocol protecting users’ privacy against the global adversary. In
particular, we provide three proximity-based services. The first
is a service aimed to test the proximity of users who know

11

each other. Roughly, we provide the privacy features to a ser-
vice similar to Facebook Nearby Friends. We call this service
KN-service (standing for known nearby service). The sec-
ond service is used to test the proximity between users who do
not know each other but make public some information (pho-
tos, preferences, etc.). The service allows detecting proximity
of unknown users only on the basis of their agreement. This
service extends the features given by services such as Tinder,
by enabling the above privacy features. We call this service
UN-service (standing for unknown nearby service). Finally,
the last service regards proximity testing of a user with respect
to a (static or moving) target. The privacy requirement is that
the user remains anonymous also with respect to the target. This
service extends services such as Tripadvisor or BlaBlaCar. We
call this service TN-service (standing for target nearby ser-
vice).

6.1. Grid organization

In this section, we provide some preliminary notions regard-
ing the way in which our grid-based technique is organized.
The standard approach used in grid-based techniques consists
of the partition of the territory into cells of a certain shape
(squares, hexagons, circles, etc.) possibly overlapping each
other. We need a more sophisticated structure because we want
to enable the modulation of the size of the searching area in
which users want to perform their proximity test. Even though
the technical detail of proximity testing is not clear, at this stage
of the paper, it is intuitive to understand that the grid has a di-
rect role in the implementation of the proximity testing. In other
words, the cells induced by the grid will represent the area in
which people are looking for near users or services. Therefore,
to have just a fixed grid, whatever its shape and organization
are, would not allow us to have flexibility in the size of the
searching area. As a matter of fact, existing proximity services
such as Tinder, allow the user to choose the size of the search-
ing area between some meters to some kilometers (with a given
granularity). To obtain the same feature, we design a hierar-
chical spatial index based on the concept of quad tree [52], in
which also overlapping is enabled. We call this structure shifted
quad tree (SQT). A quad tree is a tree in which each internal
node has exactly four children. It can be used to partition a
2-dimensional area into regions of different sizes. Specifically,
the entire area is associated with the root of the tree and it is
partitioned into four regions, each associated with a child of the
root. Recursively, each region is partitioned into four regions
and so on. The last obtained regions are associated with the
leaves of the tree.

An SQT implements, at each level, an overlapping mech-
anism of the square cells of the type described in Figure [I0]
obtained by taking two square grids (suppose, one black and
the other red) initially coincident and by shifting the red one
across the left-bottom diagonal for half diagonal of the square.
This way, each user belongs exactly to two squares (one black
square and one red square), and two users at a distance less than
half of the length of the side of the square have at least one cell
in common.
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For example, still referring to Figure[T0] Alice belongs to the
black cell (4, 3) and the red cell (3, 3), Bob belongs to the black
cell (3,2) and the red cell (3, 3). As they are at distance less than
half of the length of the side of the square, they both belong to
the red cell (3,3). Observe that, in the figure, the coordin.altes1085
of the cells are replicated with different colors. Actually, the
replication of coordinates indicated above reflects the fact that
the red grid is thought as shifted from the position of the black
grid. So, the red cell (x, y) is the shifted cell associated with the
black cell (x, y). oo

We want to keep the same mechanism hierarchically, at each
level of a quad tree, thus obtaining an SQT, which basically is
a standard quad tree that includes a shifted node for each quad-
tree node. The shifted node s of a quad-tree node n indexes,
in the territory, a square that is the shifted cell of the squarg,
indexed by n.

This mechanism is resumed in Figure [T1] In this figure, a
restricted interest area (thus cutting some cells) and a three-
level SQT are considered. About coordinates, we need to add
two dimensions, one representing the level in the tree and the+oo
other needed to make explicit the fact that the coordinates are
referring to a quad tree node or to a shifted node. We as-
sume that the numbering of the coordinates starts from 1 for a
square of type quad tree entirely included in the interested area.
The coordinates are of the form (k, i, j, t), where k indicates the+os
level (0,1,2, ...), i, j the position, and ¢ the type between (q)uad
and (s)hifted. For example, the cells (0,1,3,¢q), (0,1,4,q),
(0,2,3,g), and (0, 2,4, g) (representing four O-level quad-tree
nodes) are aggregated into one 1-level quad-tree node, with co-
ordinates (1, 1,2,q). This node indexes the blue square withi1o
the same coordinates. Moreover, the shifted 1-level node as-
sociated with this node has coordinates (1, 1,2, s) and indexes
the green cell with the same coordinates. Moreover, the cells
(1L, 1,2,q), (1,1,3,q, (1,2,2,q), and (1,2, 3, g) (representing
four 1-level quad-tree nodes) are aggregated into the 2-levelis
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quad-tree node coloured in pink. The shifted 2-level node asso-
ciated with this node is colored in orange.

Once a given level is set, say k, a cell of level k is identified
by its center, said centroid. Each user, through a localization
system, is able to identify the centroids of the two cells of level k
in which they are located. Each centroid can be identified by the
coordinates of the cell. Observe that, even though a given point
in the space could be the centroid of different cells (belonging
to different levels), the presence in the coordinates of the level
allows us to uniquely identify the centroid.

Moreover, a user, for each level k, being located in two over-
lapping cells, one of type ¢ and the other of type s, detects two
centroids associated with the level k.

For example, the user represented in Figure [I1] with a
black dot, detects, level by level, the centroids (0, 4, 3, g), and
(0, 3,4, s), for level 0, the centroids (1, 2,2, g), and (1,2,2, s),
for level 1, and the centroids (2, 1, 1, g), and (2, 1, 1, s) for level
2.

The centroids are represented in the figure with yellow dots.
Sometimes, a single dot represents multiple coincident cen-
troids (in the territory). Specifically, the centroid (0, 3,4, s) co-
incides with the centroid (1, 2, 2, g) and the centroid (1, 2, 2, s)
coincides with the centroid (2, 1, 1, s).

In the scope of our application, it is common that the proxim-
ity services are required by the user, inside a maximum radius
r with respect to their position. This means that if a service
can be provided only with a distance greater than r, it can be
excluded.

Therefore, the user needs to identify just the cells for each
level until a maximum level / (possibly / can coincide with the
depth of the SQT). Consider a user X requiring a service inside
a maximum radius corresponding to the level I. We denote by
C é( the set of centroids detected by X at each level less or equal
to [. For example, still referring to Figure [T1] if the black dot
represents the user X, then Cf( is exactly the set of centroids
listed above, i.e., (0,4,3,q), 0,3,4,s), (1,2,2,q), (1,2,2, s),
2,1,1,q), and (2,1,1,s). This information is the basis of
the proximity testing implementation, because, in principle, the
provider can detect two users in proximity within a certain dis-
tance d (among the granularity set induced by the SQT), if they
detect the same centroid of a level corresponding to squares of
side not greater than 2d. We will see in Section [6.2] how to ex-
ploit this basic principle to obtain a privacy-preserving result.

So far, we described how our grid is hierarchically organized.
Indeed, our approach is grid-based. However, it is also tag-
based, as highlighted in Section ] We define next how the
tag-based mechanism is implemented.

In principle, as a fag, one of the technologies identified in the
literature [7], such as Bluetooth IDs, Wifi IDs, military codes
in GPS, audio signals, LTE, and atmospheric gases could be
used to obtain an unpredictable value, associated with a point in
space and time. The purpose of this value is to allow the users
to obscure the centroids when sending them to the provider,
by preventing that the provider can reverse the information and
then discover the actual positions. The details of this mecha-
nism will be described in the next section. This value is called
salt.
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Figure 11: An example of SQT.

Among all the possibilities, a concrete way to implement
salts is to rely on the collaboration of a telephone service
provider (TSP), which transmits the salts through the cellular
network. We can use the cellular cells to identify a region of
the space in which, for a given time interval, a random salt,
with a suitable rounding protocol, is periodically broadcasted
to all the devices belonging to this cell. Despite the fact that
the maximum space granularity we can obtain is the size of the
TSP cells, we can anyway organize the tag-mechanism in a hi-
erarchical fashion (in which the level O is represented by the
TSP cells), needed to properly combine it with the hierarchical
grid. Indeed, to implement a virtual TSP-cell of level k over the
level k—1 (for a given k > 1), it suffices to virtually aggregate a
suitable number of virtual TSP cells of level kK — 1 (observe that
virtual TSP cells of level 0 are actually physical TSP cells). To
be general, virtual/physical TSP cells are called tag-cells. An
important aspect is to understand how the aggregation of tag-
cells is done to obtain tag-cells higher in the hierarchy. Before
discussing it, we deal with the problem of possible misalign-
ment, at a given level of the hierarchy, between the grid and

the tag-cell structure. Therefore, it can happen that a cell of the,q,

grid is cut by a tag-cell. In this case, two users belonging to the
same cell might receive two different salts, and then they are
not detected in proximity.

To avoid this, we enable an overlapping mechanism, which,
at level O just relies on the physical overlapping between TSP

cells adopted to manage the handover, and, at higher levels, it

is suitably implemented.

First, we start from the grids of level 0. At level 0, the only
requirement is that our cells are of size smaller than the overlap-
ping area of TSP cells. This is realistic because this overlapping
can be of some meters. This ensures that two users sharing thg
same cell (of level 0) receive at least one salt in common. For
example, by referring to Figure [I2] the green circles represent
the tag-cells of level 0. All the users in the grey cell receive the
same salt, while the users in the yellow cell may receive differ-
ent salts (according to their positions), of which at least one is
in common.

This overlapping mechanism has to be achieved at the higher
levels. To do this, some tag-cells of level 0 are aggregated into
a tag-cell of level 1. Inside this tag-cell, a new salt (of level
1) should be transmitted. Specifically, the TSP broadcasts in a
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Figure 12: TSP overlapping mechanism.

tag-cell of level O both a salt of level 0 and a salt of level 1. The
same salt of level 1 is broadcasted in the adjacent tag-cells of
level O to form the virtual tag-cell of level 1.

For example, again in Figure [T2] if the three green tag-cells
(of level 0) are aggregated into a tag-cell of level 1, the three
antennas transmit the same salt of level 1 (and a different salt of
level O per tag-cell of level 0).

By iteratively applying this approach, the tag-cells of level i
are aggregated into tag-cells of level i + 1.

We assume that each salt is sent along with a label indicating
its level so that the users can distinguish them. Given a user
X, we denote by Rﬁf the set of salts of level less or equal to /
detected by X at a given instant.

We observe that, at a given instant, given two users X and
Y and a level [, if X and Y are at a distance less than half of
the length of the side of the cells of level /, then C; N Ci, 0
and Rg( al R’Y # 0 i.e., the users share at least one salt and one
centroid of level less or equal to I.

This observation is the basis of how proximity is detected.
We will treat this aspect in the next sections, in which the
three services KN-service, UN-service, TN-service are de-
scribed.
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6.2. KN-service: Proximity between known users 1235

In this section, we describe the first proximity-based service
we provide, called KN-service. We consider two users know-
ing each other who want to discover reciprocally if they are in
proximity. The test is symmetric. This means that if a user X,
discovers the proximity of another user Y, then Y discovers the
proximity of X.

The service is implemented as follows.

The first phase is the handshake procedure.

Consider a pair of users X and Y. Suppose the handshake is.s
started by X.

First, X knows the real identity RIy of Y. Through the
IBE scheme, X encrypts, under the identity Rly, the message
My = QOlIRIx, where Q is a random value and Rl is the real
identity of X. We denote by Cy such an encrypted messagezs,
Then, X retrieves the SN identity of Y, denoted by S Iy, and
the ring which Y belongs to. They are obtained as follows:
SIy = hg(Rly) and vy = ring(SIy), where the functions hg
and ring are those defined in Section 4]

Then, X invokes Primitive P3 by passing C¢ and vy as inputiass
Y, who is the only user able to decrypt Cp, retrieves QI|RIy.
Similarly to X, Y encrypts through IBE, under the identity Rlx,
the message My = Q||RIy. We denote by Cy such an encrypted
message. Y retrieves S Iy = hp(RIx), v; = ring(S Ix) and replies
to X through Primitive P3 by passing Co and v; as input. Hence,,
X obtains Q||RIy as confirmation of their request.

At this point, X (Y, resp.) generates a random value Ex (Ey,
resp.), called Ephemeral ID, an on-the-fly key Kx (Ky, resp.)
for the response, builds a message My = Ex||Q|Kx (My =
Evy||Q||Ky, resp.), and encrypts it, through IBE, under the real,
identity RIsy of SN. We denote by Cx (Cy, resp.) this encrypted
message. Now, X (Y, resp.) sends anonymously the message
Cx (Cy, resp.) to SN. This is done by X (Y, resp.) by invoking
P1 with input Rlgy and Cx (Cy, resp.).

SN, through Q, links Ex and Ey, computes Hyy = h(Ex @&z
Ey), and invokes P2 by passing Hyy encrypted with Ky (Ky,
resp.) as input to respond to both X and Y.

This ends the handshake procedure. As a result of this pro-
cedure, the two users declare reciprocally their intention to test
proximity. Moreover, SN is aware of this fact but knows onlyrs
the one-time pseudonymous (i.e., the ephemeral IDs) of these
users and links them thanks to the value Q.

At this point, the position notification procedure starts. Sup-
pose that X wants to detect the proximity of Y if they are at a
distance corresponding to the level Iy and that Y wants to detect
the proximity of X if they are at a distance corresponding to the
level ly. 1280

First X (Y, resp.) retrieves the set of centroids Cg‘ (Cl}f, resp.)
and the set of salts Ré? (Rle, resp.), as defined at the end of
Section[6.1}

For eachlevel 0 <i < Iy (0 <i < Iy, resp.), for each centroid
Cx € Céf (Cy € cl, resp.) of level i, and for each salt Ry € R%zes
(Ry € RY, resp.) of level i, X (Y, resp.) computes the digest
hx = h(Cx]||Rx) (hy = h(Cy||Ry), resp.). We denote by Hx (Hy,
resp.) the list of the obtained digests.
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At this point, X (Y, resp.), encrypts with IBE, under Rlsy,
Hx||Ex||Kx (Hy||Ey||Ky, resp.), where Ky and Ky are on-the-fly
keys to encrypt the response. We denote by Cx (Cy, resp.) this
encrypted message. Finally, X (Y, resp.) invokes P1 by passing
Cx (Cy, resp.) and Rlgy as input.

This ends the position notification.

The next phase of the protocol, called proximity detection,
is performed SN side. This is done by simply computing the
intersection Hy N Hy and by checking whether this intersection
is not empty. If this is the case, then SN detects that X and
Y are in proximity. Observe that the intersections performed
in this phase are done only between the pairs of users whose
ephemeral IDs are linked through the same random Q.

Furthermore, the proximity is detected only if X and Y are at
a distance less than half of the length of the side of the square
of the minimum level between Ix and ly. W.l.o.g, suppose that
Ix < ly. This means that, even though Y selects a greater dis-
tance than X, the proximity will be detected only until a dis-
tance corresponding to the level /y. This happens because the
set Hy contains only the obscured centroids detected by X un-
til the level Iy and does not provide any information about the
higher levels.

Suppose now that Hy N Hy # 0 (i.e., proximity between X
and Y has been detected).

In this case, SN should report this result to X and Y. This is
done through a phase of the protocol called proximity notifica-
tion. In this phase, SN invokes P2 by passing the encryption
with key Kx (Ky, resp.) of Hyy||[Hx N Hy as input to reply to
both Primitives P1 invoked by X and Y.

The last phase is the ephemeral confirmation procedure.
Once Hyy||[Hx N Hy is obtained, X (Y, resp.), for each hr €
Hx N Hy, computes hr = h(hr). We denote by Hp the list of
the obtained digests. To be sure that SN does not forge a fake
contact, X (Y, resp.) invokes Primitive P3 by passing Ex|/Hg
(Ey||Hg, resp.), encrypted with IBE under RIy (RIx, resp.), and
vk (v, resp.) as input. Through Ey and Ex, X and Y respec-
tively, are able to compute Hyy and to check the correspon-
dence with the value obtained from SN. Moreover, Hg allows
them to identify the centroids of the cells they share. Specif-
ically, X (Y, resp.) checks that the list Hgx computed locally
coincides with the list provided by Y (X, resp.).

The flow of the proximity procedure in the case of a positive
result is represented in the sequence diagram of Figure [I3]

6.3. UN-service: Proximity between unknown users

In this section, we consider another symmetric case, in which
the users involved in the proximity procedure do not know each
other (thus, no preliminary handshake can be performed).

In current commercial systems, an example of this service
is provided by Tinder, in which unknown users can come into
contact if they are in proximity and match some preferences.
Specifically, each user advertises a set of attributes (possibly,
not identifying) and expresses a preference for the attributes of
other users. To detect proximity, it is necessary that the users
reciprocally show an expression of interest.
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Figure 13: Sequence diagram of the KN-Service.

Now, we describe our privacy-preserving service, called
UN-service, in which the whole proximity-testing activity re-
mains unobservable by the social network provider.

The first step of the UN-service is the advertising proce-
dure. .
As in the position notification of the previous section, a given
user X generates a list of digests Hy by using the salts Ré? and

the centroids Cé? until the level Iy they want to set.

At this point, X creates an advertisement Ix = (Ax, Tx, PKx).
Ay is the set of attributes that X wants to advertise. Ty is 3,
pair (Ey, ring(S Ix)), where Ex is an ephemeral (random) ID
generated by X and ring(S Ix) is the ring which X belongs to.
Finally, PKY is a public key generated by X.

For each salt Ry € R, Iy is then encrypted with a symmetric
key derived by Rx. We denote by C§ the set of all the obtained,
encrypted messages. This way, since the salts are distributed in
arestricted area, the advertisement Iy can be decrypted only by
the users in that area (who detect at least one common salt and,
then, they can derive a valid key).

At this point, X is ready to send all the needed information tq
SN, that is, the digests (representing the obscured position), and
the encrypted messages containing the advertisement. Thus, X
can send them together with an on-the-fly key Kx, which SN
will use for the response. The information sent by X to SN is
then: My = C§|HX||KX, which X encrypts with IBE under the
real identity of SN RIsy obtaining Cx. This information is sent
to SN, as before, by invoking Primitive P1 with input Cx and
Risy.

This concludes the advertising procedure.

Now, suppose that another advertising procedure is per-
formed by a user Y in proximity who sends My = C’;IIHYIIKY
to SN. 1375

As in the previous service, the proximity detection is per-
formed SN side, and, since X and Y are in proximity, it results
that Hy N Hy # 0. Therefore, SN has to notify the proximity
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(and the advertisement) to X and Y. This is done through the
proximity notification phase. Specifically, SN encrypts C¥ (C%,
resp.) with Ky (Ky,resp.) and passes the result of this encryp-
tion as input to P2, to reply to X (Y, resp.).

At this point, X (Y, resp.) is able to decrypt at least one
advertisement contained in C’; (CR, resp.) and retrieves Ay, Ty,
and PKy (Ax, Tx, and PKYx, resp.).

If both X is interested in the attributes Ay and Y interested
in the attributes Ay, then the preference-expression procedure
starts, in which X and Y exchange with each other (through
SN) their reciprocal interest.

Specifically, given Ty = (Ey, ring(S Iy)), X computes Hxy =
h(Ex®FEy), encrypts Hyy||Hx with IBE under Rl and invokes
Primitive P1 by passing the result of this encryption and Rlgy
as input. A dual procedure is executed by Y.

At this point, SN performs the preference-expression detec-
tion. Since SN receives from Y the digest Hyxy = h(Ey ® Ex) =
h(Ex @ Ey) = Hyy, it detects the reciprocal expression of pref-
erence between X and Y. The result of this detection is notified
through the preference-expression notification. Therefore, SN
replies to both the users by sending Hyy||Hx N Hy through P2
(it is encrypted, as usually, with an on-the-fly key sent by X and
Y).

At the end of this phase, X and Y are informed about their
reciprocal interest.

For security reasons (see Section B]), a final procedure, called
preference-confirmation, is performed. In this procedure, the
users agree on a common secret, by using Diffie-Hellman with
perfect forward secrecy [53]], in which the public keys included
into the advertisement work as authentication of the destina-
tion. Moreover, the positions are also reciprocally checked.
The common secret will be used to make the successive com-
munication confidential. In detail, X generates a public DH
parameter and encrypts it with PKy. We denote by CDHy the
result of this encryption. For each hir € Hy N Hy, X computes
hr = h(hr) and obtains the list of digests Hg. Then, CDHx||Hg
and ring(S Iy) are passed as input to Primitive P3. Observe that
both PKy and ring(S Iy) are contained in the advertisement of
Y.

On the other hand, Y performs the dual operation. At the
end of this procedure, if X and Y are the real owners of PKy
and PKy, respectively, they are able to obtain the public DH
parameter of the other user and generate a common secret that
can use to communicate. Moreover, through Hg, they confirm
their proximity. Specifically, X (Y, resp.) checks that the list
Hpy computed locally coincides with the list provided by Y (X,
resp.).

The sequence diagram of the UN-Service is reported in Fig-

ure[14]

6.4. TN-service: Proximity between an anonymous user and
a target

The last service regards proximity testing performed by users
with respect to a given target. Observe that the target could be
indifferently static or moving. Moreover, we consider the most
challenging case in which we do not allow to make public the
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position of all the targets on a map. This prevents from massive
retrieval of target positions that could be inadequate for privacy
or business reasons. For example, in the context of car sharing,
the targets are the available cars of a given company. How-"*
ever, to make public the positions of all the available cars on
the whole map would give an improper advantage to competi-
tors of this company by allowing easy benchmarking.

Other examples of moving targets are ride-sharing, crowd-
shipping, or applications supporting people to obtain aids b}}ds0
volunteers when they are away (consider for example the case
of blind people).

On the other hand, an example of static target is represented
by points of interest (POIs). In this case, one could expect that
the public availability of POIs in a map is not a problem. In**
general, this is true, but there could be some cases in which the
publicity of such POIs should be limited (for example in the
domain of intelligence, or sensitive targets), also for security
reasons.

For the above reasons, the naive solution of providing users
with a map including all the targets to allow a local privacyq.,
preserving proximity testing cannot be adopted.

Unlike the previous two services, this service is asymmet-
ric, in the sense that the user performing the test discovers the
proximity of the target without disclosing their proximity to the
target. 1445

Now, we describe how this service is provided.

We consider a user X and a target 7.

T performs, periodically, an advertising procedure simplified
with respect to that described in the previous section.

Specifically, the advertisement of 7', say Ir, contains onlyuso
an advertising message AMy with information purpose. As no
response is enabled towards 7', there is no need to include in
the advertisement the information used for this purpose, i.e.,
key, ephemeral ID, and ring identifier.

To make the advertisement readable only for those users atsss
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distance compatible with their requirements, an encrypted ver-
sion of I7 should be provided, for each involved level, by using
the key derived by the corresponding salt, until a given max-
imum level I;. Recall that, at a given level, due to tag-cell
overlapping, multiple salts can be detected and, thus, multiple
encrypted messages are needed.

All the encrypted versions of Iy, along with the set of ob-
scured positions Hr derived by T, are sent to SN (encrypted
with IBE) through Primitive P1.

Due to the asymmetric nature of this service, X should not
make any advertising procedure. X just generates a list of ob-
scured positions Hy and sends them to SN through Primitive
P1 (position notification procedure).

As in the previous services, SN performs the proximity detec-
tion procedure, in which checks that Hy N Hy # 0 and notifies
the encryptions of the advertisement /7 to X through Primitive
P2 (proximity notification procedure).

X is able to decrypt I and to discover their proximity.

Observe that it is also possible to implement a client-side
profile-based filtering to limit the information that the user has
to process.

The flow of this proximity procedure is represented in the
sequence diagram in Figure

6.5. Well-formed domains

In this section, we discuss now how to build rings in such a
way that the application domain is well-formed (as defined in
Section[4.2). As this notion is strictly application-dependant, it
is not adequate to address, in this paper, the problem of well-
formed domain construction in the general case. Therefore, to
be synthetic, we only consider the three services we presented
earlier.

Concerning the KN-Service, in a real-life scenario, a rela-
tionship between the provided service and the friendship infor-
mation occurring in the social network should be established to
limit the scope of the preliminary handshake. For example, for
auser, it could be reasonable to set that proximity testing should
be allowed only with other users with maximum separation de-
gree j in the social network (realistically, j could be 1 or 2).
Otherwise, the service would degenerate into the UN-Service.
Implicitly, we are considering a social network in which a rele-
vant overlapping between real-life and virtual friendship exists
(like in Facebook [54]).
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Under the above assumption, a safe way to build rings is to
define as application domain a subset of users forming a com-
munity with separation not greater than j, or, by approxima-
tion, on the basis of existing community-detection algorithms
55, 156l 157]]. The above metric should be also combined with
geographic information to avoid that this can be used by an ad-
versary to infer significant bias of probability that a given pair
of users are performing a proximity test (with respect to the
random distribution).

Conversely, in the case of the UN-Service, no specific mea-
sures should be taken, besides those based on geographic infor-
mation.

Finally, for the TN-Service, the application domain should
be divided into two sub-domains: (1) the sub-domain of clients,
and (2) the sub-domain of fargets. Therefore, we have rings of
clients and rings of targets. The measure to adopt is to ensurg
that both sub-domains are sufficiently homogeneous from the
geographic point of view.

As mentioned earlier, the issue of building well-formed ap-
plication domains is very complex and, to have a detailed and
complete solution, the application of state-of-the-art social net;,
work analysis techniques should be tested in real life by mea-
suring the reached privacy level (for example, through differ-
ential privacy). Therefore, we chose (by considering the aimed
objectives of the article and its current length) not to treat this
aspect here, but we argue (on the basis of the above considera,_
tions) that the problem of well-formed domain construction is
feasible, at least with an acceptable degree of approximation.
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7. Cost evaluation, prototype, experiments
1525

7.1. Cost evaluation

Through this section, we evaluate the number of exchanged
messages (primitives involved) and encryptions required by the
three services presented in Section [l In this analysis, we ne-
glect other operations (such as hashing, xoring, and concatena-
tion) since they are performed very few times and their cost is
much less than even a single encryption. However, in the exper-
imental analysis performed in Section[7.3] we take into account
these operations too.

Since for all the three services, the number of exchanged535
messages and the number of encryptions depend on the result
of the proximity test, we consider a single proximity test per-
formed between two users (or between a user and a target) with
a positive result. Indeed, this corresponds to the worst case in
terms of number of operations. .

We start with the KN-service described in Section and
analyze the exchanged messages. Each user invokes Primitive
P3 two times (one for the handshake and one for the ephemeral
confirmation) and Primitive P1 two times (one for the hand-
shake and one for the position notification). Finally, SN invokes™”
Primitive P2 four times (two for the handshakes and two for the
proximity notifications).

Regarding the UN-Service (defined in Section [6.3)), each
user invokes Primitive P3 one time (for the preference confir-
mation) and Primitive P1 two times (one for the advertising and
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Number of Primitives
2P1+4P2+2P3
2P1+4P2+1P3

1P1+1P2

Service
KN-Service
UN-Service
TN-Service

Table 1: Primitives invoked by the three services of Section@

Service
KN-Service
UN-Service
TN-Service

Number of Encryptions
4 PK +4S
3PK+(r+4)S
1 PK+(r+1)S

Table 2: Encryptions involved in the three services of Section@

one for the preference-expression). Server side, SN invokes
Primitive P2 four times (two for the proximity notifications and
two for the preference-expression notifications).

Finally, regarding the TN-Service (defined in Section [6.4),
the user and the target invoke Primitive P1 one time (the user
to perform the position notification and the target to perform
the advertising procedure). On the other hand, SN invokes just
Primitive P2 one time for the proximity notification.

The result of this analysis is summarized in Table[I]

From this simple analysis, it is easy to conclude that the
KN-service is the most onerous in terms of exchanged mes-
sages.

Now, we consider the number of encryptions. We distinguish
the public-key encryptions (PK) from the symmetric encryp-
tions () since the first are anyway (i.e., independently of the
specific adopted cipher) more onerous than the latter.

For the sake of presentation, we omit the details about the
steps in which these encryptions are performed and summarize
the result of this analysis in Table

Therein, we denote by r the average number of salts captured
by the users when performing an advertising procedure. We
refer to an average value by considering that a user may receive
multiple salts due to both the multilevel grid organization and
the grid-cell overlapping. We recall that, in UN-Service and
TN-Service, some messages are encrypted symmetrically by
using some keys derived from the salts received by the users
and the targets.

Observe that the KN-Service requires one public-key en-
cryption more than the UN-Service, but the latter requires
r more symmetric encryptions. However, as public-key en-
cryption requires much more computational effort than sym-
metric encryption and being r small, we conclude that the
KN-Service is the most onerous, also regarding the number
of encryptions.

Therefore, in Section we focus our attention just on this
service, which represents the worst case from a performance
point of view.

7.2. Prototype

To both show the applicability of the proposed protocol
and to validate it by experiments, we provide a prototype
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of a plug-in implementing the KN-Service. In principle,
this plug-in could be integrated into any existing social net-
work. This prototype is available on https://github.com/
vincenzodeangelisrc/KN-Service_UNIRC

It is implemented in JAVA and uses the WebSocket technol-
ogy [58] that offers full-duplex communication channels be-
tween a server and a client. It is used for real-time applications
such as chats and real-time games.

The data are exchanged in JSON format.

The plug-in includes two modules: (1) a server-side module
to integrate back-end functions of our protocol into the social
network (2) a client-side module to integrate client-side func-
tions into the social-network app of the user.

The server-side module implements the ring mechanism pre-
sented in Section [d] Specifically, the client app forwards the
token to its next of the ring through the server. This module
also includes the data structures necessary to detect the proxim-
ity between two users and to notify them.

The client-side module allows the client to receive a token, to
fill it (if empty), and to forward it to the next client. The module
also implements the role of the proxy node that empties thees
tokens and forwards them into the ring. To test the performance,
this module includes several parameters to simulate the activity
of more users, the cells in which they are located, the number
of proximity tests to perform, and so on.

1610

7.3. Experiments

By using the prototype described in the previous section, we
performed an experimental evaluation of the proposed solution.
We consider, as a metric of our analysis, the total time required
to obtain the result of a proximity test in the KN-service. °°

Unlike experiments presented in [28] |41]], we do not rely on
the API of any specific social network and implement from
scratch the prototype. This better simulates a real-life imple-
mentation of the proposal, which would require, as done in our
prototype, the presence of a back-end module also to support®
quick communication between client and server. Moreover, this
way, our prototype could be integrated into every existing so-
cial network, provided that our server-side module is imported
from it.

In this analysis, we included hash computations, public-key®”
encryptions, symmetric-key encryptions, xoring, and all the op-
erations required by the service. Furthermore, to obtain realis-
tic results, the server and the clients are remotely connected
through the Internet (with a ping time of about 50 ms). Observe
that, in the available social networks, lower ping times can bess
obtained, such as for Facebook (30 ms). Then, the actual per-
formance of our solution, in a real-life implementation, might
be also better than those experimented through this simulation.

The clients are simulated through threads running on PCs
equipped with i7-8550U CPU (1.80GHz) and 16 GB of RAMuisss
The server-side module is run on a PC equipped with i7-6500U
CPU (2.50GHz) and 12 GB of RAM.

As already mentioned, the worst case corresponds to a suc-
cessful proximity test. Therefore, we measured the time elapsed
between the instant in which a user starts the test and the instanteso
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Figure 16: Total proximity-testing time vs privacy level with o~ = 0.

in which the same user receives the ephemeral confirmation
from the other user. To be precise, we consider, in the anal-
ysis, also the time a user has to wait before receiving the first
empty token to start the proximity test.

The main parameters affecting the performance of our solu-
tion are three.

The first is the privacy level k4. Indeed, the more users are
in the ring, the higher the time required for the messages to exit
from the ring or to reach the destination.

The second parameter is the number of tokens N7 circulating
in the ring. Indeed, the more the tokens, the higher the proba-
bility that a user receives an empty token (and then that they
can transmit).

Finally, the last parameter measures the activity of the user
in the ring. Indeed, if users send messages very often, then the
percentage of available tokens for any user is reduced, and the
total time they have to wait to receive the result is reduced too.

Regarding the latter parameter, to have a controllable envi-
ronment, we define an activity level o € [0, 1). It represents the
probability that, at each turn of the ring, a given token is empty
or filled. In particular, the proxy, with probability o, sets each
token filled, so that it cannot be used by other users.

At this point, we evaluate the performance of our protocol as
the above three parameters vary.

The results are represented in Figures Therein,
we show as the total time required to perform a proximity test
varies as the privacy level k4 varies. We consider k4 € [40, 100].

Each figure includes three plots, each associated with a dif-
ferent number of tokens (NT = 1,5, 10) circulating in the rings.

Finally, the three figures differ in terms of activity level.
Specifically, we consider three activity levels 0, 0.25, 0.5 for the
Figures [16] [T7} [I8] respectively.

As a first consideration, observe that, for all the possible con-
figurations of k4, 0, NT, the time of a proximity test results ac-
ceptable (the worst result corresponds to k = 100, NT = 1,0 =
0.5 that leads to a total time of about 90 seconds).
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Figure 19: Total proximity-testing time with k4 = 80.

As expected, the total time increases with k4 (we observe an
almost linear growth). Furthermore, the total time decreases
with NT even though (regardless of the traffic conditions) no
significant difference exists between the case with NT = 5 and
the case with NT = 10. Observe that an increase of NT results
in bandwidth waste and energy consumption for the devices
(since they have to process more tokens). Therefore, NT = 5
can represent a good choice that leads to a total time of about
30 — 40 seconds with k = 100 and any o.

Finally, the total time increases as the activity level o in-
creases. Anyway, this effect is more evident when N7 = 1 and
less relevant for NT = 5 and NT = 10. This confirms that
NT =5 allows us to obtain good performance independently of
the activity of the users (in the considered range).

To better highlight the performance of our solution in a real-
istic scenario, we report in Figure[T9]the total time of a proxim-
ity test with a high privacy level (k4 = 80) for NT = 5,10 and
o =0,0.25,0.5.

We note that the total time is in the range 25 — 35 seconds
and is almost stable when o varies.

8. Security analysis

In this section, we provide the security analysis of our solu-
tion. We start by defining the threat model TM. We introduce
the following assumptions:

e Al: The application domains are well-formed.

e A2: The applied a-ring schema is 7-safe (with respect to a
given user mapping h).

A1 can be obtained as discussed in Section[6.5] A2 is guar-
anteed by ring schema updating [4.3] We recall that A2 implies
that for each a-ring, it is sufficiently guaranteed that at least k4
users are alive and collaborative.
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Adversary Model. We consider as an adversary the social net-
work provider SN. It is honest but curious in the sense that it
legally performs the steps of the protocol, but attempts to break
the anonymity of the user victim. 1730

Observe that SN acts as a global passive adversary able to
monitor the entire flow of messages exchanged between users.
The proposed protocol offers anonymity in this severe adver-
sary model.

Our analysis is performed at two levels. First, we show thatzss
the anonymity communication protocol described in Section [4]
allows anonymous communication between users or between a
user and SN. Then, we show that proximity testing (see Section
[6) built on top of the anonymous communication protocol is
secure.

We start by analyzing the first point. The next three The-
orems show how the three Primitives of Section [4] guarantee
anonymity.

1740

Theorem 8.1. A user U invoking P1 can be identified with
probability not greater than é (sender anonymity). 1745
Proof 8.1. Since the token has a fixed size and changes hop-
by-hop due to encryption, U cannot be identified as the sender
when filling the token. Therefore, the only way for the adver-
sary to identify that U is the sender is to detect a possible tran-
sition empty/filled or filled/empty of a token in another pointrso
of the ring and try to draw some information starting from this
observation.

The only point of the ring from which the adversary can
draw such information is the bridge user, say X. Indeed, this
is the only point of the ring in which the possible transitionzss
empty/filled or filled/empty of a token could be in principle re-
lated to the observable incoming or outcoming traffic in/from
the bridge. Transitions occurring in other points are not identi-
fiable.

Therefore, we have to consider the following two cases (they7so
are the only cases potentially helpful for the adversary). Either
(1) the adversary observes incoming traffic in X (i.e., X may
play the role of entry user), or (2) the adversary observes out-
coming traffic from X (i.e., X plays the role of exit user). In case
(1), two alternatives are possible. Either (1).a X actually injectsres
a token into the ring by inserting the message coming from out-
side, or (1).b X empties a token circulating in the ring as the
final step of Primitive P2 or P3, and then X cannot process the
incoming traffic. In case (1).a, the token cannot be filled by U,
therefore we are not in the case of the hypothesis. Consider nowr7o
case (1).b. The adversary knows that the token injected by X is
empty. Two cases may hold. Either (1).b.1, i.e., the token, after
a turn, reaches X still empty, or (1).b.2, i.e., the token, after a
turn, reaches X filled. The adversary may understand which of
the above cases ((1).b.1 or (1).b.2) occurs, just by observing ifr7s
outcoming traffic arises from the arrival of the token (i.e., X, af-
ter the turn, plays the role of exit user). In the positive case, we
are in case (1).b.2, otherwise we are in case (1).b.1. In the latter
case, no sender is involved and we are not in the case of the hy-
pothesis. In case (1).b.2, a sender (possibly, U) filled the tokenrso
somewhere during the turn. But, due to Assumptions Al and
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A2, the adversary cannot identify the sender with probability
greater than é

In case (2) (i.e., X plays the role of exit user), the adversary
can infer that the token injected by X into the ring is empty. Two
cases may hold. Either (2).a, i.e., the token, after a turn, reaches
X still empty, or (2).b, i.e., the token, after a turn, reaches X
filled. The adversary may understand which of the above cases
((2).a or (2).b) occurs, just by observing if outcoming traffic
arises from the arrival of the token (i.e., X, after the turn, plays
again the role of exit user). In the positive case, we are in case
(2).b, otherwise we are in case (2).a. In the latter case, no sender
is involved in this turn and we are not in the case of the hypoth-
esis. In case (2).b, a sender (possibly, U) had filled the token
somewhere during the turn. But, due to the assumptions, the ad-
versary cannot identify the sender with probability greater than
% The proof is then concluded.

Theorem 8.2. A user U receiving a message through Primitive
P2 (as response to Primitive P1) can be identified with proba-
bility not greater than é (recipient anonymity).

Proof 8.2. This proof follows a reasoning similar to the proof
of Theorem [8.11

Since the token has a fixed size and changes hop-by-hop due
to the encryption, U cannot be identified as the recipient when
emptying the token. Therefore, the only way for the adversary
to identify U as the recipient is to detect a possible transition
empty/filled or filled/empty of a token in another point of the
ring and try to draw some information from this transition. The
only point of the ring from which the adversary can draw such
information is the bridge user, say it X.

Therefore, we have to consider the following two cases (they
are the only cases potentially helpful for the adversary). Either
(1) the adversary observes incoming traffic in X (i.e., X could
play the role of entry user), or (2) the adversary observes out-
coming traffic from X (i.e., X plays the role of exit user). In
case (1), two alternatives are possible. Either (1).a X actually
injects a token in the ring inserting the message coming from
outside or (1).b X empties a token circulating in the ring as the
final step of Primitive P2 or P3, and then X cannot process the
incoming traffic. In case (1).a, the adversary can infer that a
recipient (possibly, U) exists for this token. The only way to
draw more information about this recipient is to follow the to-
ken and observe it when it reaches the bridge. At this point,
the adversary can detect a transition filled/empty in X, but this
does not give any additional information about where the mes-
sage has been received. Therefore, due to Assumptions A1 and
A2, the adversary cannot identify the recipient with probability
greater than é Consider now case (1).b. The adversary knows
that the token injected by X is empty. In this case, no recipient
is present for such a token and we are not in the case of the
hypothesis.

In case (2) (i.e., X plays the role of exit user), the adversary
can infer that the token injected by X into the ring is empty.
Again, no recipient is present for such a token and we are not
in the case of the hypothesis. The proof is then concluded.
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Theorem 8.3. Let U be a user sending a message to a user D
through P3. It holds: (1) U can be identified as the sender withsss
probability not greater than é and (2) D can be identified as

the recipient with probability not greater than é

Proof 8.3. (1) can be proved as in Theorem [8.1] (2) can be
proved as in Theorem 8.2

1840

This concludes the security analysis of the anonymity proto-
col described in Section E} At this point, we show that the three
services described in Section[6] leveraging the three Primitives
P1, P2, and P3, protects the privacy of the users as specified iness
the next three theorems.

Theorem 8.4. Consider two users X and Y (who know each
other) leveraging the KN-service described in Section[6.2] It
holds: (1) SN can guess the fact that X and Y are performing
the test with probability not greater than iA (2) they detect their"
proximity only if they are really in proximity, (3) X discovers the
proximity of Y only if Y discovers the proximity of X.

Proof 8.4. We start with (1). Consider the handshake proce-
dure. Due to the IBE scheme, to encrypt the messages M and™
My, X and Y do not contact any PKI to obtain the public-key
of the other user. These messages are exchanged through P3,
therefore by Theorem(8.3] the anonymity of X and Y can be bro-
ken with probability not greater than é Then, they invoke P1
to send My and My to SN that replies by sending Hxy throughge,
P2. Since My and My do not contain any information linkable
to the identities of X and Y, due to Theorems|[8.1|and [8.2] again,
SN can identify them with probability not greater than i

Consider now the position notification procedure. X and Y
send a list of digests obtained by applying a cryptographic hashges
function on a centroid and a salt that depend on the position of
the user. SN cannot recover the salt that is physically distributed
in the zone in which the users are located, thus the digest cannot
be reversed and then the centroids cannot be identified. There-
fore, the list of digests does not carry any information about thggs,
identity of the users. Since this list is sent through P1 and the
corresponding response through P2, again, by Theorems (8.1
and the anonymity of X and Y can be broken only with
probability not greater than é

Finally, regarding the ephemeral confirmation procedure, Exz7s
and Ey are exchanged through P3. Thus, by Theorem [8.3] the
anonymity of X and Y can be broken only with probability not
greater than é

The proof of (1) is concluded.

Regarding (2), proceed by contradiction. The statement ofsso
(2) does not hold if two cases occur: (2.1) either X or Y tries
to invent a fake positive proximity result, or (2.2) SN tries to
invent a fake positive proximity result between X and Y. We
do not consider any other user since the other users involved in
the communication see only encrypted data and cannot tampetsss
them.

Considering (2.1), the proximity between X and Y is detected
only if the lists of digests Hx and Hy have at least one digest in
common. To obtain the same digest, X and Y have to share the
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same centroid and the same salt. Even though the centroid can
be obtained from any point of the world, the salt is physically
distributed in a specific zone associated with the centroid, then
the users have to be located in the same area. Regarding (2.2),
the way in which SN can invent a contact is to provide X and
Y with a tampered Hyy||Hr when they are not in proximity.
Anyway, the ephemeral confirmation procedure prevents such
an attack since both Hyy and Hg can be checked by X and Y.
Finally, consider (3) and suppose that Y wants to discover
the proximity of X without X can do it. The only way is to
use a different ephemeral identifier, say Ey-, during the position
notification procedure such that X cannot recognize h(Ex®Ey).
Anyway, since X does not recognize h(Ex ® Ey/), X do not
perform the ephemeral confirmation procedure, so that Y does
not know EY, and then Y cannot detect to be in proximity of X.

Theorem 8.5. Consider two users X and Y (who do not know
each other) leveraging the UN-service described in Section
[6.3] It holds: (1) SN can guess the fact that X and Y are per-
forming the test with probability not greater than é, (2) they
detect their proximity only if they are really in proximity, (3)
X discovers that Y expresses a preference for X only if Y dis-
covers that X expresses a preference for Y, (4) no spoofing of
advertisement is allowed.

Proof 8.5. We start by proving (1). During the advertising pro-
cedure, X and Y send My and My to SN through Primitive P1.
Since My and My do not contain any information linkable to
the identities of X and Y, due to Theorem@ SN can identify
them with probability not greater than t

If X and Y are in proximity, they receive some information
by SN through Primitive P2. Therefore, by Theorem SN
can identify them with probability not greater than é

Consider now the preference-expression procedure. X and Y
send Hyy (i.e., a non-identifier), to SN through Primitive P1.
SN replies through Primitive P2. Again, by Theorems [8.1] and
, SN can identify them with probability not greater than é

inally, regarding the preference-confirmation procedure, X
and Y communicate between them through Primitive P3 and
then, by Theorem [8.3] SN can identify them with probability
not greater than é This concludes the proof of (1).

Regarding (2) (proceeding by contradiction), it does not hold
if two cases occur: (2.1) either X or Y tries to invent a fake prox-
imity between them, or (2.2) SN tries to invent a fake proximity
between X and Y.

With the same reasoning as the proof of Theorem [8.4] (2.1)
does not occur since X and Y have to obtain the salt. Regarding
(2.2), it does not occur since the preference-confirmation pro-
cedure ensures that X and Y have at least a digest in common.

Concerning (3), during the preference-expression procedure,
SN replies to X and Y only if Hxy = Hyx. Thus, they learn
reciprocally their preference.

Finally, concerning (4), suppose Y tries to spoof an advertise-
ment of another user Z located in the same area and uses this ad-
vertisement to enter into contact with X. Since Y does not know
the public key PK; of Z, X and Z are unable to generate the DH
secret during the preference-confirmation procedure. The proof
is then concluded.
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Theorem 8.6. Consider a user X performing a proximity test
with a target T leveraging the TN-service described in Sec-
tion[6.4] It holds: (1) SN can guess the fact that X is performingsss
the test with probability not greater than i (2) X detects the
proximity with T only if they are really in proximity, (3) T does
not detect the proximity with X.

Proof 8.6. Regarding (1), X sends only a list of obscured posizgs,
tions Hy through P1 and receives an advertisement through P2.
Similarly, T sends non-identifiers (through P1) to SN. There-
fore, by Theorems[8.1] and SN can identify X with proba-
bility not greater than é

Concerning (2), to decrypt the advertisement of 7', X has tQqs,
share the same salt. Therefore, they have to be in proximity.

Finally, regarding (3), X, during the entire proximity test,
does not provide any identifying information. Therefore, there
is no way for T (even collaborating with SN) to detect that X is

performing the test. 1960

This concludes the security analysis.

9. Conclusion
1965

Social networks are nowadays an integral part of people’s
lives. One of the main concerns related to their pervasiveness
is that they expose users to serious privacy threats. Among oth-
ers, a big problem is the concentration of a huge amount of
personal information of billions of users in the hands of thgg,,
social network provider. This may seriously threaten users’ pri-
vacy if we consider the concrete risk that the social network
provider behaves as an honest-but-curious adversary or that a
data breach can occur. Starting from this awareness, this paper
proposes a solution enabling the implementation of services re-
quiring high protection of users’ privacy, also against the social
network platform playing as a global passive adversary. The
solution is obtained by combining encryption mechanisms witH*®
an overlay routing protocol built on top of social network users,
which, thanks to the presence of cover traffic, provides sender
and recipient anonymity. Then, we applied the above solution
to the case of the provision of proximity-based social network-**
ing, by designing different privacy-preserving proximity-based
services. After implementing a prototype, we conducted a care-
ful experimental campaign, to validate the feasibility of the pro-
vided services. The results are satisfactory, because, at a con’™
siderable privacy level (i.e., anonymity degree), the most com-
plex proximity-based service, i.e., the privacy-preserving ex-
tension of the Facebook Nearby Friends service, is performed
with times of order of magnitude of minute, thus suitable for the™
type of the service. The security analysis shows that the aimed
privacy goals are fully reached, regarding both anonymity of
communication and privacy of proximity-based services.

Two relevant points to discuss are why users should collab-”
orate to implement the proposed collaborative approach, and,
as it happens for other collaborative protocols, whether this ex-
poses users to some vulnerabilities. oo

Concerning the first issue, a general statement could be that
this is a question applicable to any collaborative protocol (such
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as P2P systems, for example). The general answer to this
enigma is that the intrinsic incentive of any collaborative ap-
proach is that the users contribute to implement a service of
which they can be clients. Therefore, the value that a single user
transfers to the community is returned when the user exploits
the service implemented by collaboration. In the domain of pri-
vacy in social networks, we argue that the above argumentation
is rather convincing. Indeed, the need for privacy is growing.
Moreover, recent facts have increased the perception of people
that social network providers can misuse sensitive data. Com-
bined with the fact that proximity and location data can be very
sensitive, we expect that a real-life application of approaches
like that presented in this paper is possible. On the other hand,
in centralized social networks, only the collaboration of users
can be used to obtain actual anonymity.

Concerning the second point, that is whether our collabora-
tive protocol exposes users to some vulnerabilities, we can say
that this is not the case. Unlike P2P protocols, in which users
are forced to open some communication ports on their device,
our P2P communication is only simulated. Indeed, the mes-
sages exchanged between users to implement rings are actually
sent via communication tools offered by the platform. There-
fore, the message exchange is managed as usual. No greater
network exposure of the user’s device is required. Therefore,
the attack surface is not affected by our approach.

In conclusion, we argue that in a scenario in which P2P social
networks [59,160] are little realistic, our approach is a plausible
example of how to achieve privacy goals by keeping the current
centralized social network architectures.
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