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Abstract

The analysis of data coming from massively deployed Internet of Things (IoT)
devices pave the way to a myriad of intelligent applications in several vertical
domains. Federated Learning (FL) has been recently proposed as a prominent
solution to train Machine Learning (ML) models directly on top of devices (FL
clients) generating data, instead of moving them to centralized servers in charge
of training procedures. Nonetheless the inherent benefits, mainly in terms of
privacy preservation and reduction of network congestion for datasets exchange,
and despite the huge recent research efforts, FL still faces challenges for a prac-
tical implementation effectively targeting low communication footprint, robust-
ness and interoperability. To fill this gap, in this work we propose a novel
comprehensive framework built upon the Message Queue Telemetry Transport
(MQTT) publish/subscribe messaging protocol and the Open Mobile Alliance
(OMA) Lightweight Machine-to-Machine (LwM2M) semantics to facilitate FL
operations and make them more suited to handle IoT devices acting as FL
clients. The viability of the proposal as well as its communication efficiency
compared to a literature solution are evaluated through a realistic Proof-of-
Concept (PoC) under different link settings and for different datasets.

Keywords: Federated Learning; MQTT; OMA LwM2M

1. Introduction

In the recent years Internet of Things (IoT) devices proliferated at a dra-
matic pace. According to Ericsson [1], there will be 24 billion interconnected
devices by 2050. Through the application of Machine Learning (ML) techniques,
the big amount of data generated by such devices can unlock intelligence into
different domains, spanning from transportation to industries, from healthcare
to agriculture.
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Centralized ML functions typically placed in a cloud server may incur critical
scalability limitations given the IoT data explosion and suffer from inherent issue
of users’ privacy leakage because of the need to transfer the end-devices data to
a third party server for training purposes. Indeed, data to be collected exist in
the form of isolated islands and may contain confidential information, e.g., in
the case of healthcare applications, and hence, data sharing may not be possible
[2]. Such threat may be posed even within the same enterprise in the case of
Industrial IoT (IIoT) applications [3].

The concept of Federated Learning (FL) has been recently proposed to ad-
dress the aforementioned issues [4], [5]. Unlike traditional ML techniques, FL
enables on-device training of an ML model, by coordinating multiple devices,
acting as FL clients, with a central server, referred to as FL aggregator, without
sharing actual datasets.

The population of clients involved in the training procedures may encompass
heterogeneous devices, with different processing capabilities and experiencing
different channel conditions when exchanging model/parameters with the FL
aggregator. Randomly selecting the clients may result in poor performance in
terms of training convergence time and/or model accuracy [6]. Devices either
constrained in terms of computing/battery resources and/or slow in exchanging
data with the FL aggregator may slow down the overall training. Instead,
devices owning poor datasets may compromise the accuracy of the model.

Nonetheless the huge recent literature proposing smart client selection schemes,
e.g., [6], [7], [8], [9], [10], [11], a few works have focused on the procedures needed
to discover the clients capabilities and to enable judiciously selecting them. Re-
trieving information about the status of the potential clients is even more rel-
evant when IoT devices, such as smartphones, vehicles, laptops or tablets, are
involved [12], [13]. An IoT client may not be always able to perform on-device
computation to reach the target convergence within an expected time. More-
over, more exacerbated challenges need to be faced in terms of communication,
computation, storage, power, and energy utilization, e.g., straggler issue, high
energy consumption, handling dropped/intermittently connected participants
[13].

In [7] potential clients notify about their resources (e.g., processing capabil-
ities, dataset, etc.) the FL aggregator. The latter one leverages the retrieved
information to estimate the time needed to build the global model, starting
from updates of locally trained models, and to update it. Then, clients are
selected according to the performed estimates. Similarly in [11], the FL aggre-
gator transmits a participant request message to all the potential clients. Among
them, those wishing to participate in the training send a response message in-
cluding their data distribution and the quantity of private data. However, the
aforementioned works do not discuss the protocol leveraged to exchange such
information.

In [14] we proposed to leverage the Message Queue Telemetry Transport
(MQTT) protocol [15] for FL clients-aggregator interactions aimed to retrieve
the capabilities of the potential clients and the Open Mobile Alliance (OMA)
Lightweight Machine-to-Machine (LwM2M) [16] for the semantic description
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of such capabilities. The solution has been early implemented confirming its
viability.

Besides interactions for the sake of discovering clients capabilities, which
are neglected in the majority of works targeting client selection, FL requires
extensive communication between the selected FL clients and the FL aggregator.
As early argued in [17], the impact of the communication protocol leveraged for
such purpose on the FL performance, e.g., in terms of the overall time taken
to train the model, and on the resulting communication footprint, has not been
adequately investigated.

In [18] the FL aggregator acts as a MQTT subscriber and the devices, which
want to communicate their state (e.g., being ready for training a model), become
the MQTT publishers. MQTT is also exploited in [19] to orchestrate the model
parameters exchange, given its supremacy in terms of bandwidth efficiency and
lower latency compared to sockets [17] and its suitability for one-to-many inter-
actions, as needed during the distribution of the global model.

This work treasures the aforementioned solutions and goes beyond them, by
providing the following main original contributions:

• We extend our preliminary work in [14], which focused on the client dis-
covery procedures only, with a more comprehensive lightweight edge-based
FL framework covering all stages of the FL training procedure in the pres-
ence of IoT devices.

• We design communication primitives based on MQTT, with relevant pre-
defined topics and messages payloads, augmented with the OMA LwM2M
semantics, to target interoperability and specifically cope with IoT chal-
lenges.

• We assess the performance of the proposal through a Proof-of-Concept
(PoC) with virtualized and physical FL clients, when compared to a bench-
mark FL implementation, under different link settings and for different
datasets.

The remainder of this work is organized as follows. Section 2 provides back-
ground and motivations for the work. The proposal is discussed in Section
3. The main procedures foreseen by the conceived framework are presented in
Sections 4, 5, and 6. Section 7 discusses the main benefits of the conceived
framework. Achieved results are reported in Section 8, before concluding in
Section 9 with hints on future work.

2. Background and motivations

In this section, we briefly introduce how federated learning works in general
and the relevant open issues which motivated our investigation.
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2.1. Federated learning: an overview
The FL paradigm has been proposed in 2016 [4] to boost Artificial Intelli-

gence (AI) solutions with its distributed and privacy-enhancing nature.
In FL, a shared global model is trained by iteratively aggregating model

updates from multiple devices over multiple rounds. In each round, the FL
clients download the latest global model from the FL aggregator, train the
model on their local datasets, and report their respective model updates to the
FL aggregator. The latter one combines all local model updates and builds a
new improved global model. Model aggregation can be performed either at the
edge or at the cloud [12]. The process is iterated until the global training is
complete.

By leveraging the computing resources of distributed learners, the FL aggre-
gator can enhance the training quality while minimizing user privacy leakage,
since the raw data are not required for the training at the FL aggregator. As
a further consequence, the latencies due to data offloading are reduced and
network resources for data exchange saved.

In addition, by exploiting different datasets from different devices, FL can
enhance the convergence rate of the overall training process as well as its accu-
racy.

2.2. FL limitations
The aforementioned advantages make FL a suitable candidate to build a

myriad of intelligent and privacy-enhanced IoT applications, in domains ranging
from smart healthcare to smart transportation [20].

Notwithstanding, FL has to face several challenges, among which: device
heterogeneity (e.g., in terms of computational resources, available power), wire-
less channel uncertainties, and data disparity, due to unbalanced local datasets
and non-independent and identical distribution (non-IID) data among devices
[12].

The random selection of the FL clients participating in local training proce-
dures, as in the original FL implementation [4], might provide long convergence
time. This can be detrimental for synchronous federated learning where the FL
aggregator waits for the updated local weight parameters uploaded by selected
FL clients at each round. For instance, selecting the nodes either with the
low computational resources or experiencing poor wireless channel conditions
results in an increase in the overall FL training time. IoT devices may fail in
completing the training task if they either run out of battery or switch to sleep
mode, and accordingly affect the model accuracy.

Several more sophisticated client selection schemes have been devised in the
literature, e.g., [6], [7], [8], [9], [10], [11] just to name a few. They differ for the
criterion/set of of criteria considered to select FL clients. The effectiveness of
such schemes heavily rely on the awareness about the resources and capabilities
of potential clients that the FL aggregator can build. However, the aforemen-
tioned works typically neglect to discuss how such information can be retrieved.
Instead, a communication protocol is needed to enable potential FL clients and
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the FL aggregator to exchange such data with a low communication overhead
and in a uniform manner to cope with the inherent heterogeneity of involved
devices.

The communication overhead incurred during the client discovery procedure
represents only a small amount of the overall data exchange necessary for the
distributed model training. Indeed, after the client selection, the FL aggrega-
tor and FL clients need to exchange initially the original model and then, the
updated local and global model parameters over multiple rounds [4].

The choice of the communication protocol leveraged during these stages may
affect the FL performance and, in turn, impact the network [17], especially for
large model sizes, hence deserving a proper investigation which motivates this
work.

3. The proposed FL-MQTT framework: basics

In this work, we propose a comprehensive lightweight framework, we refer to
as FL-MQTT, to support interactions between an FL aggregator implemented
at the edge and distributed IoT devices acting as FL clients for the execution
of a given FL task.

The framework builds upon our preliminary work in [14], which specifically
targeted the support of FL client discovery for the sake of implementing smart
client selection procedures. The proposal originally conceived in [14] (i) relies
on MQTT to enable the discovery of FL client capabilities; and (ii) leverages
the OMA LwM2M semantics for the description of the capabilities of the devices
wishing to act as FL clients.

In this work we significantly extend the previous proposal by leveraging
both MQTT and OMA LwM2M, thus adding to the scalability of MQTT the
interoperability offered by the semantic-rich OMA LwM2M data model, to sup-
port data exchange among FL clients and FL aggregator throughout all the
FL stages, including the model exchange steps until the model convergence is
reached.

3.1. Key building blocks
In the following, the basics of MQTT and OMA LwM2M are shortly re-

ported.

3.1.1. MQTT
MQTT is one of the lightweight messaging protocols for the IoT that follows

the publish/subscribe paradigm [15]. In MQTT a client can act both as a
publisher and as a subscriber. The latter subscribes to a “topic" and receives
notifications via an entity, i.e., the broker, playing the role of the MQTT server,
whenever a new message “M" is generated on that topic “T" by a publisher.
MQTT topics are structured in a hierarchy similar to folders and files in a file
system using the forward slash, /, as a delimiter; each level must consist of at
least one character to be valid. While message publication can be done one topic
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at a time, the protocol allows client subscription to multiple topics using two
wildcard characters: # (hash character) multi level wildcard; + (plus character)
single level wildcard. The exchanged message payload can contain string or file,
no specific format is defined by the standard and is tipically application-specific.

MQTT has been developed for contexts where clients can suffer from in-
termittent connectivity and data loss. Specific features have been included in
the protocol to overcome the aforementioned challenges. First, three settable
Quality of Service (QoS) options, from the least guaranteed (0) to the most
guaranteed (2) are available. In fact, they use different acknowledgment (ack)
messages between client and broker: QoS 0 has not ack using a fire and forget
model; QoS 1 uses one PUBACK message to ensure that the message has been
received at least once; QoS 3 foresees PUBREC, PUBREL, and PUBCOMP
messages to ensure that a published message has been received exactly once.

When a client connects to a broker, it can use either a non persistent con-
nection (clean session) or a persistent connection. The cleansession option rules
the settings when the session is restored between client and server. If the op-
tion is set to true, the broker does not store any subscription information or
undelivered message for the client. If it is set to false, it makes the broker keep
topics subscriptions and retain messages that it cannot deliver until the client
reconnects. The cleansession false option copes with intermittently connected
clients by allowing them to read the messages transmitted on subscribed topics
when they reconnect. Analogously, the message retain flag can be set by the
publisher to instruct the broker to store the message on that topic in order to
send it to all future subscribers. Using the retain flag, always and only the last
message published on that topic is stored.

3.1.2. OMA LwM2M
The OMA LwM2M standard defines a lightweight client-server protocol

where each device is described by semantic models, using an eXtensible Markup
Language (XML) model file, that can be customized [21], [22].

Basically, an Object is used to describe and control a specific software/hardware
component of the device (such as sensors, antennas or device firmware) with
associated resources (e.g., value, unit, maximum value, minimum value). De-
pending on the characteristics of the device, we may have one or more instances
of the same object on the device, for example, multiple temperature sensors.

The standard requires each resource to be uniquely defined through a Uni-
form Resource Identifier (URI) path composed of the identifiers concatenated
as follows objectID/instanceID/resourceID. For instance, in OMA LwM2M, the
temperature sensor object is defined with the identifier 3303, while the resource
relating to the temperature value is identified with 5700. Then, following the
standard, the resource of the first temperature sensor of a given device is iden-
tified through the URI 3303/0/5700, that of the second sensor through the URI
3303/1/5700, thus creating two distinct URI paths for different instanceIDs of
the same object. Moreover, the alliance provides a public registry of standard
objects and resources, and every developer can contribute to the creation of new
standard objects or use customized object in its own environment.
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The solution was designed to provide a compact and efficient data model
to reduce data transferred from/to the IoT device. More specifically, the in-
formation is labeled and encoded through the use of identifiers (e.g., 3303 for
the temperature object). Such identifier is then translated and the information
enriched thanks to all information stored into the models.

3.2. Main assumptions and design choices
As illustrated in Fig. 1, we consider an edge-based FL approach, where

the global model aggregation is performed at an edge server deployed in agree-
ment with the European Telecommunications Standards Institute (ETSI) Multi-
access Edge Computing (MEC) specifications [23], i.e., the ME host. The latter
one hosts, as a virtualized application (ME app), an FL aggregator which man-
ages the FL procedures.

A population of N IoT devices willing to act as FL clients connect to the
FL aggregator through an edge network domain. In particular, we assume that
they are wirelessly connected to the Base Station (BS)/Access Point (AP) the
edge server is attached to. Among the N devices, only a subset of Ñ ≤ N
devices is eligible to act as FL clients and up to M ≤ Ñ devices can be selected
by the FL aggregator to act as FL clients for the model training procedure.

Without loss of generality, we assume that synchronous FL is implemented,
i.e., the server performs synchronized aggregation of the received model updates
from the FL clients at each round.

Both the N devices and the FL aggregator run an MQTT client, whereas the
MQTT broker is deployed in the same edge server as the FL aggregator. This
choice is intended to reduce the communication footprint for the forwarding of
publish and subscribe messages, as already shown in our previous work in [14].
However, the proposal may work also in presence of a remote broker.

In general, throughout the proposed FL-MQTT framework, the following
main design choices are considered:

• all MQTT topics are conceived to be self-explanatory at every step of
the FL model training, including the phase of FL client discovery and
notification; specific prefixes and components are used that characterize
the different phases;

• all exchanged MQTT publish messages carry a JavaScript Object Nota-
tion (JSON) formatted payload and the conveyed data follow the OMA
LwM2M semantic standard, so that they can be understood by any FL
clients (and FL aggregator) improving interoperability;

• when needed to support the phases of client discovery and model train-
ing, some new OMA LwM2M objects and related resources are defined by
choosing their IDs among IDs dedicated to private companies or individ-
uals, in the range 10241-26240, according to the OMA guidelines [22].

In the following Sections, the main steps of the overall FL training are dis-
cussed by describing the conceived workflows.
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Figure 1: The conceived FL-MQTT framework within the ETSI MEC architecture.

4. The FL client discovery

IoT devices wishing to contribute to an FL task of a given type (e.g., human
activity recognition, voice recognition, image recognition) subscribe to updates
from an FL aggregator looking for FL clients on the MQTT topic shortened as
topic#1,disc and reported in full in Table 1. There, the definition of the two
topics leveraged in the discovery phase is summarized along with the payloads of
the relevant MQTT publish messages. In particular, in topic#1,disc, the prefix
disc indicates that such channel is dedicated to the client discovery stage; the fl
component indicates that it refers to an FL task; and the last level of the topic
tree specifies the type of FL task to be started, e.g., voice recognition.

When an FL training procedure needs to be starterd, the FL aggregator
correspondingly publishes an MQTT message, whose payload carries a newly-
defined object, named DiscoveryFL (with Object ID 18333).

More in detail, the resources of the DiscoveryFL object that is published on
topic#1,disc by the FL aggregator are shown in Table 2. The object contains
information about: the identifier of the involved FL entity (FL Entity ID), which
is the FL aggregator ID in this case; the Task Type ID (e.g., voice recognition),
and the OMA URI path, which carries the specific path to information the FL
aggregator wants to know for the selection (e.g., battery, CPU and memory
status).

Such information can be declared using a new OMA-LwM2M object, named
ClientFL (Object ID 18332) that embeds and groups them, as illustrated in
Table 3.

Then, the FL aggregator subscribes to updates from candidate FL clients.
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The MQTT broker forwards the publication (from the FL aggregator) on
topic#1,disc to the devices which subscribed to the FL task information re-
trieval. Such devices evaluate whether they can candidate as FL clients ac-
cording to the information published by the FL aggregator in the DiscoveryFL
object.

Among the N devices, a subset of Ñ of nodes, pass the self-eligibility check
and publish the information the FL aggregator is interested to, by using a
dedicated topic: topic#2,disc, detailed in Table 1. In such a case: the prefix info
in the topic indicates that the message contains an information; the components
fl/tasktype/ refer to the requested task; serverid/taskid need to itemize the
auctioneer server and its specific task identifier. The latter component taskid
is needed since there could be multiple instances of the same task type on the
same server.

This MQTT publish message will carry in the payload the client identifier
and its capabilities described through the OMA LwM2M semantics using the
ClientFL object, Table 3. At this stage, without loss of generality, we assume
that information about the devices’s battery, processing and memory capabili-
ties, as well as the main characteristics of the owned dataset, is included in the
ClientFL object.

The overall workflow for the MQTT/OMA LwM2M-supported FL client
discovery phase is reported in Fig. 2.

Figure 2: FL client discovery workflow.

5. The FL client selection and notification

The FL aggregator exploits the retrieved information to perform the client
selection. In particular, to this purpose, the FL aggregator leverages the re-
trieved device-specific capabilities as well as some network-related information,
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Table 1: Description of topics and payloads leveraged during the client discovery procedure.
# Topic Publish payload
1,disc disc/fl/tasktype {“bn”:“/18833/0/”,

e”:[{“n”:“26241”
“v”:“AB123”}
{“n”:“26249”,
“v”:“voicerecog”},
{“n”:“26250”,
“v”:“/18832”}]}

2,disc info/fl/tasktype/serverid/taskid {“bn":"/18832/0/",
e":[{“n":“26241",
“v":“EF789"},
{“n":“26242",“v":“50"},
{“n":“26243",“v":“500"},
{“n":“26244",“v":“240"},
{“n":“26245,“v":“5000"},
{“n":“26246",“v":“60000"},
{“n":“26247",“v":“150"},
{“n":“26248",“v":“6500"}]}

Table 2: OMA LwM2M DiscoveryFL object’s resources.
URI Resource
/18833/0/26241 FL Entity ID
/18833/0/26249 Task Type ID
/18833/0/26250 OMA LwM2M URI Path

which in our design is provided by the ME platform. Indeed, the Radio Network
Information Service (RNIS) and the Location Service (LS) components of the
ME platform natively provide radio-related and augmented positioning infor-
mation, respectively. Being the FL aggregator deployed at the ME host, it can
directly retrieve the aforementioned information through interaction with such
modules. The Link Quality can be exploited to estimate the time for exchanging
model parameters/updates for a given IoT device, to be selected as FL client.
The Position allows the FL aggregator inferring whether the IoT device, if se-
lected, can be available for the overall training task or be disconnected before
completing it.

Regardless of the specific FL client selection policy, out of the scope of the
paper, the chosen M FL clients need to be notified about their participation in
the training procedure.

To this aim, the FL aggregator publishes a message containing the list of
selected clients, and this message is forwarded by the broker to all the Ñ de-
vices which candidated themselves in the discovery stage as potential clients by
publishing on the topic#2,disc and then by subscribing to the topic#1,sel. The
relevant workflow is shown in Fig. 3.
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Table 3: OMA LwM2M ClientFL object’s resources.
URI Resource Unit of Measure
/18832/0/26241 FL Entity ID -
/18832/0/26242 Battery Level [%]
/18832/0/26243 Battery Capacity mAh
/18832/0/26244 CPU MHz
/18832/0/26245 Free Memory kB
/18832/0/26246 Dataset Size kB
/18832/0/26247 Dataset Entries -
/18832/0/26248 Dataset Age s

Figure 3: Workflow of FL aggregator-FL clients messages exchange during the client notifica-
tion procedure.

6. The FL training procedure

Once the FL clients are selected and notified, the distributed training can
start and be iterated over multiple rounds. The workflow sketched in Fig. 4
shows in detail all the messages exchanged during this stage.

The M selected FL clients perform the subscription to the global model,
through the usage of a particular topic shortened as topic#1,trai and reported
in full in Table 5, where the definition of all topics used during the training
phase is summarized along with the payloads of the relevant publish messages.

The FL aggregator in turn subscribes to topic#2,trai through which it de-
clares its interest in receiving model updates from FL clients after each training
round. In addition, it publishes a message whose payload contains either the
original model to be trained by FL clients1 or the Uniform Resource Loca-

1Up to 256 MB bytes can be transferred in the MQTT payload [24], hence enough to carry
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(a) Training: first round with the exchange of the original model.

(b) Training: rounds after the exchange of the original model.

Figure 4: Workflow of the FL training procedure.

tor (URL) of the repository where the model is stored and can be retrieved by
the FL clients.

Another specific OMA LwM2M object, named Neural Network (NN) model

the original model considering state-of-the-art models’ size that is in order of hundreds of MB
[25].
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Table 4: Description of the topic and payload leveraged for the client notification procedure.
# Topic Publish payload
1,sel modl/fl/tasktype/selection [{“n":“clnts",

“v":“clientID1, ...
clientIDM"}]

(NNModel), is newly defined (Object ID 18334) to describe the model param-
eters to be exchanged between the FL aggregator and the selected FL clients.
This object, reported in Table 6, contains information about: the round iden-
tifier (Round ID), client identifier (FL Entity ID), the model (Model Info), the
time when the training phase has started (Tstart) and the time elapsed since
the start of the training (Trel), useful for FL clients to keep synchronization.

In particular, we used the HDF5 format, which is the current version of
the Hierarchical Data Format (HDF) [26], to save the information about the
architecture of the NN model and its weights [27].

The same OMA LwM2M object is used to describe the original model shared
by the FL aggregator as well as the subsequent updates of the weights by the
FL clients. They are distinguished by the Round ID resource, which is zero for
the original model and greater than zero for the model updates.

Other parameters related to the training procedure that the FL aggregator
could send to FL clients round by round could be the learning rate or the size
of the mini-batch [28]. These parameters can be added to the object defined in
Table 6 simply by defining new OMA LwM2M resources.

After locally performing the training on their own dataset, the FL clients
publish on topic#2,trai the model parameters. The same object as in Table 6
is used to this purpose. In this case, the object also carries the FL Entity ID
resource to track the FL client from which the model update has been received.
The resource is not necessary in the publish message of topic#1,trai. The Amer-
ican Standard Code for Information Interchange (ASCII) file published as the
Model Info resource instead contains only the information about the weights of
the NN to be sent to the FL aggregator.

Then, FL clients subscribe to topic#3,trai to receive the updated model
from the FL aggregator in subsequent rounds.

Topic#1,trai is used only in the first round to let the FL aggregator send
the parameters of the model to be trained. Then, until the end of the training
procedure, the FL aggregator will use topic#3,trai to exchange the updated
parameters of the model under training.

7. Expected benefits

The conceived framework exhibits the following main strengths. Some of
them are inherited from the vanilla design of the leveraged building blocks, oth-
ers come from the devised individual customizations and the foreseen interplay
among them.
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Table 5: Description of topics and payloads leveraged during the training procedure.
# Topic Publish payloads
1,trai modl/fl/tasktype/serverid/taskid {{"bn":"/18834/0/",}

e":
[{“n":“26251",“v":“0"}
{“n":“26252",
“v":“fileAsciiFormat"}
{“n":“26253",
“v":“9/03/22-12:02:23"}
{“n":“26254",
“v":“200"}]}

2,trai modl/fl/tasktype/serverid/taskid/trained {"bn":"/18834/0/",} e":
[{“n":“26241",
“v":“AB123"},
{“n":“26251",“v":“0"}
{“n":“26252",
“v":“fileAsciiFormat"}
{“n":“26253",
“v":“9/03/22-12:02:23"}
{“n":“26254",
“v":“400"}]}

3,trai modl/fl/tasktype/serverid/taskid/update { "bn":"/18834/0/", e":
[{“n":“26251",“v":“1"}
{“n":“26252",
“v":“fileAsciiFormat"}
{“n":“26253",
“v":“9/03/22-12:02:23"}
{“n":“26254",
“v":“500"}]}

Scalability. Decoupling FL clients and the FL aggregator allows greater
scalability in the exchange of information. The FL aggregator does not need to
manage the connections with the involved FL clients because this is delegated
to the MQTT broker and appears especially convenient as the number of FL
clients increases.

Flexibility. Any client selection policy can be implemented in the conceived
framework provided that the needed parameters are conveyed in the aforemen-
tioned messages. Different types and number of OMA resources can be leveraged
to describe the FL clients capabilities, while easily extending the OMA LwM2M
ClientFL object’s model.

Robustness against error-prone and intermittent connectivity. M-
QTT provides reliable communications by exploiting Transmission Control Pro-
tocol (TCP) at the transport layer. The reliability of messages in MQTT can
be further augmented through earlier mentioned QoS levels, cleansession, and
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Table 6: OMA LwM2M NNModel object’s resources.
URI Resource
/18834/0/26251 Round ID
/18834/0/26241 FL Entity ID
/18834/0/26252 Model Info
/18834/0/26253 Tstart
/18834/0/26254 Trel

retain flags. Such features appear extremely relevant to deal with IoT FL
clients connected through error-prone wireless links providing messages buffering
(cleansession false, retain) and client’s settings maintenance like topic subscrip-
tion (cleansession false). Such mechanisms are crucial in scenarios where FL
clients could disconnect frequently either to due to harsh propagation conditions
or to sleep mode operations, common in IoT contexts.

Low communication footprint. In comparison with other reliable proto-
cols, such as Hyper-text Transfer Protocol (HTTP), MQTT has a lower com-
munication footprint, thanks to its lighter header [29]. Its specific features make
it a valuable messaging protocol for IoT applications [30]. Additionally, having
the FL aggregator deployed as an ME app prevents to burden the device wish-
ing to act as FL client and the radio interface through which it is connected for
retrieval of network-related information already available at the Radio Access
Network (RAN) premises.

Low protocol overhead. By leveraging MQTT, which offloads to the
broker part of the work necessary for the exchange of information, the proposal
is suited for devices with constrained resources. Each FL client has the burden
of keeping only one connection active, the one with the broker, regardless of the
information it wants to receive.

Support for heterogeneous devices. The conceived framework is inher-
ently able to support the description of potential clients exhibiting heteroge-
neous capabilities in terms of processing and battery lifetime as well as experi-
encing different network conditions over different connectivity interfaces.

Interoperability. Such challenging goal is achieved through expressive
MQTT topics, able to distinguish the different stages of the FL procedures
and to identify different kinds of FL tasks (e.g., object detection, speech recog-
nition, classification), as well as through OMA LwM2M objects carried out in
the payload of publish messages to describe capabilities of heterogeneous clients
in a uniform semantic-rich manner.

The decoupling of the FL clients from the FL aggregator also paves the
way for interoperability with third interested parties in learning outcomes. Any
new actor, in compliance with any security mechanisms implemented, can take
over the information exchange without the need for the parties interested in
FL actions to make any changes to the communications/mechanisms in place.
For instance, a new FL aggregator interested in obtaining an already (partially)
trained model could retrieve it by subscribing to the update topic that the FL ag-

15



gregator sends to the FL clients participating in the training (i.e., topic#3,trai).
In such a way, if the message has been published with the retain flag, it will
receive the last message published on the update topic.

The type of functionality just described, can be used to implement the con-
cept of Federated Transfer Learning (FTL) [2], [3]. This paradigm, which repre-
sents an evolution of FL, involves building effective models for a target domain
by leveraging the knowledge built about other domains. Considering two do-
mains A and B, where there is an overlap in the space of the characteristics
related to the datasets and/or a similarity between the FL clients, a model
learned on A is transferred to B by exploiting these small overlaps. Thanks to
the envisioned MQTT-based procedures that have been defined, a second FL
aggregator belonging to domain B can easily obtain information on the model
trained by an FL aggregator belonging to domain A, at every stage of the train-
ing procedure, through a simple MQTT subscription.

ML model-agnosticism. To compute the local learning models using lo-
cal datasets, various schemes can be used at end-devices, such as feed-forward
neural networks (FNN), convolutional neural neural networks (CNN), support
vector machines (SVM), and long-short term memory (LSTM), among others.
The type of used local learning model strictly depends on the considered IoT
application [12]. The proposal is independent of the specific ML model to be
trained. Hence, a variety of models and relevant frameworks can be supported
by our solution.

8. Performance evaluation

8.1. PoC description
To assess the feasibility of our proposal we built the PoC detailed as follows.

8.1.1. FL implementation
A hybrid population of FL clients is considered. Some of them are deployed

through Docker containers [31], whereas one is implemented on a RaspberryPi4.
Also in this latter case, the application that implements the FL client has been
containerized. Another container hosts the FL aggregator.

The Docker containers hosting the FL clients and the FL aggregator are
connected through the use of the Docker bridge network. A MikroTik switch
connects the RaspberryPi4 to the machine hosting the virtualized FL aggrega-
tor.

Both the FL clients and the FL aggregator include tensorflow [32] libraries
for python.

For MQTT client implementation on both the FL aggregator and the FL
clients we leverage the Mosquitto software [24]. The MQTT broker, also de-
ployed through Mosquitto, is co-located with the FL aggregator.
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8.1.2. Dataset
We used two different datasets: the Canadian Institute for Advanced Re-

search, 10 classes (CIFAR-10) [33] and the modified National Institute of Stan-
dards and Technology database (MNIST) handwritten digits [34]. They are
both widely used in the FL research arena [4], [35], [36]. Moreover, we refer to
them because they exhibit complementary characteristics in terms of total size
of the datasets (163 MB for CIFAR-10 and 57 MB for MNIST) and size of the
individual samples (2.5 kB for CIFAR-10 and 0.6 kB for MNIST).

The first dataset is made up of 60,000 color images with a size of 32x32
pixels. The images are labeled with one of the 10 classes available, which are
mutually exclusive. The ten classes are: airplane, car, bird, cat, deer, dog, frog,
horse, ship, and truck.

The second dataset instead contains 70,000 grayscale images of hand-drawn
figures, from zero to nine. Each image has the size of 28x28 pixels.

Starting from them, local datasets have been assigned to the various clients.
Specifically, all FL clients have a dataset of the same size and equally distributed
classes. In other words, for each class, all FL clients have the same number of
samples. We therefore fall into a scenario where the data is IID.

8.1.3. Training model
Since the datasets are made up of images, CNNs are used to carry out

the recognition of the images. In particular, for CIFAR-10 we used the CNN
proposed in [37], instead for MNIST we used the CNN proposed in [38].

The FL aggregator combines the locally trained models it receives from the
FL clients according to the FedAvg policy [4].

8.1.4. Benchmark
The proposal is compared against Google Remote Procedure Call (gRPC)

[39], a high performance framework for calling remote methods by passing pa-
rameters alike local functions. It allows to define a service that will implement
the interfaces which can be called by the remote entities to execute an operation.
It is widely exploited in the FL context, e.g., in [40], [41], [42], as the commu-
nication channel between the FL aggregator and all FL clients. We leverage
Flower, an open-source FL framework [40], as a representative implementation
of such a solution.

8.2. Communication footprint results
The first set of results aims to assess the impact of the conceived framework

on the network in terms of amount of exchanged data. To this aim, we measure
through Wireshark the overall amount of data (in bytes) exchanged between
the FL aggregator and FL clients through the broker, and carried in MQTT
messages, during each stage of the FL procedure.
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8.2.1. Client discovery
Results in Fig. 5 refer to the amount of data exchanged during the discovery

stage with a single FL client and with 5 FL clients as defined in the PoC, for
both the two considered datasets.

The metric does not account for the messages exchanged between the FL
aggregator and the broker as the latter one is co-located with the FL aggregator.

We can observe that the amount of exchanged data is in the order of kbytes
for the considered settings.

Differences between the two datasets are mainly due to the fact that they
differ in terms of data size, which is conveyed as a resource (Dataset size) in the
ClientFL object.

Starting from the values measured in the PoC, we can generalize the value
of the metric and report it as a function of the parameters N , Ñ , as follows:

ExchangedDatadisc(N, Ñ) = (a+ b) ·N + c · Ñ , (1)

where the parameters a, b, c are defined in Table 7 for the two different
datasets and they refer respectively to the traffic (in kB) generated: by a can-
didate FL client to subscribe to topic#1, disc; by the FL aggregator when it
publishes the DiscoveryFL object (forwarded by the MQTT broker to each can-
didate FL client); and by an FL client passing the self-eligibility check to pub-
lish the ClientFL object. For instance, for N=Ñ=100 the amount of exchanged
data during the discovery stage is equal to 66.6 kB for MNIST and 72.6 kB for
CIFAR-10.

Table 7: Values of the parameters in Eqs. (1) and (2).
Parameter CIFAR-10 [kB] MNIST [kB]
a 0.096 0.096
b 0.174 0.174
c 0.456 0.396
d 0.101 0.101
e 0.201 0.201

8.2.2. Client notification
In this case, we consider the entire population of FL clients and measure the

traffic exchanged during the notification stage as the number of selected devices
varies2. The results that can be generalized as a function of N , Ñ and M , and
respectively equal to:

ExchangedDatasel(Ñ) = d · Ñ + e · Ñ . (2)

2A simple policy is assumed which selects the FL clients exhibiting the better processing
capabilities.
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The parameters d and e respectively represent the traffic generated by an FL
client to subscribe to topic#1,sel and to receive the notification from the FL
aggregator via the broker. Their values are reported in Table 7. This metric is
independent of the considered dataset.

Overall, the client discovery and notification stages are expected to incur an
amount of exchanged data in the order of a few kB when 4 FL clients among 5
devices are selected.

For instance, for N=Ñ=100 and M=50 the amount of exchanged data dur-
ing the client discovery and notification stages is equal to 94.7 kB in the worst
case under the considered settings (i.e., CIFAR-10 dataset).

Figure 5: Exchanged data in the discovery phase when varying the number of discovered FL
clients (Ñ).

8.2.3. Model training
We then compare the amount of data exchanged by our proposal during the

training stage, once FL clients are discovered, selected and notified, against the
gRPC protocol3.

To achieve a fair comparison, the training procedure is set so to provide the
same results in terms of accuracy and loss for both solutions, under the settings
reported in Table 8 [4]. Measurements were carried out with 50% of the number
of samples for both datasets4.

In particular, the maximum training accuracy achieved after 200 rounds [4]
by the global model was 95% for CIFAR-10 and 95.8% for MNIST. A training
loss of 0.001 was reached for both datasets.

Fig. 6 shows the amount of exchanged data during the training procedure,
when varying the loss probability over the links interconnecting the FL aggre-

3The comparison is not foreseen for the previous cases, because the Flower implementation
does not natively provide primitives for the FL discovery and notification stages.

4The remaining 50% is used to carry out interoperability measurements defined in the next
subsection.
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Table 8: Training settings.
Parameter Value set
Learning-rate (η) 0.25
Epoch 5
Mini-batch 50

Figure 6: FL-MQTT Vs. gRPC: exchanged data during the training procedure when varying
the link loss (dataset CIFAR-10).

gator and 5 FL clients. The performance of FL-MQTT is reported both when
the QoS level is set to 0 and when it is set to 2.

Results are reported for the CIFAR-10 dataset only to avoid the cluttering
of the plot. However, no significant differences are noticed when varying the
dataset. This is expected since the size of the original models for the two
datasets are comparable: (i) 137 kB for the one used on the MNIST dataset
and (ii) 175 kB for the one used on the CIFAR-10 dataset. More in detail, the
size of publish messages carrying the structure of the NN sent on topic#1,trai
is: (i) 143 kB for MNIST and (ii) 182 kB for CIFAR-10. The publish message
containing the updated weight values, sent on topic#2,trai, has a size of: (i)
102 kB for MNIST and (ii) 122 kB for CIFAR-10.

Whatever the QoS level, the proposal allows to reduce the amount of ex-
changed data compared to the considered benchmark for both datasets. This
is mainly because MQTT uses smaller headers compared to the gRPC-based
solution which is based on the HTTP protocol [43].

Not surprinsingly, the most efficient solution in absence of losses is FL-
MQTT with QoS level 0, because it incurs the lower overhead.

Interestingly, as the link loss increases the improvements of FL-MQTT over
the gRPC solution in terms of saved network resources for data exchange get
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more significant, for both datasets. This is true also when the QoS level 2 is
enabled for FL-MQTT. In the latter case, for link loss equal to 20%, it is possible
to exchange the lowest amount of data. This trend has to be ascribed to the
fact that thanks to the handshake enforced at the application layer, there is no
need to retransmit the long publish messages at the transport layer in case of
losses, as instead done by FL-MQTT (QoS 0) and gRPC.

8.3. Interoperability test
As discussed in Section 7, the proposal can facilitate transfer learning among

different FL domains. The last set of results is aimed to quantify the benefits
in terms of training time when enabling FTL.

We consider a primary domain, d1, with an FL aggregator, denoted as A1,
and a set of FL clients, as described before, and a secondary target domain, d2,
with another FL aggregator, denoted as A2, working with a set of FL clients
having similar but different local datasets compared to the primary scenario. In
particular, we used 50% of the unused samples in the previous measurements
campaign5.

During the training procedure in d1, A2 tries to benefit from the trained
model of the primary domain and shares it with its set of clients as a (partially
trained) original global model.

The conceived publish/subscribe framework and the self-explanatory topics
allow A2 to subscribe to topi-
c#1,trai and topic#2,trai on the broker in order to obtain information on the
structure of the NN model and on the global weights in d1, from round to round.

Fig. 7 reports the time saved by A2 to train the global model in its domain
when varying the time (in rounds) after which it takes the model from d1,
compared to the case in which it starts with an original untrained global model.

The higher the number of rounds, the better trained is the model in d1,
hence the larger the benefits for A2, for both the considered datasets. Indeed,
A2 saves more time to train the model with its set of clients, because the latter
ones, by starting with a partially trained model, perform more quickly the local
training.

However, even when the complete trained model by A1 is retrieved by A2,
i.e., after 200 rounds, A2 needs still some time to perform the training in d2
due to new samples in the dataset. All in all, half of the training time can be
approximately saved in this case for both datasets.

9. Conclusions and future works

In this work, we have proposed a comprehensive edge-based framework to
support FL operations. The proposal builds upon the MQTT protocol and
the OMA LwM2M standard, reference solutions for IoT contexts. In particular,

5This is meant to ensure balanced datasets and comparable accuracy results.
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Figure 7: Time saved when applying the FTL concept for different rounds in which the
partially trained model is retrieved from the source domain for the target domain.

MQTT topics format as well as lighweight workflows have been defined to match
the demands of the different FL stages: client discovery, client selection and
model training. The payload of MQTT messages is overhauled with the OMA
LwM2M semantics.

Results collected in a realistic PoC show the superiority of the proposal
compared to a popular FL implementation solution, i.e., gRPC, in terms of lower
communication footprint, under different datasets. This makes the solution
particularly viable for IoT scenarios.

Interoperability is also proven, by assessing the benefits of letting a different
set of FL aggregator and FL clients reuse partially trained models in a primary
domain.

Since typically constrained IoT devices are involved, saving time in the over-
all training procedures, even in a small percentage, means that less resources
are wasted by FL clients to perform the local training.

The work has room for further improvements. It is flexible enough to accom-
modate different multi-criteria client selection schemes, the design of which will
be a subject matter of future work. Moreover, as a further step forward we plan
to assess the effectiveness and efficiency of the proposal for asynchronous [12]
and decentralized [44], [45] FL implementations, better suiting more dynamic
and heterogeneous contexts.
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