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A Social Edge-based IoT Framework Using
Reputation-based Clustering for Enhancing

Competitiveness
Giancarlo Fortino , Fellow Member, IEEE, Lidia Fotia , Fabrizio Messina , Domenico Rosaci , Giuseppe M.

L. Sarnè , Senior Member, IEEE

Abstract—The introduction of the IoT technology and its
pervasive penetration in our daily life implies that IoT smart
objects can often participate in social events, and in this case
their paradigm of interaction is commonly denoted as Social
IoT (SIoT). In order to make reliable transactions into a SIoT
scenario, in this paper we introduce a multi-agent SIoT architec-
ture, which integrates a reputation system based on a clustering
of the SOs. In our framework, when a SO looks for a resource
and detects a reliable partner having that resource, then the two
SOs can interact to make a transaction, and at the end of the
transaction each of them provides a feedback about the partner to
the local reputation system of the edge server, in order to update
the SOs’ reputation scores. Moreover, each edge server sends
these reputation scores to the cloud, which updates the associated
reputation values of the SOs, deriving from experiences coming
from all the edge domains. This architecture provides a given
object, moving from an edge domain to another one, with the
possibility to have an updated value of its reputation, represented
by the value stored in the cloud. We have validated our approach
by a campaign of simulations, whose results seem particularly
promising.

Index Terms—Clustering, Competitiveness, Edge Computing,
Internet of Things, Reputation System.

I. INTRODUCTION

In current Internet of Things (IoT) applications, a large num-
ber of smart objects are mutually linked and exchange infor-
mation to provide several, often sophisticated, e-services [1],
[2]. These objects are commonly exploited to detect physical
events (e.g. motion, temperature, etc.) from the environment
that they live in, and the values of the measures are then
transmitted to a closer access points to be analyzed and to
support intelligent decisions [3]. Moreover, with the highly
pervasive penetration of IoT, these smart objects can also
be involved in human-to-machine or machine-to-machine in-
terlocutors [4] (i.e., in social events). In these latter cases
they are generally denoted as Social Objects. The paradigm
of interaction involving social objects is commonly known
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as Social IoT (SIoT) [5], [6]. In words, an SIoT can be
considered as a particular IoT environment in which the
smart objects are autonomously enabled to create relationships
with other objects, thus realizing an ecosystem which allows
objects to live within a social structure based on relationships.
Based on the structure, the support of numerous applications,
and networking services, the SIoT is preferable over the
traditional IoT [7]. However, some aspects like, for instance,
the trustworthiness of users and network navigability [8]–[10],
are important challenges that generate users’ fears of data
disclosure and privacy violations [11], [12]. Thus, it is crucial
in such a context to provide reliable data analyses by using
trust-based properties

Furthermore, the particular case of the SIoT scenario gener-
ates a massive traffic of data, due to the frequent interactions
between the SOs, and we have to consider that, in order to
guarantee effectiveness and efficiency of the applications [13],
[14], a crucial issue is to provide adequate computational and
storage resources to the SOSs and intelligently manage com-
munication between them. In the past, a large number of cloud-
based proposals have been presented to provide the necessary
resources [15] in general IoT contexts; however, the most of
these proposals introduce important limitations in terms of
computing performances, making unfeasible the development
of applications in the particular case of SIoT scenario. In fact,
cloud based proposals often generate computational overhead,
due to the necessity to upload processes in the cloud, and this
affects the power consumption of the SOs.

A different option with respect to cloud solutions is rep-
resented by Edge Computing [16], [17], which moves both
SOs computational and data communication costs from the
SOs to some edge servers, that are in the neighborhood of the
SOs and are provided with suitable storage and computational
resources. Introducing Edge Computing architectures, SOs can
fruitfully benefit of a decrement of the transmission latency
and a reduction of the power consumption.

Our paper is positioned in the above context, having the
purpose of improving mutual cooperation of SOs in a SIoT
environment [18]. In particular, we highlight that, when a
SO is looking for resources in its SIoT community, it should
choose the most suitable partners which to interact with. This
necessity arises from the fact that in a SIoT situation, we
can have a competition between SOs in exchanging resources,
and therefore an SO can be exposed at the risk of potential
malicious activities performed by fraudulent agents trying
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to gain undue benefits [19]. Such an issue becomes mostly
significant in presence of mobile SOs, moving from an edge
environment to another one, since in this case the possibility
of interacting with an unknown level of trustworthiness is very
high. This small degree of confidence in the trustworthiness of
the SOs significantly reduces the possibilities to interact with
reliable partners for concluding satisfactory transactions [20]–
[22]. In this situation, in order to mitigate these risks and to
realize an environment where it is possible to be informed
about the reliability of each SO, the choice of adopting a
reputation system appears unavoidable. We highlight that a
reputation system generally provides a global measure of the
trustworthiness that the community has in a given trustee,
computed exploiting the feedback about the trustee’s activities
provided by the SOs which interacted with it. This global
measure, called reputation of the trustee, can be viewed as
the expectations that a trustor has to satisfactorily interact with
that trustee [23]–[25].

A. Our research proposal

In order to address the research issues above discussed, in
this paper we present an agent-based SIoT framework, which
integrates a reputation system based on a clustering of the SOs.
In our framework, each SO living in a given edged domain
(i.e., a community of SOs hosted in a given edge server) is
associated with a software agent able of having social-based
interactions with other agents associated with the other objects
of the domain [26], [27]. These “social activities” of the SOs
are performed by the support of an apposite reputation system
local to the domain associated with the edge server. In our
framework, when a SO looks for a resource and detects a
reliable partner having that resource, then the two SOs can
interact to make a transaction, and at the end of the transaction
each of them provides a feedback about the partner to the local
reputation system of the edge server, in order to update the
SOs’ reputation scores [28]–[30]. Moreover, each edge server
periodically sends these reputation scores to the cloud server,
which updates the associated reputation values of the SOs,
deriving from experiences coming from all the edge domains.
This architecture provides a given object, moving among edge
domains, with the possibility to have an updated value of its
reputation, represented by that stored on the central server.

Furthermore, in our framework, each edge server performs
a clustering of the SOs into different groups, based on the SO
reputation scores. This clustering activity aims at increasing
the SOs’ competitiveness in the edge domain (see Section V),
motivating each SO to obtain the highest reputation scores
which will provide it with the possibility of joining with the
best clusters (i.e., those clusters) containing SOs that have the
best probability to provide satisfactory transactions.

B. Advantages and limitations of the proposal

We have validated our approach by a campaign of simula-
tions, whose results seem particularly promising. In particular,
we have verified the capability of the framework to identify
honest and malicious SOs and the quality of the clusters, and
the performed simulations show that the framework is resilient

also in presence of concomitant malicious behaviors. A cam-
paign of experiments that we have performed on simulated
data shows the advantages introduced by our solution, which is
capable of detecting malicious SOs, by clustering them based
on of their reputation. In particular, an original feature of our
strategy is that it quickly identifies malicious actors, whose
number continuously decreases in time, although a limitation
of our approach is that the presence of alternate behaviors
implies that the percentage of recognized malicious actors
decreases somewhat less rapidly. Moreover, another original
contribution of our proposal with respect of the state of the
art is that we have observed that the honest actors moved
towards the best groups, while the malicious moved towards
the worst ones. It is important to highlight that a price to
pay for obtaining the advantages shown above is represented
by the possible communication overhead due to the necessity
of continuously updating the cloud repository from the edge
entities.

The paper has the following organization. In Section II we
introduces our IoT agent framework, while in Section III the
Cluster Reputation Model is presented. An overview of some
related work is in Section IV and in Section V we describe
some experimental results. Finally, in Section VI we discuss
our final conclusions.

II. THE SOCIAL IOT EDGE-BASED FRAMEWORK

The architecture of the proposed social edge-based frame-
work (denoted by W) is depicted in Figure 1 (a list of symbols
is provided in the Appendix). It represents the reference SIoT
world we consider and includes:

i) a population of heterogeneous SOs which can move
across the different domains forming the framework. Each
SO is associated with a Trust agent (see below) in order
to take advantage of their intrinsic social attitude;

ii) a set of edge-based IoT domains, where each edge
domain is managed by an associated agent to support
SOs affiliation;

iii) a cloud (C) is associated with an agent (denoted by c)
supporting the set of edge domains active in the edge-
based framework.

In the following, we assume that each SO will be affiliated
with one of the edge domains active in our edge-based
framework. Moreover, in each edge domain will be active
more clusters (groups) and all the SOs affiliated with that edge
domain will be also associated with one of its groups based
on their own reputation score (see Section III)

The activities that SOs will perform in each edge domain
consist in exchanging (i.e. offering/purchasing) resources with
other SOs (belonging to the same edge domain) based on their
group membership, so that the better the group, the greater the
probability of having satisfactory interactions.

For this purpose, different and coordinates activities need
to be carried out by the framework. More precisely:
- SO activities Each SO performs the following tasks:

1) Activation. This task is carried out the first time that a
SO is activated in our edge-based framework. To this aim,
let SO be an IoT device (i.e. its associated trust agent t)
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and let E and e be an edge domain active in W and
its associated agent, respectively. To begin this process,
an SO affiliation request is required to be sent to e, after
which the SO’s agent t will become active and the domain
agent e will provide it with:

i) a reputation score, set to 0.5 for default, it will be
exploited also to initially affiliate the SO with a group
active on that edge domain (see Section III);

ii) a personal pair of asymmetric cryptographic keys;
iii) the public key of e;
iv) a light certificate, signed by e, witnessing the SO’s

identity, group membership and a timestamp on the
certificate expiration date1.

Then e will inform c about the SO’s affiliation with its
edge domain and will send the SO’s certificate to it.

2) Resource Search. The SOs interested in a resource r
perform this task by means of simple message exchange.
More in detail, the trust agent t, hosted from its associated
SO, that is interested in r (i.e. consumer) sends to the
other agents, joined with the same its edge domain, a
message consisting of:

i) the consumer group membership;
ii) a descriptor of the searched resource.

All the SOs able to satisfy this request (i.e. providers)
can replay with a signed message consisting of:

i) the provider group membership;

1For sake of simplicity, we assumed that each certificate has a daily validity
and after it is elapsed, a new certificate should be issued by e.

Fig. 1. The architecture of the SIoT framework W.

ii) the descriptor of the offered resource, including its
price.

3) Resource Provisioning. When for a consumer’s request
one or more providers’ messages have been received by
the consumer, then this task is performed. More in detail,
let SOi and SOj be the consumer and the provider SOs
and let ti and tj be their respective trust agents. When
the SOj resource offer is chosen by SOi, then tj and ti
will act as follows:

i) each of the two trust agents has to sign (with their
private keys) the own certificate, mutually provide
to exchange it and then check that of the own
counterpart;

ii) carry out a possible negotiation stage;
iii) perform the resource delivery and payment steps.
Note that negotiation, delivery and payment issues are
assumed to be orthogonal tasks in the light of the main
focus of our proposal.

4) Trust Management. After that the previous task is ended,
each SO sends a message addressed to e and consisting
of i) a feedback, released to represent its satisfaction
degree about the exchanged resource and the counterpart
behavior and ii) the counterpart’s signed certificate. This
message will be signed with the sender agent’s private
key.
When e receives the agent’s message, then it:

i) updates the reputation scores of the involved SOs
(see Section III);

ii) issues the new SOs’ certificates with also the updated
group membership (see Section III-B);

iii) sends the new certificates to the two involved SOs
and to the ledger managed by its cloud agent c,
in order to maintain updated also these data on the
cloud.

5) Domain Change. To change the edge domain, an SO (i.e.
its trust agent) sends its current certificate (signed with
its private key) to the server of the new edge domain that
will issue a new signed certificate for both the SO and
c. After this, the SO (i.e. its agent) can leave its current
edge domain and migrates to the new edge domain.

- Edge activities. The edge server (i.e. its edge agent)
managing an active IoT edge domain in W, besides the
Activation, Trust Management, and Domain Change activities
previously described, locally manages and updates a ledger
of all the SOs currently affiliated with its edge domain, also
by exploiting information stored on the cloud, and reissues
expired certificates.
- Cloud activities. The cloud (i.e. its cloud agent) associ-
ated with our edge-based framework, supports SOs and edge
servers in Domain Change activities by managing a ledger
of all SOs updated certificates with their current reputation
scores, group affiliation and edge domain affiliation.

III. THE CLUSTER-REPUTATION MODEL

In this Section, the Cluster-Reputation Model (CRM), de-
signed for the SIoT scenario presented above, is described
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in detail with respect to its reputation and SO clustering
components.

A. The Reputation Model

In particular, in our SIoT scenario a reputation score is
associated with each SO. It represents synthetically the history
of the SO behavior with respect to the honesty and quality
of its interactions in W , as witnessed by the counterparts by
means of the feedback they released to reflect their satisfaction
degree about the performed interactions.

In order to present the proposed reputation model, let SOi

and SOj be two smart objects, respectively associated with the
trust agents ti and tj , which live on an edge domain E ∈ W.

As described in the previous section, once SOi and SOj

have interacted for a resource r, then each SO releases a
feedback ranging in [0, 1] ⊂ R to the edge agent e, where
0 (i.e. 1) means the minimum (i.e. maximum) appreciation
about the role (of consumer or provider of r) played by the
own counterpart. More in detail, for a given resource r, let
Fi,j be the feedback computed by SOi about SOj and let
Fj,i be the feedback computed by SOj about SOi. Then the
trust agents ti and tj will send the respective Fi,j and Fj,i

to the edge agent e in order to updating the reputation scores
(i.e. Ri, Rj ∈ [0, 1] ⊂ R) of SOi and SOj .

The computation of the reputation score of SOi depends on
the computation of parameter ϑ (named Interaction), which
takes into account the feedback Fj,i given by SOj (i.e. the
trustor) about SOi (i.e. the trustee), the economic relevance
(δ) of the resource r, the frequency (ϕ) of the interactions
occurred between two SOs and a parameter (ξ) related to the
trustor reputation. More formally, for an interaction occurred
between SOi and SOj for a given resource r, then ϑr

i1,j is
computed as:

ϑi,j = f
(
δi,j , ϕi,j

)
· ξj · Fj,i (1)

where:

• The parameter δ ∈ [0, 1] ⊂ R considers the relevance
of the resource r on the basis of its monetary price p
with respect to a price threshold Pmax, that is a system
parameter. More in detail:

i) when the resource has no cost, then the parameter δ
is set to 0;

ii) when the cost of the resource is greater than a given
threshold, then the relevance of r will be assumed
as maximum (i.e. 1);

iii) otherwise, in all the remaining cases, δ will be equal
to the ratio between p and Pmax.

In other words the lower the cost of the resource, the
lower the impact of that resource on the reputation. This
mechanism is used to avoid malicious behaviors aimed at
gaining reputation for unimportant resources, to be spent
for important resources having a high value.
More formally, the parameter δ is computed as:

δ =



0 if p = 0

c

CMax
if 0 < p ≤ Pmax

1 if p > Pmax

(2)

• The parameter ϕ ∈ [0, 1] ⊂ R has been designed to
limit collusive activities carried out by two or more SOs
for increasing their reputations by mutually providing
positive feedback about each other with high frequency.
More in detail, the value of ϕ will be set to 1 in presence
of negative feedback (i.e. F < 0.5); conversely, it will be
computed as the inverse of the parameter µ (see below).
More formally, the parameter ϕ for a given resource r is
computed as:

ϕ =


1 F < 0.5

µ −1 F ≥ 0.5
(3)

where the parameter µ ∈ [0, 1] ⊂ R (preliminary set
to 1) is ruled by the closeness in time with which the
involved SOs (i.e. agents) mutually provide a feedback
about each other. In particular, given two consecutive
feedback exchanged by the same pair of SOs and let ∆t
be the time elapsed between them, then the new value of
the parameter µ is computed as:

µ =


max

(
1, µold) ∆t < T

max
(
1, µold − ∆t

T

)
∆t ≥ T

(4)

In other words, when two SOs mutually interacted for
the first time, the parameter µ is initially set to 1 and
decreased or increased according to the time elapsed
between two consecutive feedback with respect to the
system time threshold T .

• The function f depends on the parameters δ and ϕ, and
returns a value in the domain [0, 1] ⊂ R. The ratio of
this function is to limit potential collusive and alternate
activities between two SOs by penalizing all iterations
characterized by a low or null relevance of the resource
and a high value of the frequency parameter. Therefore,
when the values of δ and ϕ are both minimum (i.e. 0)
the risk of malicious activities is maximum, while when
one or both the values of the parameters δ and ϕ are
maximum (i.e. 1), or close to the maximum, the risk is
minimum.
To determine the function f (δ, ϕ), some preliminary tests
have been carried out. As a result, we found that the
desired behavior for f (δ, ϕ) can be obtained by the
following family of non linear functions:

f (δ, ϕ) =


√
δz + ϕz if f (δ, ϕ) ≤ 1

1 otherwise
(5)
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where the parameter z defines in the detail the behavior of
f (δ, ϕ). Tests have also allowed to set suitably the value
of z. More specifically, the best compromise in terms of
performance was obtained for z = 1.35. However, note
that even varying the value of z of about ±10%, then
the variations in performance are not very significant. In
Figure 2 is depicted the function f when the parameters
δ and ϕ vary and z is set to 1.35.

Fig. 2. The function f (δ, ϕ) ∈ [0, 1] ⊂ R, depending on the parameters δ
and ϕ, computed for z = 1.35.

• The value of the parameter ξ, named trustor relevance,
is computed on the basis of the trustor reputation by
means of a step function ruled by the system threshold
σ ∈ [0, 1] ⊂ R (a parameter of the reputation model).
More specifically, the parameter ξ (named trustor rele-
vance threshold) is set to 1 if R ≥ σ, otherwise it is set
to 0. More formally, the parameter ξ is computed as:

ξ =

{
1 if R ≥ σ

0 otherwise
(6)

• The feedback F is released by the trustor about the trustee
in the domain [0, 1] ⊂ R on the basis of its satisfaction
degree with respect to both the SO’s honesty and the
quality of the occurred interaction which, in turn, also
depends on the resource r.

Once that parameter ϑi,j , for the resource r, has been
computed the the reputation of SOi (and similarly for SOj) is
updated. More in detail, the reputation of SOi will not always
updated but only when the condition ϑ > 0 ∨ R new ≥ 0.5
will be satisfied, otherwise it will not be modified. This is
a condition to further marginalize untrustworthy actors and
potential malicious activities. More formally, the new value
of the reputation of SOi (i.e. R new

i ) will be computed by
the edge agent e as:

R new
i =


α ·R new

i + (1− α) · ϑi,j

θi,j > 0 ∨R new
i ≥ 0.5

R new
i otherwise

(7)

where α ∈ [0, 1] ⊂ R is a parameter weighting the current
reputation score R new

i with respect to the contribution ϑr
i,j . In

other words, the parameter α influences the reputation system
behavior and the higher is the value of α, the lower is the
reputation score sensitivity towards new interactions.

When the reputation updating process ends, then the edge
agent e verifies if, on the basis of the updated reputation,
the SO’s group membership remains unchanged or it must
be updated. Finally, a new certificate with the updated both
SO’s reputation score and group membership is issued, signed
by e and sent to both the agents t and c.

B. Smart Object Clustering
The SO clustering is the second element of the CRM and

leverages on the previously calculated reputation scores
More in detail, to further promote correct SO behaviors

in W, in each affiliated edge domain the SOs are arranged
in groups based on their reputation scores. In this way, a
competitive environment capable to identify malicious SOs as
quickly as possible (by assuming that the better the group
an SO belongs to, the greater the probability of having
satisfactory interactions with it) it is built. In addition, basing
interactions on an SO’s group membership, as an alternative to
using its reputation score, allows us to moderate the effects of
the small fluctuations to which reputation is normally subject.
Therefore, this choice allows for less artifact and more stable
system behavior over short time intervals.

To classify SOs into groups, in each edge domain the
associated edge agent implements a K-Means Clustering algo-
rithm [31] daily. Part of the motivation behind our choice was
the low computational complexity and flexibility of this algo-
rithm. Two essential aspects in the proposed SIoT scenario. In-
deed, this clustering algorithm has the advantage of being quite
fast, since it is required to only calculate the distances between
the points and the centers of each group and, therefore, it has
a linear complexity O(n). Furthermore, each edge agent must
choose arbitrarily the number of active groups in its domain, a
number that could vary over time. This is not a disadvantage
from our perspective, because it easily allows us to modify the
edge domain behavior also to consider changes occurring in
the SO population and optimize reputation-related processes.
However, other clustering algorithms can be adopted as an
alternative to the one chosen here.

We remark that each time the group membership of an
SO changes, then the edge agent must issue and sign a new
certificate for both the SO’s and the cloud agents to witness
the new group affiliation.

IV. RELATED WORK

In this section, some contributions that, in our opinion, come
closer to our proposal are presented. In particular, we will
deal with trust, recommendation and group formation issues
in SIoT scenarios.
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A. Trust and recommendation in social IoT

The concept of trust in (social) IoT has been widely
analyzed in the research literature.

Authors of [32] analyze the trust management problem in
IoT as a crucial “tool” for relevant and trustworthy services,
data fusion and mining, while the authors of [33] proposed
a trust solution using blockchain for collaborative IoT con-
texts. While the former presents a complete analysis on trust
management in IoT, by investigating the trust properties and
propose goals of IoT trust management, the latter presents a
three levels solution for trust management and IoT collabora-
tions.

In a recent work [34] the problem of establishing trust in
remote IoT devices is addressed in a remote way through
attestation. A state-of-the-art on the attestation techniques
from an IoT device viewpoint is provided by the authors,
proving that each of them assume a specific role in IoT trust
establishment.

An interesting, very recent work written by Marche at Al.
[35] deals with possible attacks and malfunctions in the IoT
with particular reference to the “social” aspect of IoT, by
proposing a trust management model to deal with various type
of trust attacks in IoT. A few simulations results showed how
malicious actors could be marginalized in the network. On
the other hand, the shortcomings is represented increasing the
transactions number required from this model to converge.

The main relation between trust and Social IoT has been
provided in [36], where the authors analyzed limitations of
the existing models of trust for SIoT, and they proposed a
comprehensive model of trust specifically designed for the
social IoT, by analyzing fundamental roles as trustor and
trustee They clarified the trust concepts in the SIoT in several
different issues (i.e., trustor and trustee mutuality, inferential
trust transfer, and trustworthiness in a dynamic context),
and conducted several simulations to analyze the social IoT
performance with the introduction of their trust model.

We also compared two different research works about trust
for SIot, which reach the important goal of adaptability by
addressing different concerns. The former, by Chen at Al. [37]
proposes and analyzes the adaptive trust management concept
for SIoT systems with particular emphasis on the dynamic
nature of social relationship among IoT peers. They also
propose an adaptive trust management protocol. The other [38]
deals with the important requirement of sharing data for
recommendation services in IoT contexts. They identified
Social IoT (SIoT) as platform to share such data by building
an object’s profile exploiting IoT applications data. This leads
to a better adaptation of IoT services to users’ requirements
and, as a consequence, an improved user experience.

The interested reader might also refer to [20], [21], [39]–
[41] for further information on the matter.

B. Social IoT and group

Social IoT (SIoT) enables cooperation between devices to
support IoT applications in different areas. In this way it
is possible to connect humans, devices, and resources by
adopting human like social relationships.

In [42], the authors analyze the problem of increasing
network traffic and propose the Social Correlation Group
(SCG). It selects those nodes similar for associated information
by applying a form of social correlation; the SGC is created,
aligned and updated. Also, the various SCGs are constructed
to minimize the area involved in discovery step and reduce
the costs for their creation and updating the nodes’ social
correlation.

Concerning the Multiaccess Edge Computing (MEC)-
enabled SIoT, Yang et al. [43] introduce a network embedding-
based solution for scalable network navigation via leveraging
the social similarity of SIoT. They characterize the social
relationship from the contents point of view since MEC en-
ables the edge with cache storage. In particular, they leverage
the hierarchical structure, along with the social relationship
among nodes to extract the hierarchical social group from
SIoT. In each social group, they designate a node that locates
at the upper layer to be the group leader since it has higher
computation and storage capacity than its group members. The
social groups can be overlapped because the leader of a group
can also be a member of another group. A node will choose
to join the group of which the leader has the highest similarity
with this node.

The SIoT involves a very large number of services avail-
able on the network, so the selection of reliable service
providers is an important issue. In [44], the authors propose
the Trustworthy Group-based Service Management (TGSM).
They select those service providers that best fitting the actors’
needs considering trustworthiness measures and performance
appraisal. In the trustworthiness assessment a penalty-based
approach is adopted to tackle selfish object behaviors by
adopting the HITS algorithm which, in turn, is based on a
global dynamic approach. The authors also suggest a new
architecture for SIoT network using a service-based grouping
approach.

In [45], the authors present a scheme for secure content
sharing (SCS) to achieve a balance between security and
quality of experience (QoE) taking into account social trust. To
obtain the social trust, they utilize a random walk strategy that
is based on the User-Content-Social Group graph modeling
users’ preferences. Also, they introduce a hierarchical model
of gaming to split the problem of optimization into two main
sub-problems, namely user coupling and channel selection.
Specifically, the first one sub-problem consists of a matching
game using a peer effect and the other one consists of a
safe channel selection game using the oriented hypergraph
as the game space. Finally, they conceive an uncoupled-user
concurrent learning algorithm (UUCL) to achieve an optimal
pure Nash equilibrium. In [46] a competitive SIoT framework
of federated domains is described and where mobile IoT
devices compete, on the basis of their reputation, for belonging
to best clusters.

This overview has described some significant contributions
of our interest in SIoT computing. However, none of them
present the same features of our framework employing the
edge- and cloud computing, agent technology, clustering al-
gorithm and a reputation system with the aim to enhance the
competitiveness among IoT devices and quickly marginalize
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malicious IoT devices. The interested reader might also refer
to [28], [47] for further information on the matter.

V. EXPERIMENTS

The proposed CRM model has been simulated in a SIoT
framework environment where, based on the reputation scores
and the clustering process, its capability to both identify honest
and malicious SOs and promote competitiveness has been
verified.

In particular, we simulated a single edge domain, a popu-
lation of 10000 SOs acting as consumers and a population of
500 playing the role of resource providers. Furthermore, each
agent was associated with a SO as previously described in this
paper.

Moreover, to create a competitive context, we assumed that
when a SO purchases a resource offered by a seller belonging
to a class better than that of the SO buyer, this later has to
pay an overprice. Vice versa, when the SO seller belongs to a
class worst than that of the SO buyer then its offered resource
will have to be discounted.

Each experiment was conducted for 25 epochs. In turn,
for each epoch 2500 search for resource processes have been
simulated, i.e. the 25% of the SO population having the role
of consumer interacted with the SO seller population.

An initial reputation score of 0.5 has been assigned to all
the SOs, independently from their role (see Section II). The
cost pr of a resource r randomly varied in the range [1, 1.5] $,
while PMax was set to 1 $. The system time threshold T has
been set to 1 epoch, the other system threshold σ was set to
0.5 and, finally, the parameter α was set to 0.5. In addition,
the number of cluster in our simulated edge domain was set
to 4.

The effectiveness of our framework in identifying honest
and malicious SOs was tested by simulating two different
scenarios, identified as S1 and S2 respectively. Both the
scenarios S1 and S2 were characterized by the presence of
the 10% of the SO populations of consumers and providers
set as malicious at different degrees.

We conceived these two scenarios to test our framework
in critical conditions where more and concomitant attacks
were carried out by malicious SOs in order to damage of
honest ones. More in detail, for S1, malicious actors deceived,
colluded and provided misleading2 feedback about their coun-
terparts. Moreover, in the scenario S2 malicious SOs also
performed alternate behaviors for gaining positive reputations
when interact for low cost resources, while deceive for high
cost resources.

In the simulations S1 and S2, as a measure of effectiveness
we have considered the percentage of malicious recognized
based on the value of their reputation referred to their overall
number (remember that when the reputation score is lower
than 0.5 an SO is considered as malicious). The results of these
two simulations with respect to the SO consumer population
are shown in Figure 3 and 4 for scenario S1 and scenario S2,

2In other words, malicious SO will assign 0 to partners who have been
shown to be trustworthy in behavior and resource quality and, conversely, 1
to unreliable partners.

respectively. Consider that the results of the experiments for
the SO seller population in the two scenarios are practically
overlapped.

More in detail, the experimental results for the scenario
S1 (Figure 3) show that after 10 epochs more than the 90%
of malicious actors have been identified and their number
continues to decrease, as the number of simulated epochs
increases. Note as at the 17-th epoch the number of malicious
SOs unrecognized has became neglecting. The results of the
scenario B (Figure 4) are substantially similar to the scenario
S1, showing that the percentage of recognized malicious
actors decreases somewhat less rapidly than for the previous
simulation and it is due to the presence also of alternate
behaviors. Analyzing the results of these first experiments, it
is evident the good performance of the proposed reputation
system that allows a rapid identification of malicious in the
two considered scenarios

We have also monitored the dynamic of the cluster process.
After the first epoch, since at startup all the SOs have the same
initial reputation of 0.5, the SOs begin to be allocated among
the various clusters based on the value of their reputation
scores. We tested this mechanism by setting the number of
clusters to 4. Clusters have been identified with numbers
varying from 1 to 4, where 1 is referred to the group of SOs
less reliable, while 4 is associated with the group including
those SOs considered as the most reliable. In Figure 5 is shown
how in the scenario S1 the SO consumer population of clusters
varies as epochs increase. Note also as in the scenarios S1 and
S2, the consumer and seller SO populations have behaviors
almost overlapped with respect to the cluster dynamic.

In Figure 5 it is interesting to observe as the epochs increase,
the honest actors moved towards the best group (i.e. cluster 4),
while the malicious moved towards the worst one (i.e. cluster
1). In particular, the central groups (i.e. clusters 2 and 3)
initially increased in numerosity for then decreasing as the SOs
moved toward the best group. Moreover, since the assignment
of SOs to groups is based on the reputation scores, it is easy to

Fig. 3. Scenario S1: Percentage of active malicious not recognized.
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Fig. 4. Scenario S2: Percentage of active malicious not recognized.

verify as the numerosity of the cluster 1 follows the process of
identification of the malicious SOs, as it is shown in Figure 5.

To complete this analysis on the dynamics of the cluster
process, in Figure 6 is shown how the values of the centroids
(representing a reputation score) of the clusters vary as the
epochs change.

Finally, to confirm the ability of our framework to quickly
marginalize the malicious actors, in Figure 7 the number of
transactions carried out by malicious as the epochs increase
is depicted. From this further confirmation, it is evident that
the effects derived from the presence of malicious actors are
limited in time (i.e., epochs).

According to the experimental findings presented and dis-
cussed here, it can be stated that our i) SIoT framework is
resilient with respect to the considered malicious behaviors
also in presence of a significant percentage of malicious
SOs and, moreover, ii) the adoption a of a reputation-based
clustering strategy contributes to introduce competitiveness by
promoting correct behaviors and contributing to marginalize
dishonest actors which,as a consequence, have also to pay

Fig. 5. Clusters composition.

Fig. 6. Cluster centroids.

Fig. 7. Number of transactions performed by malicious SO consumers.

more than honest ones.

VI. CONCLUSIONS

In this paper, we face a key issue of SIoT environments, i.e.
that of of avoiding SOs interactions with unreliable partners in
an Edge-based context. More in particular, in our framework,
when two SOs interact with each other, the edge server
associated with that domain updates the reputation values of
the two SOs, based on the feedback provided by each SO
about its partner. Furthermore, we exploit a cloud server to
store the SOs’ reputation values. This way, when an object
moves from a local edge domain to another one, the value of
its reputation will be always available on the cloud.

To realize our solution, we have associated each SO with a
software agent, and we have designed a clustering algorithm
capable of partitioning different SOs in different clusters,
based on their reputation values, in order to increase the SOs’
competitiveness in the framework.

A campaign of experiments that we have performed on sim-
ulated data shows the advantages introduced by our solution,
which is capable of detecting malicious SOs, by clustering
them based on of their reputation. In particular, we have
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highlighted that malicious actors are quickly identified and
their number continuously decreases in time, although the
presence of alternate behaviors implies that the percentage of
recognized malicious actors decreases somewhat less rapidly.
Moreover, we have observed that the honest actors moved
towards the best groups, while the malicious moved towards
the worst ones. Finally, we have shown that SIoT framework
is resilient with respect to the presence of malicious behaviors
and the adoption a of our reputation-based clustering approach
introduces competitiveness in the community, by promoting
correct behaviors and marginalizing dishonest agents.

Our future work on this research line is currently focused
on introducing a new, third reputation level in the cloud,
with the purpose of clearly separating the local (edge-context)
reputation level from a global reputation level taking into
account both the whole life of each SO and some interesting
agent-based technologies focused on some promising role-
based model and methodology for social IoTs like E-CARGO
and RBC [48], [49].
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APPENDIX

TABLE I
TABLE OF SYMBOLS

Symbol Meaning
W Edge-based Framework
E Edge
e Edge agent
C Cloud
c Cloud agent

SO Smart Object
t Smart Object agent
F Feedback
R Reputation
ϑ Interaction parameter
δ Resource relevance parameter
p Resource price

Pmax Maximum resource price threshold
ϕ Collusive parameter
µ Feedback closeness parameter
ξ Trustor relevance parameter
σ Trustor relevance threshold
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