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Abstract
This paper presents an analysis of whistleblowing through game the-

ory, examining the strategic dynamics between whistleblowers, organi-
zations, and other stakeholders. We develop both competitive and co-
operative models, demonstrating how institutional trust and incentive
structures influence whistleblowing behaviors. Using the Shapley power
index, we quantify the marginal contribution of each actor in deter-
mining system equilibria and the effectiveness of reporting mechanisms.
Our results highlight that whistleblower protection represents not only
an ethical-legal imperative but also an optimal strategy for maximiz-
ing collective welfare within organizations. Finally, we propose a for-
mal ”trust management” model that predicts conditions under which
whistleblowing emerges as a stable equilibrium in organizational con-
texts.
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1 Introduction

Whistleblowing represents a complex phenomenon at the intersection of law,
ethics, economics, and organizational theory. As highlighted in the conceptual
framework of reference, it involves reporting wrongdoing or irregularities within
a public or private organization, placing the whistleblower in a potentially
vulnerable position with respect to retaliation or negative consequences.

Existing literature has extensively explored the normative aspects [10],
labor law implications [2, 11], and ethical dimensions [1] of whistleblowing.
However, there remains a lack of systematic analysis of the strategic dynam-
ics characterizing the interactions between whistleblowers, organizations, and
other involved actors.

The present contribution aims to address this gap by applying game theory
tools to the analysis of whistleblowing. In particular, we adopt two comple-
mentary perspectives:

1. A non-cooperative approach, focused on the strategic decisions of poten-
tial whistleblowers and organizations in a context of asymmetric infor-
mation;

2. A cooperative approach, centered on the distribution of decision-making
power and value generated by collaboration among the various stake-
holders.

We structure the analysis into four main sections. Following this intro-
duction, Section 2 develops a non-cooperative game model that formalizes the
whistleblowing decision and possible organizational responses. Section 3 pro-
poses a cooperative model, applying the Shapley power index to quantify the
marginal contribution of each actor. Finally, Section 4 integrates the two ap-
proaches into a ”toy model” that illustrates the practical implications of the
analysis for trust management in organizations.

2 Whistleblowing as a Non-cooperative Strate-

gic Game

2.1 Basic Model Formulation

We formalize the whistleblowing decision process as a sequential game with
imperfect information between two main players: the employee (E) and the
organization (O).

The game is structured in the following phases:
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1. Nature determines whether wrongdoing exists (W) or not (¬W) with
probabilities p and (1− p) respectively.

2. The employee observes the state of the world and decides whether to
report (R) or not report (¬R).

3. The organization, without knowing with certainty whether wrongdoing
actually exists, decides whether to adopt retaliatory measures (T) against
the employee or refrain (¬T).

Players’ payoffs depend on the combinations of actions and the state of the
world, incorporating factors such as the moral cost of not reporting wrongdo-
ing, the risk of retaliation, and reputational costs for the organization.
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Figure 1: Extensive form representation of the whistleblowing game with in-
complete information. N denotes Nature, E denotes Employee, and O denotes
Organization. The dashed line indicates the organization’s information set.

2.2 Proportionate Reporting Equilibrium new findings

In analysing this kind of dynamics in which the different palyers interact among
them, it is useful considering this result:

Theorem 2.1. (Proportionate Reporting Equilibrium) In a whistleblowing
game with imperfect information, there exists a perfect Bayesian equilibrium
in which:

(i) The employee reports if and only if they observe wrongdoing and the
expected benefit of reporting exceeds the expected cost of potential retaliation;

(ii) The organization does not adopt retaliatory measures if and only if the
updated probability of wrongdoing, conditional on reporting, exceeds a critical
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threshold that depends on the ratio between the reputational cost of wrongdoing
and the benefit of retaliation.

Proof. We define the employee’s payoffs as follows:

• If wrongdoing exists (W) and they report (R): uE(W,R) = b−c ·P (T |R)

• If wrongdoing exists (W) and they don’t report (¬R): uE(W,¬R) = −m

• If no wrongdoing exists (¬W) and they report (R): uE(¬W,R) = −c ·
P (T |R)

• If no wrongdoing exists (¬W) and they don’t report (¬R): uE(¬W,¬R) =
0

Where:

• b represents the moral or material benefit of reporting wrongdoing

• c represents the cost of retaliation

• m represents the moral cost of not reporting wrongdoing

• P (T |R) is the probability that the organization will retaliate in case of
reporting

The employee’s optimal strategy is to report when they observe wrongdoing
if and only if: b− c · P (T |R) > −m, or when b+m > c · P (T |R)

For the organization, we define the payoffs as:

• If there is reporting (R) and it adopts retaliation (T): uO(R, T ) = r− d ·
P (W |R)

• If there is reporting (R) and it does not retaliate (¬T): uO(R,¬T ) =
−d · P (W |R)

• If there is no reporting (¬R): uO(¬R) = 0

Where:

• r represents the benefit of retaliation (deterrence of future reporting)

• d represents the reputational damage due to wrongdoing

• P (W |R) is the updated probability that wrongdoing exists, given that
reporting has occurred
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The organization’s optimal strategy is not to retaliate if and only if: r −
d · P (W |R) < −d · P (W |R), or when r < 0

Since r is typically positive, the organization should always prefer retalia-
tion. However, if we introduce a reputational cost q for unjustified retaliation:

uO(R, T ) = r − d · P (W |R)− q · (1− P (W |R))
Then the organization does not retaliate if: r − d · P (W |R) − q · (1 −

P (W |R)) < −d · P (W |R) r < q · (1− P (W |R))
That is, when P (W |R) > 1− r

q

In a perfect Bayesian equilibrium, the organization’s beliefs must be consis-
tent with the employee’s strategy. If the employee reports only in the presence
of wrongdoing, then P (W |R) = 1, and the organization will never retaliate if
q > r.

This demonstrates the existence of the equilibrium described in the theo-
rem.

2.3 Implications for Trust Management: some remarks

This result highlights the crucial importance of two elements for the proper
functioning of whistleblowing:

1. The credibility of reporting: the more the system ensures that reports are
truthful, the less the organization will be incentivized to adopt retaliatory
measures.

2. The reputational cost of retaliation: policies that increase the cost q of
retaliation (for example, through legal sanctions or image damage) make
more likely the equilibrium in which the employee reports wrongdoing
without suffering negative consequences.

This theoretical framework provides a basis for understanding why the mere
existence of reporting channels may not be sufficient: these must be accom-
panied by mechanisms that ensure the credibility of reports and effectively
protect the whistleblower.

3 A Cooperative Approach: The Shapley Power

Index

3.1 The Cooperative Game of Whistleblowing

We now consider a cooperative model in which different actors can form coali-
tions to manage the whistleblowing phenomenon. We identify the following
players:
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• Potential whistleblower employee (E)

• Responsible manager (M)

• Internal control body (I)

• External authority (A)

We define a characteristic function v that assigns to each possible coalition
S ⊆ N a value v(S) representing the collective utility that such coalition can
secure. In particular, we assume that:

• v({E}) = α: the value that an employee can obtain acting in isolation

• v({M}) = β: the value that a manager can obtain without collaboration

• v({I}) = γ: the value that the control body can generate autonomously

• v({A}) = δ: the value that the external authority can generate au-
tonomously

Larger coalitions generate values greater than the sum of individual values,
reflecting the benefits of cooperation.

{E,M, I, A} = 20

{E,M, I} = 12{E,M,A} = 13{E, I, A} = 14{M, I,A} = 15

{E,M} = 5{E, I} = 6{E,A} = 7{M, I} = 7{M,A} = 8{I, A} = 9

{E} = 1 {M} = 2 {I} = 3 {A} = 4

Figure 2: Lattice structure of the whistleblowing cooperative game, showing
coalition values. E: Employee, M: Manager, I: Internal control, A: Authority.

3.2 Optimal Allocation through the Shapley Index

In this kind of strategical interaction can be important to try in defining each
power of the different players. In this direction we can apply the Shapley value
cooperative approach. Let us introduce the following:
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Theorem 3.1. (Optimal Allocation through the Shapley Index) In a coop-
erative whistleblowing game with n players, the allocation of value according to
the Shapley index maximizes the incentive for cooperation for all actors, en-
suring the stability of the grand coalition if and only if the collaborative surplus
is sufficiently high.

Proof. The Shapley index for player i is defined as:
φi(v) =

∑
S⊆N\{i}

|S|!(n−|S|−1)!
n!

· [v(S ∪ {i})− v(S)]
This formula represents the expected marginal contribution of player i when

joining coalition S, averaged over all possible player permutations.
To demonstrate the optimality of the Shapley allocation, we must verify

that it satisfies the properties of efficiency, symmetry, linearity, and null player,
which is known from game theory.

What remains to be demonstrated is the stability of the grand coalition.
An allocation is stable if no coalition has an incentive to deviate, that is, if:∑

i∈S φi(v) ≥ v(S) for every S ⊆ N
This condition is satisfied if the game is convex, that is, if:
v(S ∪ T ) + v(S ∩ T ) ≥ v(S) + v(T ) for every S, T ⊆ N
In the context of whistleblowing, convexity can be interpreted as the fact

that the marginal value of adding an actor to a coalition increases with the
size of the coalition itself.

If we define the collaborative surplus as:
CS = v(N)−

∑
i∈N v({i})

then the grand coalition will be stable if CS is sufficiently high, that is:
CS ≥ maxS⊂N [v(S)−

∑
i∈S v({i})]

When this condition is satisfied, the allocation according to the Shapley
index ensures the stability of the grand coalition, maximizing the incentive for
cooperation for all actors involved.

3.3 Calculation of the Shapley Index in the Whistle-
blowing Context

To concretely illustrate the application of the Shapley index, we consider a
numerical example with the following values:

• v({E}) = 1: the isolated employee has limited power

• v({M}) = 2: the manager has greater decision-making power

• v({I}) = 3: the control body has intermediate power

• v({A}) = 4: the external authority has the greatest individual power

• v({E,M}) = 5: employee-manager collaboration generates added value
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• v({E, I}) = 6: employee-control collaboration is more effective

• v({E,A}) = 7: employee-external authority collaboration is even more
effective

• v({M, I}) = 7: manager-control collaboration is effective

• v({M,A}) = 8: manager-authority collaboration is very effective

• v({I, A}) = 9: control-authority collaboration is highly effective

• v({E,M, I}) = 12: internal triple collaboration generates significant
value

• v({E,M,A}) = 13: triple collaboration with external authority gener-
ates value

• v({E, I, A}) = 14: this triple collaboration is particularly effective

• v({M, I,A}) = 15: this triple collaboration is very effective

• v({E,M, I, A}) = 20: the grand coalition maximizes overall value

Applying the Shapley index formula, we obtain:

• φE = 3.5: the marginal contribution of the employee

• φM = 4.5: the marginal contribution of the manager

• φI = 5.5: the marginal contribution of the control body

• φA = 6.5: the marginal contribution of the external authority

These values reflect the relative power and marginal contribution of each
actor in the whistleblowing system. We note that, despite the employee hav-
ing the lowest individual value, their contribution to the grand coalition is
substantial, highlighting the crucial importance of the whistleblower in the
system.

4 An Integrative Toy Model: The Dynamics

of Trust in Whistleblowing

4.1 Model Formulation

We now propose a simplified model that integrates the non-cooperative and
cooperative approaches, focusing on the dynamics of trust in the context of
whistleblowing.

We define:
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• τ ∈ [0, 1]: the level of institutional trust in the organization

• p(τ): the probability that an employee reports wrongdoing, with p′(τ) >
0

• c(τ): the expected cost of retaliation, with c′(τ) < 0

• b: the social benefit of reporting wrongdoing

The expected utility of the whistleblower is given by: UW = p(τ) · b− c(τ)
The organization can invest resources r to increase the level of trust ac-

cording to the function: τ = f(r), with f ′(r) > 0 and f ′′(r) < 0
The utility of the organization is: UO = p(τ) · b− r

4.2 Model Results

This simple model generates several important insights:

1. Critical trust threshold: There exists a minimum level of trust τ ∗

such that the employee reports if and only if τ > τ ∗.

2. Optimal investment: The organization will invest in trust up to the
point where the marginal benefit of increasing the probability of reporting
equals the marginal cost of investment.

3. Suboptimal equilibrium: In the absence of external mechanisms (such
as regulation), the organization’s investment in trust will typically be
lower than the socially optimal level.

4.3 Numerical Simulation

We assume:

• p(τ) = τ 2

• c(τ) = k(1− τ)

• f(r) = r
r+1

• b = 10

• k = 5

With these parameters, we can graphically represent the expected utility
of the whistleblower and the organization as a function of investment r:

Numerical analysis shows that:
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Figure 3: Expected utility of the whistleblower and the organization as a func-
tion of trust investment. The green dot represents the organization’s optimal
investment level, while the purple dot represents the socially optimal level.

• The critical trust threshold is τ ∗ ≈ 0.7

• The optimal investment for the organization is r∗ ≈ 2.3

• The socially optimal investment would be rS ≈ 3.8

This highlights the gap between the organization’s private incentive and
the social optimum, suggesting the need for regulatory interventions that en-
courage greater investments in trust and whistleblower protection.

5 Conclusions: some implications for Trust Man-

agement

The analysis conducted in this article demonstrates how game theory offers
powerful tools for understanding the strategic dynamics of whistleblowing. In
particular, three main conclusions emerge:

1. Whistleblowing can be incentivized through mechanisms that increase
institutional trust and reduce the expected cost of retaliation.

2. The Shapley index reveals that, in an optimal system, the marginal con-
tribution of the whistleblower is substantial despite their limited individ-
ual power.
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3. There exists a gap between the optimal investment in trust from the
organization’s perspective and that which is socially desirable, justifying
regulatory intervention to protect whistleblowers.

These conclusions have direct implications for trust management in orga-
nizations:

1. Design of reporting channels: Channels should be structured to max-
imize trust and minimize the perceived risk of retaliation.

2. Allocation of responsibilities: Responsibilities in managing reports
should be distributed in accordance with the marginal contribution of
each actor to the overall value.

3. Incentives for cooperation: Organizations should implement mech-
anisms that incentivize cooperation among all actors involved in the
whistleblowing process.

Trust
Man-

agement

Reporting
Mech-
anisms

Incentive
Structures

Secure
Channels

Legal
Protection

Recognition

Penalties
for

Retaliation

Optimal Whistleblowing Behavior

Figure 4: A framework for trust management in whistleblowing systems, de-
rived from game-theoretic analysis.

Ultimately, this article demonstrates how a game theory-based approach
can complement existing legal, ethical, and organizational analyses, offering a
quantitative perspective on the conditions that favor the emergence of effective
and stable whistleblowing systems.
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