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Abstract: Lawful Interception refers to the acquisition of the contents of communications
between private individuals or organizations by subjects authorized by law. It involves
three actors: the network operator (NO), the Law Enforcement Agency (LEA), and the
Law Enforcement Monitoring Facility (LEMF). In the literature, standards and scientific
solutions are proposed for the interception procedure and the interaction between the
NO and the LEMF. However, no standard has been proposed for the interaction between
the LEMF and the LEA. The absence of standards for controlling LEA (or a delegated
agency) access to intercepted contents stored by the LEMF is a significant gap that should
be overcome. This prevents the implementation of secure, interoperable, and automated
procedures, leading to inefficiencies and security risks. In this paper, we propose to
cover the above gap by adopting the Self-Sovereign Identity (SSI) paradigm. The adopted
research methodology follows a multi-phase approach that includes studying existing
solutions, system design, and technical feasibility testing. The study first examines existing
standards and identity management frameworks and their limitations. Next, an SSI-based
architecture is proposed to manage the interactions between LEA (or a delegated agency)
and LEMF. Finally, a proof of concept of the proposed solution written in Python and
using the Hyperledger Indy blockchain has been implemented to assess whether our
proposal is technically feasible. The proposed solution enhances automation, security, and
interoperability in lawful interception. Indeed, it enables machine-readable authorizations,
reducing errors and improving efficiency by eliminating manual operations. Additionally,
verifiable credentials and decentralized identifiers strengthen security and standardize
interactions across jurisdictions, ensuring privacy-preserving identity management. By
standardizing interactions between LEA and LEMF, this research contributes to a more
secure, privacy-preserving, and legally compliant lawful interception process.

Keywords: Self-Sovereign Identity; Sovrin; access control; ETSI; Hyperledge; Trinsic

1. Introduction
Lawful interception (LI) is a procedure in which the content of communications among

private individuals or organizations is collected and provided to agents authorized by the
law [1]. Besides ethical and legal issues [2,3], which are outside the scope of this paper,
researchers focused their attention on the technical aspects of the LI procedure.

An LI procedure involves three actors: the Network Operator (NO), which physically
intercepts data; the Law Enforcement Monitoring Facility (LEMF), which collects, stores,
and analyzes these data; the Law Enforcement Agency (LEA), which accesses the data kept
by the LEMF for legal purposes.
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The literature includes several proposals and standards regarding both the physical
interception of data performed by the NO [4–6] and the provision of these data to the
LEMF, such as CALEA [7], 3GPP TS 33.108 [8], ITU-T Y.2770 [9]. Among them, ETSI TS
101 671 V3.15.1, published in June 2018, is the most recent and used technical standard in
LI [10]. It has been developed by the European Telecommunications Standards Institute
and provides guidelines for implementing the interfaces and processes required for LI,
ensuring compliance with legal and regulatory frameworks while maintaining the integrity
and privacy of intercepted data. Three Handover interfaces are defined to govern commu-
nication between the NO and the LEMF. Moreover, data types specifying the handling of
intercepted information as well as mechanisms to ensure the confidentiality and integrity
of intercepted data are defined. ETSI TS 101 671 serves as a foundational framework for
lawful interception across jurisdictions, promoting interoperability and standardization
while addressing privacy and ethical considerations.

However, to the best of our knowledge, the interaction between the LEMF and the
LEA is not explicitly addressed in ETSI TS 101 671 or other standards. This leads to the
adoption of different practices across countries [11,12], mostly based on manual, non-secure
processes, which can cause security and efficiency concerns, including increased risks of
errors, delays, and data integrity violations. This issue becomes even more critical in cross-
border investigations, where the LEA may delegate access to intercepted data to an External
Agency (EA). Without standardized authentication and authorization mechanisms, an EA
can retain access beyond the authorized period or an insider within the agency could extract
sensitive information without detection. These vulnerabilities expose lawful interception
systems to potential data leaks, unauthorized disclosures, and operational inefficiencies.

In this paper, we aim to cover the above gap by adopting the Self-Sovereign Identity
(SSI) paradigm [13–16]. SSI is a new paradigm that empowers people to own and control
their data without relying on centralized entities. SSI provides several advantages over
alternative approaches such as federated identity management (FIM) and authentication
based on Public Key Infrastructure (PKI). Unlike FIM, which relies on trusted third parties
(e.g., Google or Facebook) to authenticate users, or PKI-based solutions, which require
certificate authorities to manage certificates, SSI is a decentralized approach that eliminates
bottlenecks and single points of failure. The privacy-preserving nature of SSI allows users
to selectively disclose only the necessary information without revealing their full identity.
This is in accordance with the minimization principle of GDPR. In contrast, FIM and PKI
solutions require continuous involvement of identity providers, and privacy concerns
may arise from honest but curious providers that legitimately participate in the users’
authentications but also have the ability to infer sensitive information from the observed
user behaviors. Another advantage of SSI is its interoperability and portability. PKI
requires multiple certificates for different services, and FIM systems need pre-established
agreements between providers, limiting their portability. In contrast, verifiable credentials
are used in SSI that can be interoperable across different organizations and jurisdictions
(even if this introduces trust problems in cross-border authentication that should be suitably
addressed in each specific application context). Overall, the numerous advantages of SSI
make it the preferred solution for the future of digital identity [17].

For these reasons, we propose a solution relying on the state-of-the-art SSI Sovrin
framework [18]. A core element of our proposal is the access control mechanism built on
top of the SSI substrate. This aspect is very relevant, especially in the case of the LEA
relying on an external agency to collect such data. In this case, proper authorizations should
be provided to prevent unauthorized access. Although some guidelines are provided in
this direction (such as the adoption of RBAC [19] or VACM [20]), no concrete proposal is
currently available.
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Another relevant aspect of our contribution is that the proposed solution applies
to real-life contexts. Indeed, it is compliant with the Sovrin SSI stack [21,22] and its
evolution, the ToIP stack [23]. The above framework represents the state of the art in the SSI
environment [24]. Starting from this framework, we built a proof of concept of the solution
(publicly available on GitHub) using standard and well-consolidated technologies. We used
this proof of concept to verify that the designed solution is technically possible. However,
the used code has been developed quickly and lacks scalability, security, and integration
with existing infrastructure, thus making it unsuitable for real-world experimentation.

The proposed solution provides three key benefits related to automation, security,
and interoperability in lawful interception procedures, which are discussed below. Unlike
traditional lawful interception, which is usually handled by manual operations, our solu-
tion enables machine-readable authorizations, allowing access control, credential issuance,
and verification to be fully automated. In this way, the absence of human intervention
minimizes errors and improves efficiency. The use of verifiable credentials enhances se-
curity by eliminating the need for centralized identity providers, which can be hacked or
manipulated, reducing single points of failure. Moreover, selective disclosure is supported,
allowing users to share only necessary information and thus reducing privacy concerns.
The lack of standardized interaction protocols between LEA and LEMF has led to frag-
mented implementations across different countries. Our solution addresses this problem
using decentralized identifiers, Verifiable Credentials that follow the W3C format, and the
DIDComm protocol, which ensures that different entities involved in the LI procedure,
even across various jurisdictions and countries, can seamlessly interact.

This paper is structured as follows. In the next section, we provide background
notions about the LI procedure and the SSI paradigm. In Section 3, we discuss the faced
problem and highlight the contribution of the proposed solution. The proposed approach
is described in Section 4. In Section 5, we design the SSI stack underlying our approach
and, in Section 6, we provide a proof of concept. The related literature is contextualized in
Section 7. Finally, in Section 8, we draw our conclusion.

2. Background
This section presents the concepts of LI and SSI, which will be widely used in

the following.

2.1. Lawful Interception

Lawful interception is a procedure in which a network operator provides a law en-
forcement agency with intercepted communications of individuals. In the following, we
refer to the standard ETSI TS 101 671 V3.15.1 [10] adopted in many countries: anyway, the
results emerging from this research apply also when considering other standards such as
CALEA [7] (adopted in the U.S.) or 3GPP TS 33.108 [8] (used for mobile networks).

The LI procedure involves three actors: the LEA, the LEMF, and the NO.

• The LEA is the Law Enforcement Agency that is involved in a certain investigation
about one or more individuals;

• The LEMF (Law Enforcement Monitoring Facility) is the transmission destination for
the results of interception;

• The NO is the telecommunication operator offering the network platform to the
individuals under investigation.

LI deals with two types of data: Intercepted Related Information (IRI) and Content of
Communications (CC). IRI refers to the metadata of the communications, such as the source
and destination of a call, whereas CC refers to the real content of the communications
(video, messages, and so on). According to [10], in a LI procedure, there are three logical
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interfaces used for the communication between the actors, called handover interfaces,
which are HI1, HI2, and HI3. The HI1 interface is used between the LEA and the NO to
exchange useful information about the activation and deactivation of the LI procedure
regarding a certain target. The HI2 interface is used for the transport of the IRI from the
NO to the LEMF. The H13 interface is used for the transport of the CC from the NO to
the LEMF.

We conclude this section by observing that there is no standard interface or protocol to
handle communication between LEA and LEMF. This observation represents the starting
point of our study.

2.2. Self-Sovereign Identity

Self-Sovereign Identity (SSI) offers a new way to manage digital identities based on
decentralization. The main innovation of this paradigm is that the locus of control shifts to
the owner of an identity (e.g., person, animal, organization, or object) who can interact with
everyone else as a full peer. SSI can be defined as a set of technologies that are put together
to create a new model for digital identity management. In this section, we discuss the most
relevant features of each building block of SSI that have been used in our proposal.

2.2.1. Verifiable Credentials

The Verifiable Credential (VC) is a set of information that some authority claims to
be true about a specific entity that is the subject of the credential. In SSI, the authority is
called issuer, while the subject of the VC is called holder. The holder can prove something
about themselves by presenting their VC to a verifier. At a high level, the structure of the
VC includes four sections:

• Identifier of the VC;
• VC metadata (e.g., issue date, expiration date, state of the credential);
• VC’s claims about the subject;
• Proof, which is the digital signature of the issuer of the credential. It can be verified

through the blockchain.

2.2.2. Issuers, Holders, and Verifiers

Issuers, holders, and verifiers are the three roles involved in the SSI system, also
known as the Trust Triangle. The issuers are the source of VCs, and they are usually
some authorities such as universities or companies. The holders are the subjects of the
credential that are responsible for storing the VCs in a digital wallet. The holders can
be individuals but also organizations or objects. Lastly, the verifiers are the entities that
offer a benefit to the holder after the execution of a verification process of one or more
credentials. The verifiers can be individuals or organizations. The three actors are involved
in several interactions as request, issuing, and verification of the VCs. One of the most
relevant interactions between SSI roles is the verification of one or more VCs presented by
the holder to the verifier. The verifier must define an access control policy for each benefit
they offer. In the SSI world, this policy can be seen as the set of VCs that the holder must
present to obtain access to the service. After the presentation process, the verifier starts the
verification, which is the union of several steps:

• VC’s state verification: the verifier must check that the VC is still valid so that it has
not been revoked.

• VC’s claims verification: the verifier must check that the information contained in the
VC satisfies the access control policy.



Appl. Sci. 2025, 15, 2206 5 of 22

• VC’s issuer verification: the verifier must check the authenticity of the VC’s issuer. The
VC includes the issuer’s Decentralized Identifier (DID), allowing the verifier to retrieve
the issuer’s public key from the blockchain to validate the VC’s digital signature.

2.2.3. Digital Wallet

The digital wallet is the location where the VCs are stored securely. It is a software
application installed in a generic device such as a smartphone, tablet, or laptop. The owner
of the digital wallet is the holder of the VCs. Strong authentication processes must be
implemented to access the wallet because it contains private and sensible information. The
digital wallet is configured to maintain:

• Verifiable Credentials (VCs) issued to the holder of the digital wallet
• Peer Decentralized Identifiers (Peer DIDs) used to establish the peer-to-peer connections

2.2.4. Digital Agents

The Digital Agent is a software module that helps the user during the interactions
with their digital wallet. The digital agent executes several actions on behalf of the owner
of the wallet. As an example, the digital agent generates a new peer DID when the owner
wants to establish a new peer-to-peer connection, or it stores the VCs in the wallet when
the owner accepts it.

The peer-to-peer connections, which have been mentioned above, are widely used
in our proposal. A peer-to-peer connection is established off-chain after some actions are
taken by the controller (owner of the wallet) as a QRCode scan or a click of a link. If the
controller authorizes the connections, the digital agent will prepare all the cryptographic
materials necessary to establish the connection. On these connections, the VCs can be
exchanged between the holder, issuers, and verifiers.

2.2.5. Decentralized Identifies

Decentralized Identifiers (DIDs) are a type of URI that uniquely identifies an entity in
the SSI system. Each DID resolves to a DID Document, which includes details about the
identified entity (e.g., the public key for the digital signature verification).

There are two types of DIDs:

• Ledger-based DIDs: this type of DID involves a blockchain or a generic distributed
ledger. It is typically the blockchain address. It is created, updated, and deactivated
by performing a transaction.

• Peer-DID: this type of DID does not involve a blockchain. Each endpoint of a peer-
to-peer connection generates a Peer DID that is securely shared with the other peer
entity using a specific communication protocol.

2.2.6. Verifiable Data Registry

A Verifiable Data Registry is used in SSI to obtain the property of decentralization to
create an identity system that supports privacy without a central authority. The verifiable
data registry is typically a blockchain used to manage the DIDs and the public keys. The
blockchain must be public [25] to enable access to everyone and can be permissioned
or permissionless. In our proposal, the blockchain used is Sovrin, which is public and
permissioned. It is important to store the DID of the issuers on the blockchain to facilitate
the verification process carried out by the verifiers.

2.2.7. Governance Framework

The Governance Framework is the last block of the SSI architecture and involves social
and human aspects. Indeed, the Governance Framework simplifies the job of the verifier. A
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governance authority publishes a list of trusted issuers. When a verifier receives a new VC
issued by a certain authority, they can check the presence of that issuer in the list. If they
are present, then they are trusted.

3. Motivations and Goals
The literature includes several proposals for standardizing the interceptions between

the NO and the LEA, as well as between the NO and the LEMF, such as CALEA [7], 3GPP
TS 33.108 [8], ITU-T Y.2770 [9], and ETSI TS 101 671 V3.15.1 [10]. Among them, the latter is
the most recent and used one in LI. However, to the best of our knowledge, the interaction
between the LEMF and the LEA is not explicitly addressed in ETSI TS 101 671 or other
standards, and the lack of a structured framework for LEA-LEFM interactions introduces
three main issues:

1. Interoperability issues: The absence of interoperability standards led each country
to adopt and implement its own national procedure to manage the interaction re-
garding how LEA should retrieve data from LEMF [12]. These methods are often
incompatible with each other. This limitation becomes particularly critical in cross-
border investigations, where an LEA may need to delegate interception access to
an external agency. For example, consider a scenario where an EU member state is
investigating a transnational criminal group. The national LEA may require assistance
in accessing intercepted communications related to the group’s activities. In this case,
the LEA can request support from an external agency, such as the NSA, which is
the U.S. government agency responsible for foreign and domestic intelligence and
counterintelligence purposes. This agency can facilitate access to the necessary data
from LEMFs in other states. In this case, proper authorizations should be granted by
the LEA to the external agency ensuring that the data are handled in accordance with
legal requirements.

2. Procedural inefficiencies: Many lawful interception processes continue to rely on
manual and insecure procedures, such as paper-based approvals and email exchanges.
These mechanisms could result in operational inefficiencies and human errors and may
introduce delays in investigations in which rapid access to the intercepted information
is crucial.

3. Security risks: Security risks may arise due to the absence of standardized access
control mechanisms. Without a protocol for managing and verifying access to inter-
cepted data, there is no robust way to ensure that only authorized entities retrieve
sensitive information. This exposes LI systems to several vulnerabilities, including
unauthorized data retention, insider threats, and data leaks. Additionally, the lack of
real-time access revocation mechanisms means that once an external agency is granted
access to LI data, it may retain that access indefinitely, even after the investigation has
concluded, increasing the risk of unauthorized disclosures and violations.

To address these challenges, we propose a decentralized and verifiable credential
system based on the SSI paradigm. Our solution ensures that only authenticated and
authorized entities can retrieve intercepted data while enabling real-time revocation of
access rights to prevent misuse. Our solution provides the following outcomes:

• Fine-tuning: The agency obtains a credential for access to data specific to a certain
request, including a validity period to verify whether the authorization has expired;

• Minimality: Data accessed by the agency is selectively disclosed, supporting the
principle of minimal information disclosure;
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• Revocation: Authorizations can be revoked by the issuer at any time, a significant
advantage over standard signature-based solutions where only certificates can be
revoked, not specific signatures;

• Automation: Authorizations are machine-readable, enabling fully automated autho-
rization processes;

• Effectiveness: We provide a proof of concept based on established SSI standards, such
as the Sovrin framework.

To better understand the points above, we anticipate some details of the solution.
The LEA can play the role of the issuer and release some credentials (i.e., authoriza-

tions) to the agency. On the other hand, the LEMF can play the role of the verifier and check
the credentials presented by the agency. However, the scenario presented above represents
a simplification of a real-life LI procedure. Indeed, when an employee of the agency asks
the LEA for the credentials, the LEA has to be sure that such an employee has the right
to obtain such credentials. Again, the SSI approach can solve the problem. Indeed, the
right to obtain the credentials from the LEA can be granted if the employee provides the
LEA with other credentials released by the agency. These new credentials attest that the
employee is authorized by the agency to participate in this LI procedure. In other words, in
this case, the roles of the parties are different in contrast with the previous case (the agency
represents the issuer and the LEA represents the verifier).

In our solution, we pursue the following goals:

• To allow the LEA to start a new LI procedure by commissioning an entity for the
role of LEMF. In this phase, the LEA also interacts with the NO according to the
standard [10].

• To allow an employee of an external agency to obtain from the LEA the credentials to
access an interception procedure already started on the LEMF.

• To allow the LEA to revoke the credentials released to the employee and the LEMF.

The design of the proposed solution is the objective of Section 4.

4. Proposed Approach
The scenario considered in this paper involves five actors. The first three actors have

been already presented in Section 2.1 and are the LEA, the LEMF, and the NO. The other
two actors are the external agency (EA), which the LEA relies on to access the interception
data, and an employee (E) of the EA.

In the following subsections, we define the three phases defined in the proposed
solution. In Section 4.1, we present the setup phase, which involves LEA, LEMF, and NO.
Although this phase is discussed in [10], some details are neglected, especially with regard
to the communication between the LEA and the LEMF. This phase can take advantage
of the integration of the SSI approach. Once the LI procedure is started on the LEMF,
the LEA charges the EA to access the interception procedure on the LEMF. This task is
performed by the employer E properly authorized. This phase is described in Section 4.2.
Finally, we present in Section 4.3 the mechanism for revocation, which is run when the
interception procedure is complete or when the access needs to be restricted under any
other circumstances.

4.1. Setup

Through this phase, the LEA starts a new LI procedure by leveraging the SSI frame-
work. This phase is performed through the following steps:

1. First, the LEA contacts the LEMF to establish a secure peer-to-peer channel according
to the DIDComm protocol (see Section 2.2).
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2. In this connection, the LEMF provides the LEA with all the technical information
needed for the interception procedure (for example, the phone number and the IMEI
of the SIM of the intercepted subject).

3. The LEA releases the credential VCLEMF to the LEMF certifying that the latter is in
charge of this LI procedure. This credential will be presented by the LEMF in all the
next interactions with LEA.

4. Finally, an interaction according to the standard [10] is performed between LEA and
the NO, so that the latter can define the interfaces to be used in the interception
process.

The above steps are summarized in the sequence diagram of Figure 1.

NO LEA LEMF

1. P2P channel

2. Technical Information

3. VCLEMF

4. Interface definition

Figure 1. Sequence diagram of the Setup in the LI procedure.

4.2. External Agency Integration

Consider the employee E of the EA authorized by the LEA to access the data related to
the LI procedure on the LEMF. We assume that E is preliminarily equipped with a credential
VCE, certifying their identity and role within the EA.

To allow E to access the data on the LEMF, the following steps are performed.

1. Through a secure peer-to-peer channel, E sends the credential VCE to the EA.
2. The EA verifies VCE (as described in Section 2.2) and sends to E a new credential VCL

certifying E is authorized by EA to interview in the LI procedure.
3. Through a secure peer-to-peer channel, E sends VCL to the LEA.
4. The LEA verifies VCL and grants a new credential VCLM to E. This new credential is

used by E to obtain access to the LEMF.
5. Now, through a secure peer-to-peer channel, E sends the credential VCLM to

the LEMF.
6. The LEMF verifies this credential (Check VCLM) to ensure that it is valid (not expired

or revoked), issued by the LEA (checking the digital signature of the credential), and
its claims satisfy the access control policy. Whether all these checks are successful, the
LEMF grants E access to the interception data by a procedure they agree on (typically,
data are sent via a secure channel or a storage device).

The above steps are summarized by the sequence diagram in Figure 2.
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E EA LEA LEMF

1. P2P channel

1. VCE

2. Check VCE

2. VCL

3. P2P channel

3. VCL

4. Check VCL

4. VCLM

5. P2P channel

5. VCLM

6. Check VCLM

6. Access to the LI data

Figure 2. Sequence diagram of the EA integration in the LI procedure.

4.3. Credential Revocation

The duration of an interception procedure is influenced by several factors, mainly the
complexity of the case, and predicting how long the procedure should take is not easy. When
an expiration time for the verifiable credentials cannot be established, credential revocation
should be used. The revocation process occurs after the LI procedure is complete or when
the access needs to be restricted under any other circumstances to prevent unauthorized
access to entities previously authorized.

Revocation can be triggered by both the LEA and the EA. In the first case, the LEA may
revoke both the credential VCLEMF and the credential VCLM to remove the participation of
the LEMF and E in the LI procedure, respectively. In the second case, the EA can revoke
(i) the credential VCL or (ii) the credential VCE. In case (i), the EA removes the participation
of E in the LI procedure. Case (ii) happens when E is fired, resigns, or changes role in the
agency EA.

The LEA and EA use the same procedure for revoking credentials, which is based
on cryptographic accumulators [26]. A cryptographic accumulator is a data structure that
allows the compact representation of a set of elements, enabling efficient membership
verification. Given a set of elements, the accumulator produces a concise value that
encapsulates all the elements. This structure provides two properties:

1. Membership Proofs: It can be demonstrated that a specific element belongs to the set
without revealing other elements of the set.

2. Dynamic Updates: Elements can be efficiently added to or removed from the set.

Each revoked credential becomes part of the revoked credentials set, which updates
with each new revocation. Verifying the state of the VC corresponds to verifying the
membership of that VC to the set. If the result of the membership of a VC is true, then the
verification fails. Using a cryptographic accumulator, our solution provides a secure and
decentralized method to manage credential revocations while maintaining the privacy and
efficiency required for LI procedures.
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5. Design of the SSI Stack
To design our solution also from a technological point of view, we refer to the SSI

stack [21] and its evolution, the ToIP stack [23], depicted in Figure 3a. Therein, four
layers are introduced that define how trust is achieved among several participants. In the
following subsections, we describe the role of each level and how it is used in our approach.
The resulting instantiation of the stack in our proposal is reported in Figure 3b.

(a) SSI Stack. (b) Instantiated SSI Stack.

Figure 3. Comparison between the general SSI stack (a) and its instantiated version (b).

5.1. Layer 1

The first layer refers to identifiers and keys. It allows the entities of the system to
access (read and/or write) data without relying on a third central authority. This requires
introducing a verifiable data ledger, known as theDID Registry.

In our solution, we selected Sovrin [18] as DID Register, a special-purpose blockchain
deployed for SSI. It is a public and permissioned blockchain [27] (accessible to all entities
but only authorized parties can write data on it). We store the following information on
the blockchain:

• Public DIDs of LEA, LEMF, and EA: They are the DIDs of the entities playing the role
of issuers and verifiers in our approach. They are used by the employee E to establish
an off-chain connection with them. Moreover, the public DIDs allow the parties acting
as verifiers (i.e., the LEA, the EA, and the LEMF) to obtain the public keys to check a
cryptographic proof of ownership of a credential.

• Schema: It defines the format (in terms of allowed attributes) of the credentials released
by the issuers. Observe that it does not contain any personal data about the employee E.

• Credential Definition: It is an instance of the Schema including the public keys allow-
ing the verification of the credentials. Similar to the Schema, the Credential Definition
does not include any personal data about E. The inclusion of the Schema and the
Credential Definition at the blockchain level makes the credential exchanges fully
decentralized enabling a fast release and verification of the credentials from anywhere.

• Revocation Registry: We include two revocation registers, one managed by the LEA
and one managed by the EA. Only the issuer (LEA or EA) can update each register,
which links to a Credential Definition. The registers are stored on-chain, but, again,
they do not contain any personal data about E. As the name suggests, they allow
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the LEA and the EA to revoke the credentials released to the employee E and the
LEMF. They are based on the cryptographic accumulator described in Section 4.3.
The advantage of this approach is that the LEA and EA do not have to maintain a
public API for the revocation, but the entities playing the role of verifiers can check
the revocation of the credentials in a decentralized way by accessing the blockchain.

• Agent Authorization Policies: This component implements a mechanism of protection
in the case the device of E is stolen or lost. In the device used by E, an agent is installed
to exchange proofs of the credentials owned by E. In the case this device is stolen or
lost, a revocation mechanism is enabled. In particular, when E authorizes a new agent
(device), an authorization key is stored in an on-chain registry. This key is used to
sign messages exchanged peer-to-peer between E and the other entities. To remove
the authorization for an agent, E can delete its key from the register.

It is worth highlighting that the following information is not stored on the blockchain:

• Private DIDs: They are the DIDs of the actors used in the peer-to-peer connection.
• Private Data: They are personal data about the employee E. These data have not been

stored even in encrypted form. Indeed, since the data stored on the blockchain are
immutable, they could be compromised in the long term.

To conclude, we observe that our solution leverages Peer DIDs to establish peer-to-
peer communications. Even though the selection of the communication protocol regards
Layer 2 of the stack, the choice to rely on Peer DIDs is performed at Level 1. In this case,
the DID Registry is represented by the digital wallets of the entities generating and storing
the Peer DIDs.

5.2. Layer 2

Layer 2 refers to the communication protocol between agents and the interfaces
available to the developers. As mentioned in the previous section, at this level the peer-to-
peer communications between agents are established.

The protocol used in our solution is DIDComm [28], which is fully compliant with
the ToIP stack. This protocol is based on message exchange and is independent of the
underlying transport protocol. Each agent of the communication is identified through
a DID and the communication is encrypted through the public key associated with the
DID. Since any transport protocol is allowed, the most common choice falls on HTTP
or HTTPS (as in our approach), allowing us to develop a web application based on the
request-response paradigm (see Section 6). Therefore, no particular technology of the
involved parties is required.

At this level, some message-oriented interfaces for the developers are proposed. In
detail, we distinguish two types of nodes: agent and validator. The agent nodes can be
hosted everywhere (smartphone, laptop, cloud, and so on). Each agent maintains one
or more connections, each one associated with a Peer DID. As already discussed, these
connections are used to exchange cryptographic credentials and proofs. The validator nodes
allow the agent nodes to interface with the blockchain selected in Layer 1. Specifically,
in our approach, the agent nodes rely on the validator nodes to access the public keys
associated with the public DIDs of the LEA, LEMF, and EA and/or to write the Schema
and the Credential Definition before releasing the credentials (in this case the agent nodes
are hosted on the issuers).

5.3. Layer 3

Layer 3 defines the format of the credentials and the way in which they are exchanged.
Again, to adhere to the ToIP stack, we select the W3C format, which supports ZKP-oriented
credentials [29]. The advantage is that the holder (i.e., the employee E) does not need to
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present credentials, but only a cryptographic proof of them. This allows us to reduce the
information disclosed by E to the minimum.

5.4. Layer 4

The last layer defines the Governance Framework to offer maximum interoperabil-
ity between different systems [24]. We rely on the Sovrin Governance Framework [30],
which defines legal and commercial rules to which all entities must adhere. Actually, this
framework covers aspects regarding all four layers of the stack.

5.5. Stack Overview

This four-layer architecture standardizes interactions between LEA, LEMF, and EA
without relying on a centralized authority. Without loss of generality, the EA can authenti-
cate itself through a verifiable credential issued by the LEA, which follows the W3C format
of Layer 3 and is released using the DIDComm protocol of Layer 2. Additionally, at Layer 1,
the Sovrin blockchain acts as a decentralized registry that keeps track of the credential defi-
nitions and revocation statuses. This allows different countries or law enforcement agencies
to verify digital credentials independently by checking the blockchain, thus ensuring global
interoperability. Finally, the Governance Framework defined in Layer 4 ensures that LEA,
LEMF, and EA are compliant with legal and security regulations, especially when working
across different countries. When different law enforcement agencies or external agencies
from different countries need to share or access intercepted data, they must follow the same
legal and security guidelines. For example, in a cross-border cybercrime investigation, a
European LEA could gain access to the intercepted data from a U.S.-based LEMF by authen-
ticating itself through a verifiable credential, issued under the W3C standard and verified
via blockchain. The U.S.-based LEMF can validate the request without manual verification,
ensuring secure and interoperable access. Moreover, the adoption of the SSI stack ensures
the interoperability between our system and other SSI systems. In practice, this approach
allows us to incorporate the verification and exchange of verifiable credentials from other
SSI systems adopting the same standard defined in the stack (e.g., law enforcement badges
or digital warrants issued as verifiable credentials) into our access control process.

6. Proof of Concept
Through this section, we describe the proof of concept developed to verify the tech-

nical feasibility of our proposal (the source code is available at https://github.com/
CyberGoldSun/SSI_LI (accessed on 30 January 2025). The proof of concept consists of three
web applications that run the procedures done by the LEA, LEMF, and EA, respectively.

6.1. Technologies

We developed the proof of concept using several technologies. First, we adopt the
Sovrin framework, which is based on Hyperledger Indy [31], a public permissioned
blockchain. Sovrin defines the rules governing the blockchain (consensus protocol, valida-
tor nodes, the format of the DIDs, and so on). Among its components, Sovrin includes the
agent nodes hosted by the entities participating in the system that allow the exchange of
credentials and DIDs.

The second technology used is Trinsic [32], a platform based on Hyperledger Aries
that offers several APIs to build SSI ecosystems. In particular, Trinsic supports the Sovrin-
defined format for credentials and DIDs. Specifically, we rely on Trinsic Studio to manage
the organizations realizing the credentials (of the LEA, LEMF, and EA) and on the Android
mobile app to host such credentials. Finally, the web applications are realized from scratch
in Python by using the Flask micro-framework [33].

https://github.com/CyberGoldSun/SSI_LI
https://github.com/CyberGoldSun/SSI_LI
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6.2. Case Study

We show the main functionalities offered by our solution through a case study. In
particular, we refer to the EA integration in the LI procedure of Section 4.2, which is
the more relevant contribution of this paper. Note that some functionalities (such as the
revocation) are not included in this case study but are implemented in the version of the
software available on GitHub.

In our case study, we consider an employee Bob of an external agency, called NA, who
was charged by the LEA to access data relative to an LI procedure on the LEMF. Initially,
the three organizations involved in the system register on the Trinsic Studio platform (see
Figure 4).

Figure 4. Registration of LEA, LEMF, and NA Agency.

In this registration phase, some fields have to be provided (name, region, blockchain
network, and so on). In particular, a relevant field is the issuer DID, which identifies an
issuer and is used to verify the credentials it releases. Figure 5 shows an example of the
fields associated with the NA agency.

Figure 5. Fields of NA Agency registration.
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When Bob is hired by NA, he receives an “Employee credential” certifying its status.
This credential (with its fields) is stored on the Bob mobile wallet (Android app) as shown
in Figure 6a. To participate in the LI procedure, Bob needs the “X credential” released
by the agency NA. As discussed in Section 4.2, to obtain the “X credential”, Bob has to
prove the ownership of the “Employee credential”. The agency NA (through the web
application) generates a “Verification” of the “employee credential”. This is reported in
Figure 6b. Observe that optional attributes may be requested to Bob.

(a) Employee Credential. (b) X Credential Verification.

Figure 6. Overview of the Employee Credential (a) and X Credential Verification (b).

Once this Verification is created, Bob can set up a secure peer-to-peer connection with
NA to provide the “Employee credential”. This is done by scanning a QR code properly
generated in the reserved area of Bob as shown in Figure 7a. However, not all the fields
of the credential are provided by Bob but just a verifiable presentation of it. For example,
in the case shown in Figure 7b, the Verifiable presentation includes four of five fields of
the credential.

At this point, NA interacts with the blockchain to verify the validity of the credential
received by Bob. This is performed in the background on the web application. The snippet
of the Python code that implements this function is reported in Listing 1.



Appl. Sci. 2025, 15, 2206 15 of 22

Listing 1. Python function to check the validity of a credential.

1 @app.route("/send_verification/<string:
2 connection_id>",
3 methods=["GET", "POST"])
4 def send_verification(connection_id):
5 connection_id = connection_id
6 policies =
7 credentials_client.
8 list_verification_policies()
9 policy_id = policies[0].policy_id

10 verification =
11 credentials_client.
12 send_verification_from_policy
13 (connection_id, policy_id)
14 return redirect(url_for
15 ('verifications_connection',
16 connection_id=connection_id))

(a) QR Code. (b) Verifiable Presentation.

Figure 7. Overview of QR Code (a) and Verifiable Presentation (b).

Then, NA can release the “X credential” (see Figure 8a) that will appear on the mobile
wallet of Bob (see Figure 8b).
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(a) Issue of the X Credential. (b) X Credential on Bob’s wallet.

Figure 8. Overview of the X Credential issuance process (a) and its storage in Bob’s wallet (b).

After obtaining the “X credential”, Bob interacts with the LEA to get the “Y credential”
for accessing the data on the LEMF. Similarly to the NA agency, the LEA generates a
“Verification” for the “Y credential” through the dedicated web application (see Figure 9a).
Observe that, among the fields required in this verification, there is the issuer DID of the
entity releasing the “X credential” (i.e., the agency NA).

At this point, the procedure appears for Bob similar to the procedure performed with
the NA agency. Indeed, Bob connects with the web application of the LEA and scans a QR
code to provide the LEA with the Verifiable presentation of “X credential”. However, a
difference exists with the previous case. Indeed, such a presentation is not provided within
a secure connection but is connectionless because the presentation of the “X credential”
is required in order to establish the connection with the LEA. Once the “X credential” is
verified by the LEA, it releases to Bob the “Y credential” (see Figure 9b) allowing him to
interact with the LEMF. Specifically, Bob scans a QR code to establish a secure connection
with the LEMF and provides it with a Verifiable presentation of the “Y credential”. Then,
Bob obtains the data of the LI procedure from the LEMF.

We conclude this section by discussing the data stored in the blockchain. Through the
Indy Scan platform, it is possible to monitor all the transactions performed by an entity.
Figure 10 shows a snapshot of the Indy Scan platform, which reports the transactions
performed to build the necessary infrastructure for credential issuance and revocation. The
fourth column of the table represents the issuer DID of the node originating the transaction,
which is the agency NA. Specifically, we find the following transactions:

1. Tx 262048 and 262052 (SCHEMA): These transactions define the structure of two
credentials: Employee Credential and X Credential, both set to version 1.0.

2. Tx 262049 and 262053 (CLAIM_DEF): Claim definitions associate the schemas (Em-
ployee Credential and X Credential) with the issuer’s DID.
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3. Tx 262054 (REVOC_REG_DEF): This transaction creates a revocation registry for a
credential definition, specifying ISSUANCE_BY_DEFAULT as the issuance type and a
registry capacity of 1024 entries.

4. Tx 262055 (REVOC_REG_ENTRY): This transaction logs an entry in the revo-
cation registry, enabling tracking and management of the revocation status for
issued credentials.

(a) Policy for the Y Credential. (b) Y Credential.

Figure 9. Overview of the policy for the Y Credential (a) and the Y Credential itself (b).

These transactions show the sequential process of decentralized credential management:

• Schemas define the data structure of credentials.
• Credential definitions connect schemas to issuers, facilitating the issuance of verifiable

credentials.
• Revocation registries manage the status of issued credentials, promoting transparency

and trust in the decentralized identity ecosystem.

Overall, this setup preserves the integrity of the credential lifecycle, allowing issuers,
holders, and verifiers to interact securely within the Hyperledger Indy framework.
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Figure 10. Indy Scan.

7. Related Work
Self-Sovereign Identity is an emerging paradigm attracting the interest of govern-

ments and enterprises [14,22,24,34,35]. One of the main benefits of the SSI paradigm is its
compliance with the General Data Protection Regulation (GDPR) [36–39], making it an
effective choice to develop privacy-by-design solutions. As a matter of fact, several concrete
implementations of SSI frameworks are available to develop SSI-based solutions [31,40–42].
Among them, we rely on Sovrin [18,43–45], which is becoming a standard for deploying
SSI solutions, as witnessed by several scientific papers [46–52] and industrial projects [53]
proposing different solutions that utilize the Sovrin framework.

In the literature, several solutions have been proposed that apply the SSI approach
to solve different problems in different domains. For example, some of these domains are
healthcare [54–56], industrial IoT [57,58], and food supply chain [59].

In this paper, for the first time, we apply the SSI approach to the lawful inter-
ception domain. Lawful interception is an activity that involves legal [60–62], ethi-
cal [63], and technological issues [64,65]. From a technological point of view, several
proposals, also recent [5,6,66], are available in the literature, especially in the field of
telecommunication [67–70]. However, these works focus on the physical communication
interfaces [70] and/or on the integrity and storage of the collected data [71].

This paper addresses a slightly different problem, which is access control in the LI
procedure. To the best of our knowledge, previous solutions propose access control models
(such as RBAC [19] or VACM [20]) at a theoretical level, but their implementations fail to
enforce these models effectively, leaving access control unimplemented in practice.

8. Conclusions and Future Work
In this paper, we proposed an SSI-based solution to implement an access control

mechanism that supports a LI procedure. Our proposal is motivated by the need to
overcome the absence of a standard for the interactions between the LEA and LEMF.
In the design of the solution, we followed the guidelines of the Sovrin framework. In
particular, we adopted the SSI stack, which defines how trust is achieved among several
participants. To make our proposal more concrete, we provided a proof of concept using
standard and well-consolidated technologies, which allowed us to verify that our proposal
is technically feasible.

The findings of this research show that an SSI-based solution can enhance security,
automation, and interoperability in lawful interception procedures. Our proposal research
defines how access control mechanisms in lawful interceptions can be strengthened, ensur-
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ing that only authorized entities, specifically law enforcement agencies or external agencies,
can retrieve intercepted data. This is particularly important in cross-border investigations,
where secure access to intercepted communications is often hindered by differences in
interception procedures across countries. Our solution eliminates the manual operations of
traditional lawful interceptions, which are substituted by machine-readable procedures.
This change reduces human error and improves efficiency by accelerating all the processes
related to lawful interception. Moreover, the use of verifiable credentials mitigates the risks
associated with centralized identity providers, reducing single points of failure and enhanc-
ing privacy through selective disclosure. By addressing the lack of standardized interaction
protocols between LEA and LEMF, this research introduces a more secure and privacy-
preserving approach to lawful interception and defines workflows for all involved entities,
with the aim of improving investigative capabilities and enhancing legal compliance.

Alongside the advantages discussed above, our proposal presents some limitations.
The first limitation concerns the adoption. Indeed, SSI is an emerging paradigm, which
lacks widespread adoption and does not benefit from the sponsorship of major organi-
zations (like Google and Facebook, which support federated identity). Moreover, the
lack of uniform regulation regarding the use and validity of SSI makes legal compliance
challenging, particularly in law enforcement, where adherence to legal frameworks is
critical. Considering the eIDAS Regulation, although it is focused on government eIDs and
does not integrate SSI, the success of blockchain convinced the EU Commission to revise
regulations to consider the SSI paradigm [72]. Another limitation of our proposal concerns
the introduction of operational costs. Since operations done on the blockchain require the
payment of a transaction fee, this may change the business model. In our solution, each
operation, such as credential issuance or verification, involves a blockchain transaction
and incurs a small fee (usually around a few dollar cents), which is not necessary for
traditional lawful interceptions. However, we expect that transaction fees introduced by
our solution will be negligible compared to the overall costs incurred by organizations for
lawful interception, as these expenses are primarily driven by infrastructure and human
activity rather than identity and access control verification processes. Exploring these
aspects is a natural progression of this research.

As further future work, we plan to integrate the SSI approach also in the interaction
between the LEMF and the network operator. In particular, the technical parameters
needed to start the LI procedure can be exchanged in the form of credentials through the
peer-to-peer channels offered by the SSI approach. In other words, these channels may
replace the HI1 management interface defined by the ETSI standard [10].
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