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Abstract: - This investigation explores the strategic dynamics between adversarial manipulation and defensive
mechanisms through the lens of game theory and topological data analysis. We construct a novel theoretical
framework that synthesizes concepts from cooperative game theory with the structural insights provided by
persistence homology to formulate defensive strategies against data poisoning attacks. Our central contribution
is a gametheoretic equilibrium model that characterizes the competitive interaction between attackers attempting
to compromise data integrity and defenders working to preserve topological invariants. We introduce the
concept of topological resilience coefficient as a measure of structural vulnerability, supported by a novel
theorem establishing bounds on attack effectiveness under equilibrium conditions. Experimental validation
demonstrates that our approach yields significantly improved robustness against sophisticated poisoning
strategies when compared to conventional defenses. The presented framework offers both theoretical
foundations and practical methodologies for designing systems resistant to adversarial manipulation while
preserving essential structural characteristics in machine learning applications.
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1 Introduction

The escalating sophistication of adversarial attacks
against machine learning systems necessitates
novel defensive frameworks that address the
fundamental vulnerabilities these systems exhibit.
Data poisoning— the deliberate contamination of
training datasets to induce model failures—
represents a particularly insidious threat due to its
ability to compromise systems before deployment.
Traditional defensive measures often fail to account
for the strategic nature of these interactions, where
attackers adaptively respond to defensive
mechanisms. This paper develops an integrative
framework  that connects three  distinct
mathematical domains. First, Game Theory
provides analytical tools for understanding strategic
interactions  between rational agents with
competing objectives. Second, Topological Data
Analysis (TDA) offers methods to quantify and
preserve structural characteristics of data that
remain invariant under certain transformations [1].
Third, Adversarial Machine Learning examines
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the vulnerability of learning algorithms to malicious
manipulationand  the  design of  robust
countermeasures [2]. Our central thesis is that data
poisoning can be effectively modeled as a strategic
game between an attacker seeking to distort
topological features and a defender attempting to
preserve them. By formulating this interaction
within a game-theoretic framework, we derive
equilibrium strategies that optimize defensive
resource allocation while accounting for rational
adversarial behavior. The primary contributions of
this work include: a formal characterization of
topological vulnerability to poisoning attacks, a
novel game-theoretic equilibrium model for
defensive resource allocation, a theoretical
guarantee on the bounds of attack effectiveness
under equilibrium conditions, and empirical
validation demonstrating the practical effectiveness
of the proposed approach.

2 Problem Formulation

Topological Data Analysis extracts structural
features from data that remain invariant under
certain trans-
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formations. The primary tools in TDA include simpli-
cial complexes for representing multi-dimensional re-
lationships and persistent homology for tracking topo-
logical features across different scales.

For a dataset X = {z1,29,...,2,} C R? we con-
struct a filtration of simplicial complexes { K. }¢>o (typ-
ically Vietoris-Rips complexes) where K. C K. for

€ < €/. The p-th persistent homology tracks p-dimensional

holes in this filtration, represented by birth-death pairs
(bi,d;) in the persistence diagram PD,(X).

The stability theorem for persistent homology [3]
establishes that small perturbations in the dataset re-
sult in bounded changes in the persistence diagram:

Wp(PDy(X), PDy(Y)) < C-du(X,Y) (1)

where W), is the p-th Wasserstein distance between
persistence diagrams, dg is the Hausdorff distance be-
tween datasets, and C' is a constant [4].

2.1 Game-Theoretic Modeling of Ad-
versarial Interactions

In our framework, we model the interaction between
defender and attacker as a two-player zero-sum game
[5]. The defender aims to preserve the topological
structure of data, while the attacker attempts to dis-
tort it through poisoning.

Formally, let Sp represent the defender’s strategy
space, Sa represent the attacker’s strategy space, and
u(sp, sa) be the utility function measuring topological
preservation.

A Nash equilibrium in this game is a strategy pro-
file (s%,, %) such that:

Vsp € Sp

(2)

u(sp;8a) = ulsp, s4)

Vsa € 5a (3)

u(sp,sa) <u(sp,sa)

2.1.1 Data Poisoning in Machine Learning

Data poisoning attacks involve manipulating training
data to compromise model performance [6, 7]. Given a
clean dataset Dejean = {(zi, i)}, the attacker cre-
ates a poisoned dataset Dpoison by modifying a subset
of points to maximize some adversarial objective:

max L(fo+, Diest) (4)

subject to the constraints:

0" = arg Hleinﬂ(f& Deiean U A) (5)

[AllF < e

(6)

where A represents the poisoning strategy, fg- is
the model trained on poisoned data, £ is a loss func-
tion, and € is the poisoning budget.
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3 Problem Solution

We introduce the concept of topological resilience as
a measure of a dataset’s ability to maintain its struc-
tural characteristics under adversarial manipulation.

The Topological Resilience Coefficient (TRC) of a
dataset X is defined as TRC,(X, ) :

1
1+ SupA:HAHFSE WP(PDP(X),PDP(X ) A))

(7)

where X & A represents the dataset after applying
the poisoning strategy A. The TRC ranges from 0 to
1, with higher values indicating greater resilience to
topological distortion.

For each point z; € X, we define its Strategic Vul-
nerability Index (SVI) as:

1

SVI(z;) = - TI(z;) + (1 — ) - @ B)

(8)

where TI(z;) is the topological influence of point
Zi, d(x;, B) is the distance from x; to the decision
boundary B, and « € [0, 1] is a weighting parameter.

This index identifies points that are both topo-
logically significant and close to decision boundaries,
making them prime targets for adversarial manipula-
tion.

We formulate the interaction between defender and
attacker as a Stackelberg game [8], where the defender
moves first, selecting a protective strategy sp € Sp,
the attacker observes the defensive action and selects
an attack strategy sso € S4, and the payoff function
is u(sp,sa) = —W,(PD,(X),PD,(X @ s4 & sp)).

The defender seeks to maximize this function (min-
imize topological distortion), while the attacker aims
to minimize it (maximize distortion).

3.1 Equilibrium Analysis

Let us introduce a new result in this fascinating frame
by the following:

Theorem 1 . In the Stackelberg game defined above,
if both strategy spaces Sp and Sa are compact and
convez, and the utility function u is continuous, then
at the Stackelberg equilibrium (s%,,s%), the mazimum
topological distortion is bounded by:

* * €7
PD,(X), PDy(X <
Wy(PDy(X), PDy(XSs4®5D)) < T3 TRen (. 0

(9)
where 7y is a dataset-specific constant related to its
intrinsic dimensionality, and X\ is the defender’s re-
source allocation efficiency. We have defined a Bounded
Topological Distortion.

Volume 22, 2025



WSEAS TRANSACTIONS on INFORMATION SCIENCE and APPLICATIONS

DOI: 10.37394/23209.2025.22.44

We approach this proof by analyzing the strate-
gic dynamics in the Stackelberg game and establishing
bounds on the achievable distortion.

Step 1: Characterize the attacker’s best response
function.

Given a defender strategy sp € Sp, the attacker’s
best response BR4(sp) is:

BR4(sp) = arg min u(sp,sa) (10)
SAESA

Under our assumption of compact strategy spaces
and continuous utility, this best response function is
well-defined.

The attacker’s objective is to maximize topological
distortion, subject to the budget constraint ||sal||r <
€. By the stability theorem for persistent homology,
we know that for any attack strategy sa:

Wy (PDy(X), PDp(X @ 54)) <7+ [[sallp <v-€ (11)

where v is a constant related to the intrinsic di-
mensionality of the dataset.

Step 2: Analyze the defender’s strategy optimiza-
tion.

The defender anticipates the attacker’s best re-
sponse and selects a strategy to minimize the resulting
topological distortion:

s}, = arg max u(sp, BRa(sp)) (12)
SpESD

Let’s consider a defensive strategy that allocates
resources proportionally to the Strategic Vulnerabil-
ity Index (SVI) of each point. The effectiveness of
this defense can be quantified through the parameter
A, which represents how efficiently defensive resources
counteract adversarial perturbations.

Step 3: Establish the equilibrium bound.

At equilibrium, the attacker plays s* = BR4(s},).
The resulting topological distortion is:

D* = W,(PD,(X),PD,(X & s% @s}))  (13)

The defense strategy s}, reduces the effectiveness
of the attack by a factor that depends on the Topo-
logical Resilience Coefficient:

* < Y€
= T1 X TRG,(X,e)

This follows because: The maximum possible dis-
tortion without defense is bounded by ~ - €, the TRC
quantifies the dataset’s inherent resilience to topologi-
cal distortion, and the parameter A captures how effec-
tively the defender’s resources amplify this resilience.

(14)

As TRC,(X, ¢) approaches 1 (highly resilient dataset)

or A increases (more efficient defense), the bound on
topological distortion decreases, confirming the intu-
ition that topologically resilient datasets with effective
defenses suffer less distortion at equilibrium.
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Step 4: Verify the bound satisfies the necessary
conditions.

We need to verify that this bound is consistent
with the properties of Wasserstein distance:
Non-negativity, triangle inequality, and boundary con-
ditions. When € = 0 (no attack budget), the bound
gives D* = 0, which is consistent with no distortion
occurring.

This completes the proof that at Stackelberg equi-
librium, the topological distortion is bounded as stated
in the theorem.

Based on Theorem 1, we can derive an optimal
defense strategy that minimizes topological distortion
at equilibrium [9, 10]:

L=a a i 15
sp = arg max min u(sp,sa) (15)

This minimax strategy distributes defensive data
points, with greater protection allocated to points with
higher Strategic Vulnerability Indices.

4 Practical Implementation and
Algorithm

We implement our defense framework through the fol-
lowing algorithm:

Algorithm 1 Topological Defense via Game-

Theoretic Equilibrium

Require: Dataset X, poisoning budget €, defense
budget ¢

Ensure: Protected dataset X*

1: Compute persistence diagrams PD,(X) for p =
0,1

2: Compute Strategic Vulnerability Index for each
point: SVI(z;)

3: Normalize SVI values: SVI(z;) = %

4: Allocate defensive resources: 7; = 8 - SVI(z;)
5. for each point z; in X do
Compute protective transformation p; propor-
tional to r;
7: Apply protection: z} = z; & p;
8: end for
9: return X* = {z3,25,... 25}

The protective transformation p; creates a "buffer
zone" around vulnerable points, making them more re-
sistant to poisoning attacks. This implementation bal-
ances computational efficiency with theoretical guar-
antees.

We evaluate our game-theoretic defense framework
against a sophisticated combined poisoning attack that
targets both topological structure and classification
boundaries. We use the synthetic "Moons" dataset,
consisting of two interleaving half-moon shapes with
300 points and Gaussian noise (o = 0.1).
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We implement four poisoning strategies: Random
(uniform random perturbations to all points), Bound-
ary (targets points near decision boundaries), Topo-
logical (targets topologically influential points), and
Combined (optimally balances boundary and topolog-
ical influence).

We compare three defense mechanisms: No De-
fense (original dataset without protection), Uniform
Defense (equally distributes protection across all points)
and Game-Theoretic Defense (our approach based on
Stackelberg equilibrium).

Poisoned (e

Original

0.3) Game-Theoretic Defense

Figure 1: Visualization of data points and decision
boundaries under poisoning attack and game-theoretic
defense.

Figure 1 demonstrates that our game-theoretic de-
fense consistently outperforms both the uniform de-
fense and no defense scenarios across all poisoning
budgets. At the most severe poisoning level (e = 0.5),
our approach maintains 72% classification accuracy,
compared to 36% without defense and 48% with uni-
form defense.

Key observations from our simulation: The com-
bined attack strategy is significantly more effective
than single-objective strategies, reducing accuracy by
up to 64% without defense [11]. Topological distortion

)

correlates strongly with classification performance degra-

dation (Pearson’s r = —0.81). Our game-theoretic
defense reduces topological distortion by an average
of 65% compared to no defense, and 31% compared
to uniform defense. The empirical results align with
the theoretical bound established in Theorem 1, with
observed distortion consistently below the predicted
maximum.

5 Conclusion

This paper establishes a novel theoretical framework
for defending against data poisoning attacks through
the integration of topological data analysis and game
theory [11]. We introduced the concept of topological
resilience and derived a strategic defense mechanism
based on Stackelberg equilibrium analysis.

Our key contributions include: a formal character-
ization of topological vulnerability through the Strate-
gic Vulnerability Index, a theoretical bound on topo-
logical distortion at equilibrium (Theorem 1), a prac-
tical implementation of game-theoretic defense allo-
cation, and empirical validation demonstrating signifi-
cant improvements in robustness against sophisticated
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attacks.

Future research directions include: extending the
framework to dynamic games where attackers and de-
fenders adapt strategies over time, incorporating un-
certainty and incomplete information into the game-
theoretic model [12], developing computationally effi-
cient approximations for large-scale datasets, and ex-
ploring connections to other domains such as network
security and privacy-preserving machine learning.
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