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Introduction

This first chapter of this thesis is devoted to introducing the topic of anonymity and of how
it will be treated throughout the rest of the thesis. We start by discussing the motivation
leading to this work, by highlighting the benefits (and the drawbacks) of anonymity fea-
tures in real-life situations. Due to the vastness of the topic, we focus our attention on two

macro-areas of anonymity: anonymous communication and anonymous service delivery.

1.1 Motivation

Despite the relevant effort devoted in the literature [219, 275, 199, 168] in the last
30 years, a universally accepted definition of “Anonymity" does not exist. It depends
on the context we refer to. For example, if we want to hide the sender of a given
message, we need an anonymous communication network [245]. On the other hand,
if we want to make records stored on a database unlinkable to the real identity of a
user, we have to apply data anonymization techniques [195, 105].

To answer the increasing demand for anonymity services, a lot of tools, frame-
works, and techniques have been designed. One of the most relevant and currently
adopted is the Tor protocol [258] allowing a user to connect anonymously to a web
server. Furthermore, through the hidden services [207] mechanism, the web servers
can hide their IP addresses from a curious provider or the client itself. We dedicated
two entire chapters (3 and 4) of this thesis to how to extend Tor to achieve stronger
anonymity features.

We have to point out that this opens several ethical issues [114]. On the one hand,
the Tor network and, in general, the provision of anonymous services offers an oppor-
tunity for the proliferation of the black market and cyberterrorism [5, 183]. On the
other hand, anonymity services may have a positive impact in terms of censorship
resistance. Furthermore, a lot of privacy-preserving applications require anonymity

features such as electronic auctions [119, 173], anonymous surveys [128], or e-voting
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[52, 118]. Another example is provided by anonymous proximity-based services
(PBS) [181] which we mention in Chapter 6.

We strongly believe in this second vision of anonymity and propose new solu-
tions enabling stronger anonymity features than traditional solutions. In addition,
we think that investigating new proposals represents an effective way to understand
how to fight the malicious use of anonymity services.

In this last direction, in this thesis, we investigate the trade-off between account-
ability and anonymity [92]. Indeed, accountability refers to the possibility of iden-
tifying and attributing responsibility to an entity for a given action. Specifically, we
propose a solution in which the linkage between the real identity of a user leveraging
an anonymous service and their pseudonymous remains hidden even though two of
the three parties involved in the protocol collaborate. However, in the case of need,
e.g., if required an agent authorized by the law, the above linkage can be disclosed
if all three parties collaborate. This can be useful, for example, in an anonymous
social network [276] to fight cyberbullying. The solution we propose relies on the
blockchain technology [78] that is a reference technology in the provision of anony-
mous services.

Particular attention is devoted in this thesis to the protection of the users against
a global adversary able to monitor the entire traffic exchanged in the network. This is
an ambitious goal since it represents a very strict threat model (see Section 1.4). We
want to highlight that this type of adversary is not an abstraction and it is present in
real-life systems. The most emblematic example is represented by a social network
providing anonymity services (see Chapter 6). In this case, if all the communications
are delivered within the social network, the social network provider itself, if mali-
cious, represents a concrete case of a global adversary. Another example of a global
adversary is represented by the collaboration of some internet service providers that
can track the messages from the originator to the destination. In this thesis, the so-
lutions presented in Chapters 2, 3, 4, 5, 6, and 8 deal with this adversary.

Due to the vastness of the topic, in this thesis, we focus on two particular as-
pects of anonymity i.e., anonymous communication and anonymous service delivery

which will be discussed in the next two sections.

1.2 Anonymous Communication

The aim of an anonymous communication network is to protect the identity of the
users sending and/or receiving data over the Internet [245, 109, 88]. Since these
data often contain personal information linkable to the user’s identity, they have to

be encrypted before sending, thus guaranteeing data confidentiality. However, data
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confidentiality is a necessary but not sufficient condition to achieve anonymity. In-
deed, even though an attacker cannot access the content of data, the knowledge of
the IP address of the sender and/or the recipient reveals information about the ge-
ographic location or even the real identity of a user [210]. Then, offering anonymity
to a user means hiding their IP address.

To do this, several anonymous communication protocols have been proposed in
the literature. They differ in terms of security goals and the efficiency they achieve.
Regarding security, we mean both security properties (i.e., sender anonymity, re-
cipient anonymity, or relationship anonymity) and adversary capabilities that form
a threat model (see Section 1.4 for a more complete description). On the other
hand, for efficiency, three main metrics can be considered: latency, cover traffic, and
anonymity (which is also a security feature). Latency represents the delay needed to
transfer a message from the sender to the recipient. Cover Traffic is dummy traffic
introduced to hide real traffic and protect the sender and/or the recipient from traf-
fic analysis attack [17, 193, 190]. Since cover traffic requires a waste of bandwidth
(and then energy consumption) to transfer dummy packets, it should be reduced as
possible. Observe that, to offer protection against a global observer able to monitor
the entire traffic exchanged in the network, the inclusion of cover traffic is neces-
sary [71]. Otherwise, the adversary can simply observe the traffic originating from
a node and identify it as the sender. Similarly, by following the flow of traffic until
the destination, a global adversary can identify the recipient. As highlighted in Sec-
tion 1.1, in this thesis, we reserve a lot of attention against this type of adversary,
therefore almost all the solutions we propose include cover traffic. An interesting
question is how the three above metrics (latency, cover traffic, and anonymity) are
related between them. We investigate in detail this aspect in Chapter 5. In particular,
our study is based on the well-known trilemma, called the anonymity trilemma [74],
which states the existence of a trade-off between the three metrics.

In the first two parts of this thesis, we propose new protocols for anonymous
communication that improve or outperform the state-of-the-art approaches by pro-
viding stronger anonymity features. In Part I, we propose new anonymous commu-
nication protocols built over the transport layer. In this class of approaches, in prin-
ciple, it is possible to select any application layer leveraging the anonymous commu-
nication features implemented by the protocols. However, as with traditional solu-
tions, our approaches perform well when some conditions are met at the application
level. For example, the solutions presented in Chapters 3 and 4 represent extensions
of the Tor protocol to achieve sender and recipient anonymity, respectively. In this

case, as the standard Tor protocol, the solutions are applied for web-browsing ap-
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plications. Instead, the solution discussed in Chapter 5 performs well with uplink-
intensive applications.

In Part II, we propose two new protocols built over an existing application layer.
Clearly, the disadvantage is that they work only for the specific application layer
in which they are implemented. On the other hand, they do not require the set-up
of an external ad-hoc anonymous communication network to work. This allows us
to leverage the communication primitives offered by the specific application layer
without requiring heavy infrastructural network changes. In this thesis, we present
two protocols belonging to this class. The first is discussed in Chapter 6, in which the
application layer is represented by a social network. Therein, we implement a proto-
col for anonymous short communication and show its application to the proximity
services domain [181]. As observed in Section 1.1, the social network provider rep-
resents a real case of a global adversary. The second protocol we propose in Part II is
based on MQTT as an application layer. We leverage the bridging mechanism offered
by MQTT to deliver anonymous publish/subscribe messages. All the messages are
exchanged through the MQTT protocol and no infrastructural change is required.
In this solution, we do not offer protection against a global adversary. However, we
allow anonymous publishing/subscribing of topics against colluding MQTT bridge
brokers and against the public broker hosting the topics.

The rest of this section is devoted to providing a brief overview of the main
anonymous communication approaches and protocols present in the literature. We
refer the reader, for a more complete discussion, to the excellent survey presented in
[245].

The first class of approaches to achieve anonymous communication is repre-
sented by mixnet. This concept was first introduced by Chaum [59]. The idea is to
use mix nodes that collect messages coming from different sources, shuffle them, and
send them to another mix node or to the destination. The messages are encrypted
in several layers by using the public keys of the mix nodes. The innermost message
is encrypted with the public key of the recipient. Each mix node removes a layer
of encryption and discovers the next node to forward the message. The correlation
between a message entering a mix node and a message exiting from the same node
is made harder for an adversary since the mix node does not forward immediately
the message to the next node. Instead, it waits for a batch of messages and after
shuffling them sends the entire batch of messages each to the proper mix node (or
destination). This delay introduces a price in terms of latency.

Starting from this original proposal, a lot of approaches [158, 273, 223, 269], also
recent, were developed to improve the efficiency (especially in terms of latency) of

the mixnets.
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Compared to other approaches discussed in the following, mixnets offer a good
(low) latency with a relevant price in terms of cover traffic. From the security point
of view, they offer the best characteristics by resisting a global active adversary and
traffic analysis attacks even though they are vulnerable to the collusion of mix-nodes
[243].

The second class of approaches we consider is based on Onion-Routing. The most
representative protocol of this class is certainly Tor [258]. The Tor network is open
source and includes a large set of collaborating routers (about 7000 in September
2022) [226]. This makes Tor the most used solution in real life for anonymous com-
munication (about 3000000 users in September 2022) [226].

In Tor, each client runs locally an Onion proxy (OP) which establishes a virtual
circuit of three Onion routers (OR) to communicate anonymously with the destina-
tion. Each Onion router only knows the previous and the successive node of the
path. During a set-up phase, some symmetric keys are exchanged between the OP
and each OR. These keys are used to encrypt the messages in a layered fashion as
explained for the mixnets. However, since once the path is established, it remains
the same for the entire duration of the connection, then the next node of the path
does not need to be included in the encryption. This makes this layered encryption
more efficient. All the messages are exchanged in fixed cells of 512 bytes, to make
harder traffic analysis attacks. A more detailed description of how the Tor protocol
works is provided in Section 4.2 of Chapter 4.

Compared with other solutions, Tor offers the best features in terms of la-
tency. Also cover traffic is limited. However, from the point of view of security, it
does not offer good guarantees [261, 150, 239]. Indeed, it suffers from timing at-
tacks [167, 107], traffic confirmation attacks [231],watermarking attacks [136], and
self-promotion attacks [247]. Moreover, no protection against a global adversary is
provided in Tor. This latter point motivates the two solutions provided in Chapters
3 and 4.

Other solutions belonging to the Onion Routing-based protocols are, basically,
extensions or improvements of Tor [4, 248, 212].

Another class of anonymous communication protocols we investigate in this the-
sis is composed of P2P approaches. Several protocols we propose are P2P since they
require the collaboration of other users that act as relay nodes and deliver a message
to the destination. Besides new proposals designed from scratch (see Chapters 2, 3,
6), we provide, in Chapter 5, an improvement of the Tarzan protocol [98] and in
Chapter 7, we apply the Crowds [230] to the MQTT domain.

Often, P2P approaches are DHT-based since they require a Distributed Hash Ta-

ble (DHT) to discover other peers in the network.
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The main advantage of P2P solutions is scalability since each user adhering to
the network provides additional capability to the network itself. The question of
why the nodes should collaborate remains an open problem. However, as matter of
fact, concrete implementations of anonymous P2P solutions exist [127]. A discussion
about this point is provided in Chapter 6.

Regarding latency, cover traffic, and security, we can say nothing a priori but they
depend on the specific considered P2P protocol.

The fourth class is represented by DC-Nets [58]. They offer anonymous commu-
nication through multi-party computation. From the point of view of security, they
offer information-theoretically secure anonymity. However, they suffer from scala-
bility problems. Moreover, they may require both a huge overhead in terms of cover
traffic and high latency. DCnet protocols are used for group communication/mes-
saging.

Finally, the last approach we present is based on buses [124, 21, 296]. In this
solution, a predetermined route is used by the sender to anonymously communicate
with the destination. This approach introduces lower cover traffic. However, it does
not scale since the messages flow through all the nodes of the network. This leads to

a prohibitive cost in terms of latency.

1.3 Anonymous Service Delivery

In Part III of this thesis, the concept of anonymity is investigated from a different
point of view with respect to the first two parts. We consider a scenario in which a
service provider offers a given service to a user. In order to provide this service, data,
potentially linkable to the real identity of the user, have to be sent to the service
provider. In this case, the objective of our study is not to protect the communica-
tion between the user and the service provider. Instead, we aim to provide solutions
in which the user discloses the minimum possible information about themselves so
that a given degree of anonymity is achieved against the service provider itself. In
other words, in our adversary model, the service provider represents the attacker.
Clearly, if the service provider, or in general an attacker, has particular capabili-
ties (e.g., background information about the users) also the communication has to
be protected. This is the case of the solution proposed in Chapter 8, in which we
include a mechanism to offer anonymity also against a global adversary. However,
this mechanism is partially orthogonal to the way in which the anonymous service

is delivered.
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An interesting point is that, in the protocols we propose, multiple parties are
involved to deliver a service. Then, it is relevant to investigate the level of trust we
have to give to each party and the degree of anonymity the user can obtain.

A very important class of services in which privacy (and in particular anonymity)
features are required is represented by location-based services (LBS) [255, 174]. They
are characterized by the fact that the user has to provide their position to obtain
the service. Clearly, the position is a very sensitive piece of information acting as a
quasi-identifier [240] allowing an easy de-anonymization of the user. In this case, a
common approach followed in the literature (and also in Chapter 8 of this thesis)
is the construction of a cloaking area including k users that potentially may require
the same service. This way, the provider is unable to distinguish the identity of the
user requiring a service from the identities of other k — 1 users. Unfortunately, the
construction of the cloaking area relies on the presence of a trusted party, called
LTS, that knows the position of the users. A benefit of the solution introduced in
Chapter 8 is that it is hierarchical and the view of each LTS is reduced with respect
to a centralized solution.

Until now, in this thesis, we presented anonymity as the main and only objective
to reach. However, it is interesting to observe that if we relax the anonymity require-
ments, we can enable other useful features. This is exactly the goal we pursue in
Chapters 10 and 9. Specifically, in Chapter 10, we considered a smart-city scenario
in which a user interacts with multiple subsystems (service providers) and produces
data. In this case, each subsystem knows the identity of the user and the data they
produce. Then, the objective is not to provide anonymity for the user against the sub-
system. However, each subsystem should know only the data it generates and should
not be able to link its data with those generated by other subsystems. In addition,
it may be useful that this linkage can be performed by other authorized parties to
extract useful statistical information. Still, the linkage of these data should be per-
formed in an anonymous form, i.e., the authorized parties link the data of the users
but do not know their identity. The solution we propose enables all the above fea-
tures.

Another benefit we obtain by relaxing the degree of anonymity is presented in
Chapter 9. Therein, we have a service provider that knows the user only through
a pseudonymous username. This is the typical case of an anonymous social net-
work. A common problem with these types of services is that the users, protected
by anonymity, may behave illegally, fueling phenomena such as cyberbullying. In
this case, accountability properties, allowing the disclosure of the real identity of the
user in case of need, are desirable. Some solutions [47, 44, 236] reach this goal by in-

cluding a third party that by collaborating with the service provider can re-identify
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the anonymous user. Our solution improves the trade-off between anonymity and
accountability by requiring that the linkage of the pseudonymous username with

the real identity can be performed if three (instead of two) parties collaborate.

1.4 Threat Models

Since this thesis deals with anonymity issues, all the proposed solutions include a
security analysis aiming to show how the claimed security goals are achieved. An
exception is represented by the solution described in Chapter 5, in which we do
not include a security analysis since it inherits all the security benefits from [98].
However, the experimental validation investigates the size of the anonymity set as a
metric to measure the degree of anonymity.

The security analyses are performed in terms of the capabilities of the adversary
and security properties we want to achieve, that define the threat model for a specific
solution.

Among the different solutions, we pursue different goals (security properties). In
addition, some types of adversaries, which differ in terms of ability, are only appli-
cable to some solutions but not to others. Then, this results in threat models that
vary according to the considered solution. In particular, we observe that the secu-
rity properties considered in the threat models presented in Parts I and II are the
same. Indeed, the solutions therein proposed are about anonymous communication
in which a standard terminology for the concept of anonymity is present in the lit-
erature [219].

On the other hand, the above notion of anonymity cannot be applied (directly)
to the solutions presented in Part III. Then, therein, we consider different security
properties.

In this section, we present an overview of the security properties considered in
this thesis and of the possible adversaries against which these properties should be
guaranteed. Clearly, not all the solutions guarantee all the security properties (but
possibly a subset of them). Moreover, as already mentioned, not all types of adver-
saries can be considered for all the solutions. The specific threat model for each
solution is then discussed within each chapter of this thesis.

We start by considering three security properties that apply to the domain of
anonymous communication (Parts I and II).

An Anonymous Communication Network may offer [219]:

1. sender anonymity if the adversary cannot sufficiently identify the sender in a set

of potential senders, called sender anonymity set.
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2. recipient anonymity if the adversary cannot sufficiently identify the recipient in a
set of potential recipients, called recipient anonymity set.

3. relationship anonymity if the adversary cannot sufficiently identify that a sender
(in a set of potential senders) and a recipient (in a set of potential recipients) are

communicating.

Observe that the definitions given in [219], with the use of the term sufficiently,
means “both that there is a possibility to quantify anonymity and that for some ap-
plications, there might be a need to define a threshold where anonymity begins”.

In the solutions presented in Parts I and II, we quantify anonymity in terms of
the size of the anonymity set. Then, given an anonymity set of k possible senders/re-
cipients, the adversary cannot identify the actual sender/recipient among these k.
This corresponds to the notion of communication k-anonymity [274].

It is easy to realize that: sender anonymity implies relationship anonymity and
recipient anonymity implies relationship anonymity.

For the solutions presented in Part III, we consider different security properties.

In Chapter 8, we refer to a slightly different notion of anonymity, i.e., location
k-anonymity [102, 145, 113]. According to this notion, a request coming from a user
in a given position (known to the provider) cannot be distinguished from the re-
quests coming from other k — 1 users whose positions are known to the provider. As
explained in Chapter 8, to obtain location k-anonymity, the reciprocity [149, 106, 63]
property has to be guaranteed.

In Chapter 9, we express the security properties in the “opposite" form by means
of compromises, in the sense that we show as a given compromise does not occur in
our solution. Therein, we consider two properties. The first regards the impossibility
for some parties to link a username with the real identity of a user (pseudonymity).
The second property is the accountability. Specifically, the possibility for other par-
ties (different from the previous ones) to discover the above linkage username-real
identity in case of need.

Finally, in Chapter 10, we refer to the property of unlinkability of data in the sense
that it is not possible to link data coming from the same user except some authorized
parties called analysts. However, the analysts link the data without knowing the real
identity of the user.

This concludes the discussion about the security properties considered in this
thesis.

Now, we introduce the possible adversaries with their capabilities.

Similar to the security properties, the adversaries considered in the field of
anonymous communication have different capabilities with respect to the adver-

saries considered for anonymous service delivery.



10 1 Introduction

Indeed, the solutions presented in Parts I and II include the deployment of an
overlay network for anonymous communication. Therefore, the different considered
adversaries reflect their capabilities to compromise the network. On the other hand,
for the protocols in Part III, we do not focus on the anonymous communication of the
actors but on the possibility to provide a service without disclosing users’ identities.

Regarding anonymous communication, the first distinction we consider is be-

tween:

1. A local adversary: that is able to monitor the traffic originating from /incoming
to some nodes of the network.
2. A global adversary: that is able to monitor all the messages exchanged in the net-

work.

Another possible distinction is between:

1. A passive adversary: that monitors the exchanged messages but is not able to block
them or forge new messages (even dummy).
2. An active adversary: that monitors the exchanged messages and is able to block

them and/or forge new messages.

Clearly, the adversaries we consider in our threat models are a combination of
these two classes. Mainly, the solutions we propose aim to offer protection against a
global passive adversary (this is an ambitious goal). However, in some solutions such
as that of Chapter 4, we also analyze a global passive adversary with the power of
compromising some nodes by accessing the content of the received messages. Fur-
thermore, in the solution proposed in Chapter 7, we are vulnerable to the global
adversary but active attacks performed by malicious nodes are ineffective (under
some conditions).

Another interesting point is to understand what happens when the adversary is
the recipient of the communication. In this case, providing sender anonymity against
the recipient of the communication is not a trivial task, especially when the recipient
has to reply to the sender. However, almost all the solutions provided in this thesis
achieve this feature.

The last consideration about the adversaries in anonymous communication pro-
tocols regards the case in which the protocol needs a third party, such as a directory

server providing "yellow pages” service. In this case, this party can be considered:

* Fully trusted: it performs the steps of the protocol legally and does not attempt
to break the security properties.
* Honest but curious: it performs the steps of the protocol legally but attempts to

break the security properties.
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* Malicious: it attempts to break the security properties possibly by deviating from

the steps of the protocols.

Concerning anonymous service delivery, we have different parties (including a
service provider) that communicate among themselves to provide an (anonymous)
service. To define our threat model, we consider each involved party as an adversary
belonging to one of the three above-mentioned categories: Fully trusted, Honest but
curious, or Malicious. Furthermore, we also consider the possible collusion among
different parties and investigate if this collusion compromises the security proper-
ties.

We recall that, in anonymous service delivery, the main aim is not to protect the
communication among the parties, that is the objective of anonymous communica-
tion. However, in the solution presented in Chapter 8, we address also the problem
of anonymous communication against a passive global adversary coinciding with the

service provider in collusion with a telephone service provider.

1.5 Outline of the thesis

This thesis is organized into four parts.

Part I describes four solutions implemented over the transport layer supporting
anonymous communication. In particular, in Chapter 2 we describe a preliminary
approach to offer anonymity guarantees against a global passive adversary able to
observe the entire traffic exchanged in the network. The results of this approach are
published in a research paper [36]. Even though the approach is not complete and
presents some limitations, it is at the basis of the solutions discussed in Chapters 3
and 6.

Chapter 3 presents a proposal to extend the Tor protocol to achieve sender
anonymity against a global adversary. Basically, the solution exploits the approach
presented in Chapter 2 to build a P2P anonymous network of senders before the en-
try point of the Tor circuit. The results of this approach are published in a research
paper [43].

The dual problem is faced in Chapter 4. Therein, we present a solution to achieve
recipient anonymity in Tor against the global adversary. In this case, we do not set
a P2P network but leverage the hidden services mechanism present in Tor. Some
preliminary results of this approach are published in a research paper [40].

Finally, Chapter 5 concludes the first part of this thesis by proposing an exten-
sion of the well-known Tarzan protocol [98] to obtain better performance in uplink-
intensive applications. The idea of the approach is to remove the bidirectional links

(needed also to obtain a response) present in Tarzan by rearranging the topology of
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the mimics in order to form cycles that enable the response. This allows an important
reduction of the cover traffic.

In Part II, two anonymous communication protocols are presented. They are im-
plemented over an existing application layer. In Chapter 6, the application layer is
represented by a social network. The solution we propose resists a global passive
adversary (i.e., the social network provider) and offers both sender and recipient
anonymity. It is suitable for short communication and can be adopted to implement
privacy-preserving proximity-based services. The results of this approach are in-
cluded in two research papers [37, 42].

Instead, the application layer considered in the solution of Chapter 7 is MQTT.
We leverage the bridging mechanism natively offered by MQTT to deploy a network
enabling anonymous publishing/subscribing to topics. The approach we follow is
based on the Crowds protocol [230]. An important point to observe is that all the
messages are exchanged through the standard MQTT primitives This allows us not
to require changes in the standard MQTT infrastructure.

Part III includes three solutions for anonymous service delivery. The first solution
is presented in Chapter 8, in which we propose a hierarchical LTS system offering
protection against a global adversary. The services we consider in this solution are
location-based services and the aim is to provide the users with guarantees about
the fact that the provider is not able to identify their positions. Some preliminary
results of this approach are published in a research paper [39].

In Chapter 9, we present a solution to the trade-off between accountability and
anonymity. In particular, we consider a scenario in which a user is known to the ser-
vice provider just by means of a pseudonymous username. To enable the possibility
to re-identify the user in case of malicious or illegal behavior, we require the collab-
oration of three parties. This is the main advantage with respect to other solutions
in which just the collaboration of two parties is enough. The results of this solution
are published in a research paper [45].

The solution presented in Chapter 10 enables the anonymous linkage of open
data only by some authorized parties. Specifically, we are in a smart city scenario in
which a user interacts with several subsystems by producing data published in the
form of open data. Even though these data are anonymized for privacy reasons, our
solution enables their linkage only to authorized parties which, however, are unable
to discover the real identity of the user to whose data refers. This concludes the third
part of this thesis.

Finally, in Part IV, we draw the conclusions of the thesis.



Part I

Anonymous communication over the transport layer
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The design of anonymous communication protocols resisting a global adversary
able to observe the entire traffic exchanged in the network is not a trivial task. On
one hand, as stated in [71], any solution pursuing this goal has to include cover
traffic, i.e., dummy traffic among which the real traffic is hidden. On the other hand,
cover traffic represents energy consumption and bandwidth waste, so it should be
reduced as much as possible. For example, a trivial solution to achieving protection
against the global adversary consists in sending periodically dummy messages to all
the users of the network and replacing one of them with the actual message when
needed. Obviously, this solution is not applicable.

Reducing the cover traffic can also have an impact on the latency, since, in gen-
eral, reduces the opportunity for a user to send a message. This leads to the so-
called anonymity trilemma [74], which states the existence of a trade-off between
anonymity, cover traffic, and latency.

In this part of the Thesis, we propose solutions to this trade-off that are imple-
mented over the transport layer. This makes them, in principle, independent of the
application layer to which the messages are generated. However, even if they work
with any application layer, they perform better when some applications are consid-
ered.

This part includes four proposals.

In Chapter 2, we describe a preliminary approach to offer anonymity guarantees
against a global passive adversary. Even though the approach is not complete and
presents some limitations, it introduces the concept of ring that is at the basis of the
solutions discussed in Chapters 3 and 6.

Chapter 3 presents a proposal to extend the Tor protocol to achieve sender
anonymity against the global adversary. Basically, the solution exploits the approach
presented in Chapter 2 to build a P2P anonymous network of senders before the
entry point of the Tor circuit.

The dual problem is faced in Chapter 4. Therein, we present a solution to achieve

recipient anonymity in Tor against the global adversary. In this case, we do not set
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a P2P network but leverage the hidden services mechanism present in Tor. A rele-
vant contribution of this solution is represented by the formal security analysis we
conducted.

Finally, Chapter 5 concludes the first part of this thesis by proposing an extension
of the famous Tarzan protocol [98] to obtain better performance in uplink-intensive
applications. The idea of the approach is to remove the bidirectional links (needed
also to obtain a response) present in Tarzan by rearranging the topology of the mim-
ics in order to form cycles that enable the response. This allows an important reduc-
tion of the cover traffic. In this Chapter, the anonymity trilemma is also investigated

through experimental validation.



A preliminary approach leveraging onion routing to

achieve anonymity against a global adversary

Through this chapter, we provide the first protocol of this thesis achieving anonymity
against a global adversary. The proposed approach is preliminary and some aspects are
missing or deserve a better investigation, in particular regarding implementation and ex-
perimentation. However, we present this solution, since it introduces, in a simple form,
the idea of ring. This concept is deepened and exploited in the next chapters to build more
robust and performing protocols also on top of existing application layers. Furthermore, in
this chapter, also the concept of Onion routing, well-known in the literature, is presented.
It is the basis of Tor, which is the most popular anonymous communication protocol used
for low-latency network applications. However, Tor does not protect in the strict threat
model of a global adversary. Therefore, in the next two chapters, we will see how to extend
the standard Tor Protocol to achieve sender and recipient anonymity, respectively. In this
chapter, the concept of Onion routing is used in its original definition that introduces a
communication overhead as observed in Section 2.5. The results of the proposed approach

are published in a research paper [36].

2.1 Introduction

Onion routing, originally proposed in [108], aims to reach anonymity by forward-
ing the message over multiple proxies (relay nodes) which, thanks to a public-key
encryption wrapping, are only aware of the next hop of the route.

A lot of practical implementations (Tor [193] is the most famous) and extensions
of the original idea have followed mainly through overlay protocols, but also imple-
mented at the network layer [60, 61]. Despite its age, Onion is still a state-of-the-art
approach, currently subject of attention in the research community [162]. However,
Onion suffers from a serious drawback regarding anonymity. Indeed, in the global
passive adversary model, in which all the traffic can be observed by the adversary,
both sender and recipient anonymity are not achieved. Indeed, it suffices for the

adversary to place itself at the first relay node of the Onion circuit to identify the
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sender, and to place itself at the last relay node, to identify the recipient. This fact
may have a relevant impact because a combined timing attack can allow the attacker
to pair the sender and recipient, thus breaking also relationship anonymity [93].

To solve the above drawback, we propose a routing protocol that extends Onion
by introducing the concept of ring to strengthen sender anonymity and an inertia
route to strengthen recipient anonymity. Specifically, in the global passive adversary
model, sender and recipient anonymity are achieved in an anonymity set of con-
figurable size K. As a consequence, the weaknesses of Onion mentioned above are
solved in our protocol and the global passive adversary cannot break relationship

anonymity.

2.2 Overview of the Protocol

In this section, we present an overview of the proposed routing protocol.

Our protocol is cooperative, as all nodes play also routing functions, but we as-
sume the presence of a (hierarchical and distributed) directory system DS provid-
ing the resolution of symbolic identities of nodes into network addresses. With SID
we refer to a symbolic identity and with NID to a network address. Obviously, we
assume that the nodes of this directory system are reliable in the sense that they
collaborate with the protocol, but they can under the observation of the adversary.

Our protocol combines the classical protocol Onion with the concepts of ring and
inertia route to fulfill the anonymity requirements.

A ring is a circular route of nodes of a given configurable size K. It represents the
anonymity set for the sender. Therefore, any potential sender Alice is included in a
number of rings. It is always possible for Alice to know, for each ring, the nodes (and
the public keys) belonging to it. Each ring has an owner responsible for generating
containers that injects in the ring. Such containers turn continuously in the ring and
represent cover traffic, since they form dummy traffic that can or not contain data.
Indeed, every message transmission is done by filling one of the empty containers,
in such a way that, thanks to probabilistic encryption, empty and filled containers
are indistinguishable from an external observer.

The inertia route is the mechanism at the basis of recipient anonymity in a proper
anonymity set of nodes (of configurable size K too). In words, the inertia route is a
random walk (selected by the sender) external to the ring and includes the recipient
in a sufficiently undetectable position. As for the ring, the inertia route includes
cover traffic. Indeed, once a message included in a container reaches the intended

recipient, it continues empty (i.e., as a dummy message) in the inertia route until the
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terminal node is reached. Moreover, a backward burst of cover traffic is activated in
the inertia route to hide the sender of the response.

Suppose that Alice wants to send a message to Bob (which represents a SID
known to Alice). Her first task is to send a request to DS in an anonymous way
by using one of the rings she belongs to. The DS response provides Alice with the
NID of Bob plus the information needed for Alice to build the route external to the
ring playing the role of recipient anonymity set. Obviously, Bob is in this set. Ob-
serve that the ring-based mechanism allows us to have recipient anonymity for the
DS response. At this point, Alice selects an exit node of the ring and establish a
transmission path composed of the portion of the ring from Alice to the exit node
concatenated with the external route including Bob. The message is sent by Alice

through this path by using Onion-based public-key encryption wrapping [72, 59]

2.3 The onion-based routing protocol

Through this section, we describe, in detail, the protocol introduced in the previous
section.

We assume the presence of a Directory System DS, for which the following holds.
DS has a public key utilized by network users to obtain the information needed to
arrange anonymous communication with other users. DS manages the Public Key In-
frastructure (PKI) of the whole network so that it generates and distributes the pub-
lic keys to all the nodes of the network. Public keys are utilized by the nodes to set
Onion-wrapping encryption. DS, as already mentioned, provides the resolution of
symbolic identifiers of nodes (SIDs) into network address identifiers (NIDs) needed
to build the route to any destination. Specifically, DS stores a table called Resolu-
tion Table (RT). Every entry of the RT consists of a tuple of the form: (SID,NID, P),
where P is the public key of the node NID.

DS is also responsible for the set-up of rings and for the storage of information
about them. As clearly stated in Section 2.4, DS is assumed trusted in the sense that
it executes correctly the protocol, but the adversary may know the content of all the
DS incoming and outcoming messages.

A ring is a circular sequence of NIDs of size K. Each ring has an owner whose
NID identifies it. Each node belongs to at least / rings. Observe that the smaller [, the
higher network latency and the less cover traffic is. DS stores also a Membership Ring
Table (MRT), which, for each NID, associates the rings it belongs to. A tuple of MRT is
of the form: (NID,NIDy,...,NIDj), where NID;,...,NID; (l_ >[) are the rings which
NID belongs to. DS stores another table called composition ring table (CRT), which,

for each ring, includes the K nodes that compose it and their associated public keys.
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Fig. 2.1: Graphical representation of the onion-based protocol.

A tuple of CRT is of the form: (NID,(NIDy, P,),..., (NIDg, Px)), where NID=NID,,
and the sequence (NID,,P,), ...,(NIDg, Px) represents the successive nodes in the
ring (in order). All the information regarding rings is periodically cached by nodes,
in such a way that any node stores locally the rings to which it belongs. The owner
of a ring is responsible for generating the containers it injects into the ring. They are
random messages of fixed length.

Now, we describe how anonymous communication works. Suppose that Alice
wants to send a message to Bob. Recall that, the anonymization of the communi-
cation leverages the ring structure. In it, a number of containers turn continuously,
each reporting the NID identifying the ring. In general, each message is sent by any
user by filling an empty container without changing its size. Empty and filled con-
tainers are indistinguishable. This is obtained by probabilistically encrypting the
container hop-by-hop with the public key of the next node in the ring. Thus, each
node that receives a container (empty or filled), decrypts it, possibly fills it (provided
that it is empty), encrypts with the public key of the next node in the ring, and then
sends it to this node, and so on. We denote the encryption of a message M with a
key X by Ex(M). We use a probabilistic encryption function so that when the same
message is encrypted several times, we obtain different ciphertexts.

First Alice performs a DS request to obtain the information needed to build the
communication route. The DS request proceeds as follows. Alice, in order to send
the request to DS, takes the DS public key, denoted by Kpg, needed to protect the
sensitive request information, in this way: Eg (K4, SIDs) where K, is a key gener-
ated on the fly by Alice to allow the encryption of the DS Response, and SIDs is a list
of length K of SIDs in which K —1 are dummy SIDs and one is the SID of Bob.

Moreover, Alice, for each ring she belongs to, thanks to tables MRT and CRT,

periodically chooses (randomly) an exit node, which we denote as at distance j from
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her in the ring. Observe that, within the request, a random R is included, which is
an identifier of the request, useful for the exit node in the DS response, as we will
see later. Thus, it is important that R is not encrypted with the public key of DS
(obviously, it is hop-by-hop probabilistically encrypted as all messages to prevent
distinguishability). Alice, to send the request, has to wait for an empty container.
She takes the first container that arrives by a whatever ring which she belongs to,
and fills it with the message (NID;, R, Ex,,; (K4, SIDs)), where NID; is the NID of the
node j.

At this point, the DS request turns in the ring until it arrives at the exit node j,
which recognizes to be the exit node by checking the NID specified in the request.
Before j sends the request directly to DS, it stores the request identifier R and the
NID of the ring from which the request came (the latter information is available in
the container). This is done to allow that when DS will reply to the exit-node j at
this request, thanks to R, the exit node will identify the request and will inject the
response into the suitable ring. Subsequently, it generates a new empty container,
re-injects it in the ring in order to keep constant the arriving frequency of containers
in the ring.

After DS has received Alice’s request, DS generates the DS response as follows.
The DS processes the request by decrypting it and recovering the list of K SIDs
requested by Alice, the on-the-fly key of the Alice K4, and the random R. So, DS
searches in the Resolution Table the list of the K SIDs and recovers the matching
NIDs. Hence, DS builds the DS response as follows: (R, Ex,(NIDs - PKs)) by includ-
ing R and the encrypted list of the K NIDs (with the associated public keys), with K,.
DS sends the DS response to the exit node j. The latter thanks to R and the recorded
information, identifies the ring in which to inject the response. To do this, j waits for
the arrival of the first empty container of the appropriate ring and fills it with the
DS response. When the filled container arrives at Alice, she takes R and decrypts it,
to recover the K NIDs with which she builds the communication route.

Alice, similarly to the DS request phase, chooses j < K, by identifying the num-
ber of hops until the exit node. This way, Alice builds the first portion of the path
including ring nodes (denoted as r,s) and the remaining K nodes (denoted as wys)
outside the ring. Bob is placed somewhere in the outside portion of the path. In sum,
the overall path is: 7 = (ry,75,...7j, Wj 1, Wa, ... wj, k). Observe that ry is the NID of Al-
ice, r; is the exit node and there exists 1 <i < K such that w;,; is the NID of Bob. The
portion of the route going from Bob until the endpoint is called inertia route.

The communication towards Bob is Onion-based, so the public keys of the
nodes of the path chosen by Alice are utilized to set Onion-wrapping encryp-

tion. Alice, according to the Onion protocol, builds the message to Bob, waits
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for the first container empty, and fills it with the message. This way, the mes-
sage encrypted by Alice is the following: M = Ei(---Eiyj(- Ejyx-1(Ejyx(D,0), wjix)
-, M, r]-,dest, wi+j+1)---,exit, wj+1). Observe that M is sent in the ring through hop-
by-hop probabilistic encryption. To simplify the notation, the symbol E; denotes the
encryption with the public key of the i-th node of the path from r; to wj,x . The
message that Alice intends to send to Bob will be included within the Onion wrap-
ping encryption, in the specific position in which only Bob can decrypt. A parameter
dest is attached to the message to identify the destination step of decryption as well
as the NID of the exit node r;. Similarly, the message received by the exit node con-
tains a parameter exit in such a way that that node re-injects in the ring a new empty
container. Finally, the last node (that we call terminal) of the path decrypts the mes-
sage (D,0), that is a dummy message D plus the information 0 that terminates the
proxying process. For the response, the terminal node generates constant-rate con-
tainers (similarly to rings) that cross the entire route external to the ring (allowing
Bob to encapsulate the response messages) until the exit node. Then, such contain-
ers are injected into the ring reaching the source (Alice). The cover-traffic burst ends
when a stop message is sent by Bob in a container, it reaches the exit node, and this
node directly contacts the terminal node to turn off the cover-traffic generation. This
strategy prevents classic intersection attacks identifying the recipient as the traffic
pattern for requests and corresponding responses are the same.

A graphical representation of the protocol running is reported in Figure 2.1.
Therein, the sender (Alice) belongs to a ring of 8 nodes (thus, K = 8). The arrow
marked with (1) represents the DS request sent by Alice to DS through a container
reaching the exit node and then going directly to DS. DS responds with the message
(2), which reaches the exit node and, then, is injected into the circle through a con-
tainer that reaches Alice. Thanks to the DS response, Alice can construct the Onion
path including Bob (i.e., the inertia route). Then, she sends the message (arrow (3))
through a container until the exit node and, then through the inertia route. Observe
that, after reaching Bob, the communication continues in a dummy fashion. This is
represented by the dashed trait of the arrow. Finally, thanks to the cover-traffic burst
generated by the terminal node, the response reaches the exit node and, then, Alice
(arrow (4)). Note that, the communication is dummy until Bob (the dashed trait of

the arrow (4)), inserts in the cover traffic the actual response.

2.4 Security Analysis

In this section, we sketch a security analysis of our solution. We start by defining the

threat model.
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Assumptions Al.

Rings are built in a way that the background knowledge does not allow the ad-
versary to have more information than the sender’s uniform distribution. A1 refers
to the realistic case of nodes associated with end users. A similar assumption cannot
be done for recipients in the case of web traffic [246], whereas it is valid for P2P
applications.

Adversary Model.

We consider a global passive adversary able to monitor all the traffic of the net-
work and to passively control the DS system. This means that each of the nodes
can be compromised to the extent that the adversary can observe all the incoming
and outcoming traffic from the node as well as the content of DS requests and DS
responses.

Security Properties.

We study the security properties sender anonymity and recipient anonymity. Ob-
serve that if one of them is satisfied, then also relationship anonymity holds. Accord-
ing to [219], the anonymity of a given item of interest (sender, recipient, relation-
ship, etc.) is guaranteed if the adversary cannot sufficiently identify the item in the
anonymity set. We observe that we reach this objective when the success probability
for the adversary is &, where K is the size of the rings because K can be realistically
set to a sufficiently large value such that the above probability refers to an unlikely
event.

Regarding Onion, it is well-known [93] that neither sender anonymity nor re-
cipient anonymity is guaranteed in the global passive adversary model. Indeed, the
attacker can observe the traffic from the sender (identifying it) by compromising
the first relay node of the Onion circuit. Similarly, the recipient can be identified by
compromising the last node of the circuit. Moreover, due to the timing attacks, also
the relationship anonymity is not satisfied in Onion.

Now, we analyze sender anonymity for our protocol. We recall that each node can
send a message only after receiving a container from the previous node in the ring.
When a container is forwarded between two nodes, it is encrypted with probabilistic
encryption both if it is filled (i) and if it is empty (ii). The only way for the attacker
to distinguish (i) from (ii) is to observe the size of the container. However, this is
prevented by padding properly the empty container in such a way that it has the
same size as the filled container. Observe that, the probabilistic encryption scheme
ensures that, when a sender encrypts more times the same empty container, each
encryption results in a different ciphertext. This way, even if the adversary stores
any of these ciphertexts, it is unable to understand if a new ciphertext, sent from

such a sender, is a filled container or just another empty container. Therefore, the
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sender cannot be detected when it fills the container. Consider now the DS request,
which is preliminary to the communication. The way in which such a request is
performed ensures that it is not possible to link the initiator of the request even
if the adversary controls the DS system. Indeed, the request does not contain any
information about the initiator and it is sent through the ring until the exit node
and from the exit node to DS. This latter replies to the exit node, and the initiator
receives the reply through the ring. By Assumption Al, since the senders follow
a uniform distribution, we obtain that the adversary can break sender anonymity
with probability &, where K is the number of nodes in a ring. Thus, the adversary
can break relationship anonymity with probability bounded by %

Finally, consider recipient anonymity. The adversary knows that the recipient
is one of the nodes in the path from the exit node to the last node, but it does
not know where the node is. If we assume uniform destination distribution (oc-
curring when P2P applications are considered), the adversary can break recipient
anonymity with probability %. In the case of skewed destination distribution (occur-
ring for example in Web-browsing), the probability that the adversary identifies the
recipient is higher than %, since some recipients are more likely to be chosen than
other recipients. Therefore, the more skewed the destination distribution, the less re-
cipient anonymity is. However, independently of recipient anonymity, relationship

anonymity is guaranteed with uncertainty at least & thanks to sender anonymity.

2.5 Discussion and Limitations

The protocol presented in this chapter has the objective to introduce the reader to
the concepts of ring and Onion routing, which will be exploited in the next chap-
ters. Indeed, even though the idea presented at a high level solves the problem of
anonymity against a global adversary, several aspects should be better investigated.
First, the security analysis is just sketched and a more formal analysis should be
conducted. No implementation is provided and no experimental validation is per-
formed. For example, it is not clear how to set the size of the containers. Indeed,
the basic Onion routing approach used requires a size that increases linearly with
the length of the path. This may result in an intolerable size. Furthermore, when DS
replies to the sender with the public keys of other K users, the size of this message
may be very high. Another aspect not addressed in this protocol is fault tolerance
taking into account what happens when some nodes fall. The next proposals over-

come all the above drawbacks.



Providing Tor with sender anonymity against a global

adversary

Tor is the de facto standard used for anonymous communication over the Internet. De-
spite its wide usage, Tor does not guarantee sender anonymity, even in a threat model in
which the attacker passively observes the traffic at the first Tor router. In a more severe
threat model, in which the adversary can perform traffic analysis on the first and last Tor
routers, relationship anonymity is also broken. In this chapter, we propose a new protocol
extending Tor to achieve sender anonymity (and then relationship anonymity) in the most
severe threat model, allowing a global passive adversary to monitor all of the traffic in the
network. We compare our proposal with Tor through the lens of security in an incremental

threat model. The results of this approach are published in a research paper [43].

3.1 Introduction

The Tor overlay network [258] is the most popular anonymous communication pro-
tocol used for low-latency network applications. It is the state-of-the-art implemen-
tation of the Onion protocol [108]. Tor is based on two concepts: relay nodes (also
called Tor routers) and layered encryption. Relay nodes act as proxies in an Onion
route. Each relay node receives its message from the preceding one and forwards it
to the next, until the destination is reached. Differently from random walk [230], the
route is deterministic and chosen by the sender. Moreover, the message is wrapped
through layered encryption, which the sender can apply by knowing the crypto-
graphic keys of all the relay nodes of the route. This way, each node is able to drop
an encryption layer, and can see the address of the next relay node to which the
still encrypted message should be forwarded. Eventually, the message with only one
layer of encryption reaches the destination. According to this scheme, each node in
the route only knows the address of the preceding node and the address of the next
node. Therefore, by design, the first relay node knows the address of the sender.
Sender anonymity is then not supported if we allow the adversary to control the first

relay node. The practical impact of this weakness is that sole collaboration with an
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Internet service provider allows the adversary to detect that a user is utilizing the
Tor system. Sender anonymity is obviously broken in a severe threat model with
a global passive adversary, able to monitor all the traffic in the network. Anyway,
breaking sender anonymity is not enough to nullify the final goal of the protocol,
which is relationship anonymity. Indeed, the aim of Tor, as in general happens for
an anonymous communication network, is to prevent the adversary from detecting
that a given sender is communicating with a given recipient. Consider that, despite
the fact that anonymity services are often used for criminal purposes, there are a
lot of ethical applications of anonymous routing, including censorship resistance.
However, relationship anonymity can be broken in Tor in a global passive adversary
model. As a matter of fact, Tor is vulnerable to many passive attacks [209, 150], al-
lowing traffic de-anonymization. It can be easily recognized that if the adversary can
monitor the traffic at the bounds of the Tor circuit (i.e., the first and the last router),
traffic analysis attacks break relationship anonymity [219, 211], thereby fully de-
anonymizing the communication.

The solution proposed in this chapter aims to overcome the above drawbacks of
Tor, by achieving sender anonymity (in the sense of communication k-anonymity [274])
in the most severe threat model, in which a global passive adversary is allowed,
which monitors all the traffic in the network. Recall that sender anonymity is enough
to guarantee relationship anonymity, as stated in [219]. Therefore, we obtain effec-
tive protection for users’ privacy.

The approach we use to obtain sender anonymity in Tor exploits the concept of
ring, introduced in Chapter 2, to hide the sender within an anonymity set of poten-
tial senders arranged circularly. To prevent the adversary from detecting the initiator
of the communication, we equip the ring with cover traffic that the senders can op-
portunistically use to send their messages, by filling one or more circulating tokens.
Thanks to probabilistic encryption, empty and filled tokens are indistinguishable
from the adversary. The route Tor is then built from a proxy node of the ring to
the destination. The adversary can see that a node of the ring is working as a proxy
node, but it is not able to understand which node the sender is among the nodes of

the ring. Traffic analysis attacks are not possible due to the cover-traffic mechanism.

3.2 Overview of the Tor Network and Notation

In this section, we introduce the notation used to describe our proposal. Moreover,
we provide an overview of the Tor protocol by introducing only the aspects relevant
to the solution proposed in this chapter. Further details can be found in Section 4.2

of Chapter 4.
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We start with the notation. For both symmetric and public-key encryption, we
denote by Ex(M) the encryption of a message M with key k. Similarly, we denote
by D¢ (C) the decryption of the ciphertext C with (symmetric or public) key k. Even
though we do not explicitly highlight this aspect, the encryption we consider is only
probabilistic, in such a way that, for an eavesdropper, two different encryptions of
the same message are unlinkable.

The Tor network is an overlay network, based on TCP/TLS connections, consist-
ing of multiple relay routers called Onion routers (OR). Each client runs locally an
Onion proxy (OP) which establishes a virtual circuit of ORs to communicate anony-
mously with the destination. To build a circuit, the OP periodically contacts a trusted
server called Directory Server (DS) that keeps the information about the state of the
network and provides the OP with router descriptors of the ORs. These router de-
scriptors contain the IP addresses and the public keys of the ORs, along with their
network information, such as the bandwidth. Then, the OP selects, according to
some strategies, a number n of OR relays that form the virtual circuit. By default,
n = 3. The first OR is called the entry router, the second the middle router, and the
last the exit router. Once the three ORs have been selected, the OP starts a set-up
phase to build the virtual circuit. This phase is performed in such a way that each
OR only knows the previous and the next node of the path. Moreover, in this phase,
the OP exchanges some messages with the ORs, which include some Diffie-Hellman
(DH) parameters, to share a secret key. These messages are encapsulated into control
cells of a fixed size of 512 bytes. Since the OP has to be sure about the authenticity of
the ORs, the DH parameters are encrypted by using the public keys of the ORs. At
the end of this set-up phase, the OP shares a secret key with each OR. These keys are
used by the OP to encrypt (symmetrically) in Onion fashion the messages intended
for the destination. Once the circuit is established, the OP sends the messages to the
destination encapsulated into relay cells of size 512 bytes. These relay cells include a
header of 3 bytes in plaintext plus 11 bytes encrypted for the exit router. Therefore,
the effective payload is 498 bytes.

3.3 The Proposed Protocol

In this section, we describe our protocol, which achieves sender anonymity even in
the most severe threat model including a global passive adversary. We denote by
(client) nodes the nodes that collaborate in the protocol without playing the role of
Tor routers. Senders are among the client nodes. Moreover, we have in the network

n, destination hosts, which are distinct from client nodes and Tor routers.
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The description of the protocol is given in three main steps. The first step is de-
scribing the ring manager and the token-based mechanism. Some management func-
tions are illustrated, along with the basic mechanism for implementing anonymity
for the sender. The second step is describing the set-up phase. This is the phase in
which keys are exchanged, the setting of further parameters is executed and cover
traffic is established. This is a preliminary step to make possible anonymous com-
munication, which is explained in the last step of the description, denoted as com-

munication phase.

3.3.1 Ring Manager and Token-Based Mechanism

In this section, we describe the basic mechanism of our approach that allows us to
provide the sender with anonymity against a global passive adversary.

We assume the presence of a ring manager (RM) that partitions the nodes of the
network in several rings.

The ring manager selects the nodes forming a ring in such a way that the back-
ground knowledge does not allow a possible adversary to have more information
than the uniform distribution of senders. In other words, given a ring, any node of
the ring is potentially a sender (with no probability bias). This is achieved by select-
ing, for a given ring, hosts belonging to the same, even large, geographical region.

A ring is a sequence of k nodes such that each node has exactly a preceding (prec,
for short) and a next node. In our setting, each node only knows its prec and its
next node. Several messages, called tokens, move through the ring. There are two
kinds of tokens. The first type is used in the set-up phase. The second type is used in
the succeeding communication phase. The detail will be discussed next. Tokens are
filled by senders to deliver their messages to a proxy node, which, once a Tor circuit
is established, sends them to the destination host. To obtain that any eavesdropper
is unable to distinguish an empty token from a filled token, each node encrypts the
token with a symmetric key shared with its next node.

RM maintains, along with the next node, the public keys and the network ad-
dresses of each node of the network. For each ring, each belonging node receives
from RM the set of the public keys of the other nodes of the ring, and among these
keys, the information about which is the public key associated with the next node in

the ring. We assume that RM is a centralized entity.

3.3.2 Set-Up Phase

The first purpose of this phase is to exchange a set of symmetric keys between the
nodes of a ring. These keys will be used to encrypt the messages without requiring

the complexity of public-key encryption.



3.3 The Proposed Protocol 29

We first introduce some notation. Given a ring, we denote by rq,...r, the k nodes
forming the ring, in order. Given a node r;, we denote by next(r;) the next element in
the ring, that is, 7(jok+1), Wwhere % is the operator mod. We denote by PK,, the public
key associated with the node r; and by addr(r;) its network address.

Now, we can describe how key exchange is executed. This is done in detail next.
We have two kinds of key exchange. The first is aimed at providing each node with a
symmetric key shared with the next node. These keys are used to implement hop-by-
hop encryption when messages turn in the ring. This key exchange is called forward
key exchange, and it is described in detail next, in Section 3.3.2.

The second kind of key exchange is aimed at obtaining key sharing between the
sender and the proxy node. However, since both roles of sender and proxy can be
played by all the nodes in the ring, the key exchange mechanism involves every pair
of nodes. Synthetically, each node of the ring exchanges a symmetric key with the
other k — 1 nodes. Observe that, even though a key is exchanged between two nodes
A and B, a different key will be exchanged between B and A. Indeed, the two keys
will be used for different purposes depending on whether the node plays the role
of sender or proxy. Therefore, the two keys are called the sender key and proxy key,
respectively. A requirement of this phase is that, if A exchanges a key with B, Blearns
nothing about the network address of A. The detail of this mechanism, called sender
and proxy key generation, is provided next, in Section 3.3.2. Since the above keys will
be included in special tokens, before describing the key generation mechanism, we

describe, in Section 3.3.2, how such tokens are arranged.

Forward Key Exchange

Each node r; receives from RM the set Q of the public keys of the nodes of the ring it
belongs to, addr(next(r;)), and among Q, the information about which public key is
associated with next(r;) (the associations of the other keys with the proper network
address remain unknown to r;). The address of the next node will be used to forward
tokens.

Initially, each node r; exchanges a symmetric key called forward key with its next
node. This key is used only to encrypt the token hop-by-hop. In detail, each node
r; generates a public DH parameter y; and encrypts it with the public key PK,.rtr,),
obtaining C = EpK”exf(ri)(yi). C is sent to next(r;) (we recall that r; knows add(next(r;)).
The latter decrypts y;, generates the forward key k,, and replies to r; with its public
DH parameter 9,,.(r,) along with the hashed value H(k;,) (in plaintext). In summary,
each node r; shares a forward key k,; with its next node, and the tokens can be prop-

erly encrypted hop-by-hop.
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Token Generation

After exchanging the forward keys, at a given time ¢y, each node r; generates k — 1
empty tokens and sends them to its next. In turn, next(r;) forwards the tokens to its
next, and so on. Each token is encrypted by r; with k, ; then it is sent to next(r;), which
decrypts it with k,,, processes the token, re-encrypts it with k;,.(,,) and forwards it
to next(next(r;)).

The structure of these tokens is the following: (F,PDH, R, H) where F is a flag
denoting whether the token is empty (F = 0) or filled (F = 1), PDH is a field contain-
ing a public Diffie-Hellman parameter (possibly encrypted), R is a random playing
the role of identifier and H is a hashed value (the exact meaning of these fields will
be clear in the following). Observe that PDH, R and H are meaningful only if F = 1.
The tokens are born with F = 0. Therefore, at the beginning, there are k(k — 1) empty
tokens turning in the ring.

Starting from a time t; > ty, each node r; waits a random time 0;, and then fills

the first available empty token, as explained in the following.

Sender and Proxy Key Generation

First, F is set to 1. Then, r; selects a random public key PK,]. from Q\{PK,}. r; selects
its public DH parameter y;; and encrypts it with PK;, thus obtaining Cj; = EpKrj (vij)-
Then, PDH is set to C;;. R is set to a random value used by r; to reply with its public
DH parameter, which is needed by r;. This DH parameter is used in the construction
of the key that r; will use to send a message by using r; as a proxy. This key k;; is
called the sender key for r; (with respect to r;), and the proxy key for r; (with respect
to r;). Finally, H is filled with random bits.

The token T is encrypted by r; with k;, by obtaining Cr = Ey (T). Then, Cr is sent
to next(r;).

When Cr reaches next(r;), it decrypts Cr, by obtaining T, and since F = 1, it
tries to read the field PDH = C;; of T. If next(r;) # rj, next(r;) is not able to decrypt
such a field, and then it re-encrypts the token with the forward key kj.(r,) shared
with next(next(r;)) and forwards the token. The token moves through the ring until
it reaches r;. At this point, r; decrypts C;; and obtains y;;, with which it generates
the key k;; which is shared with r;. The token is filled as follows. F remains set to 1.
PDH is set to gj;. y;; represents the public DH parameter of r; that will be used by r;
to generates the key k,-j. R remains unaltered, and finally, H is set to the hashed value
H(k;;). This new token moves through the ring until r;. Observe that all the nodes

between r; and r;, after decrypting the token with their forward keys, understand
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that the token is used to reply to a node, but are unaware of the sender and the
recipient of this token.

When r; receives the token, it identifies the token as a reply of r; thanks to the
random R. Then, r; can generate the key k;; as r;. This token is then dropped by r;.
Finally, r; drops from the set Q the node r;. Note that any external observer only
knows that a key was exchanged by a given node r;, but does not know with which
node.

The entire process (which started at time t;) is repeated k — 2 times, until all k;,
are exchanged.

When all the k(k—1) tokens are disposed of, each node r; owns (in addition to the
forward key) two symmetric keys k;; and k;j; shared with each other node r; of the
ring. The key k;; represents a sender key for r;, since it is used by r; when has to send
a message by selecting r; as a proxy node (see next section). On the other hand, k;;
represents a proxy key for r;j, since it is used by r; when playing the role of a proxy
node.

In Figure 3.1, the sequence diagram of the set-up phase is depicted.
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Fig. 3.1: Sequence diagram of the Set-up phase.

3.3.3 Communication Phase

In this section, we describe the core of our protocol, which is the communication be-
tween a sender and recipient. We remark that the communication is bi-directional, in
the sense that we address both the request and the response. We split the description
of the communication phase into three parts. The first part is the structure of tokens
in which messages are encapsulated. Observe that these tokens are different from
those used in the set-up phase, which we described in Section 3.3.3. After describing
the structure of the tokens, we show how tokens are generated (see Section 3.3.3.

Finally, in Sections 3.3.3 and 3.3.3, we describe how anonymous communication is

established between a sender and a recipient.
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Structure of the Token

As in the set-up phase, in the communication phase, a token-based mechanism is
enabled. We assume that a given number of tokens move through the ring encrypted,
hop-by-hop, from one node to the next, with the forward key exchanged in the set-up
phase.

The structure of a communication-phase token is the following: (F, HID,CI, DA, P).

In Figure 3.2, an expanded description of this structure is reported.

| HASHED IDENTIFIER (HID) (32) |

Fig. 3.2: Structure of the token.

As the communication phase is the core of our protocol, we describe in detail
how the token is organized. Its size is 539 bytes, of which 41 are reserved for the
header, and 498 for the payload. The size of the payload is set to the same value as
the size of the payload of the relay Tor cells.

First, we describe the meaning of the field F. It is composed of two bits (even
though we reserve 1 byte for this field), with the following possible meanings: 00
means empty token; 01 means token reserved for a given communication identifier;
and 10 means that it is used for a message. A token in the state 01 (reserved) or 10
(used) is said to be filled.

During the description of the protocol, which we provide next, the meanings of

the remaining fields are clarified.

Token Generation

Consider now the process of token generation. When a token is generated by a node
re, the fields are set as follows. F is set to used (i.e., 10). r, picks randomly from
the set Q (where Q is the set of all the public keys of the ring) a public key, say
PK,p, associated with the node r,. The field HID is set to H(PK,p). It is used as
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an identifier to allow r, to recognize that this token is intended for it. Finally, the
field DA includes the encryption S with t