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Abstract

Electronic monitoring is a viable approach to controlling sex offenders and making the environment safe for victims. Two
technologies are currently being adopted: RFID and GPS. Both technologies aim to detect the proximity between the offender
and the victim and alert the relevant authorities in real time. However, the security of the system adopted is a key issue,
given the risk to the victim’s safety. In this paper, we analyze the existing approaches from the perspective of security, in
case of possible misbehavior of the offender. The theoretical analysis shows that GPS is the best choice when high security
requirements are desired. In fact, radio frequency attacks are possible for RFID, endangering the victim. However, when
GPS is adopted, privacy issues become critical. In particular, when considering a victim moving around the territory, it is
unacceptable to track them even with the goal of offering protection. To overcome this drawback, we propose a GPS-based
solution that does not allow the victim’s location to be revealed unless the offender is nearby, thus finding a solution that

advances the state of the art.

Keywords Electronic monitoring - Privacy - GPS - Crime fighting

1 Introduction

In recent years, due to the increasing number of crimes
committed and prison overcrowding, many efforts have
been made to identify appropriate legal measures to address
the above problems. In the case of crimes in which the
safety of a victim is threatened by a sex offender, if for
the offender imprisonment is not applied, alternative mea-
sures are applied, such as restraining orders. According to
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a restraining order, the sex offender cannot get closer to the
victim (or areas of potential victims) beyond a given distance.

These alternative measures can profitably exploit tech-
nology [1, 2] in order to make the environment safe for the
victim. In particular, electronic monitoring (EM) is used to
monitor the movements of the offender according to the order
issued by the court, thanks to the use of a device worn by the
offender (and the victim) [3]. Obviously, the use of a moni-
toring tool leads to great advantages [4—6], as the police can
constantly check whether the offender is complying with the
restraining order imposed by law.

Two different types of restrictions can be imposed: inclu-
sion or exclusion zones. An inclusion-zone order defines the
area in which the offender must be located. For example,
this order may be applied in combination with the house
arrest measure. Exclusion zones define the zones in which
the offender should not enter. A typical exclusion zone is the
victim’s home. We refer, in cases like this, to static exclusion
zones. There can also be a dynamic exclusion zone when the
restraining order prohibits the offender from approaching the
victim beyond a certain distance.

Observe that, in the context of location tracking technolo-
gies, we refer to the two main technologies, namely Radio
Frequency (RF) [7] and Global Positioning System (GPS)
[8]. They can also be used in combination. In both cases, mon-
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itoring is under observation by the law enforcement agency
(LEA). This means that the LEA can verify that the offender
complies with the area indicated by the restraining order.

However, the security of the system adopted is a key issue,
given the risk to the victim’s safety. Only if the victim can
rely on a reliable EM system, they can effectively lead a life
free from the compression of their basic rights. Apart from
hardware or software failures, which are beyond the scope
of this paper, the EM system can be considered reliable in a
broad sense if the functional requirements are achieved even
in the case of of dishonest offender’s behavior.

In this paper, we analyze EM from the perspective of secu-
rity, identifying a gap in existing techniques in the case of
of dynamic exclusion zones, which is the most critical case
from the point of view of victim privacy.

The general analysis is done by defining a theoretical
framework (see Sects.3 and 4) in which functional, secu-
rity, and privacy requirements are jointly considered. From
the analysis, it emerges that for all types of EM but in the
case of dynamic exclusion zones, current approaches are
appropriate. In contrast, for dynamic exclusion zones, func-
tional requirements would be securely achieved only with
GPS-based approaches. However, unlike the case of static
exclusion zones, serious privacy problems arise regarding
the victim. Indeed, the traditional GPS-based approaches
require tracking their movements to detect proximity with
the offender. This is unacceptable from the point of view of
privacy.

The fact that GPS should be used for dynamic exclusion
zones but cannot be used for privacy reasons is a shortcoming
of current systems that we want to overcome in this paper.
Indeed, we propose a privacy-preserving GPS-based solution
that does not allow the victim’s location to be revealed unless
the offender is nearby, thus finding a solution that advances
the state of the art.

The structure of the paper is the following. In Sects.?2,
we describe the literature related to our work. Some basic
notions useful for the comprehension of the paper are given
in Sect. 3 in which we highlight several security requirements
according to the different technologies used for electronic
monitoring. Then, given these notions, in Sect. 4, we compare
RF and GPS-based approaches under the security and privacy
lens. In Sect. 5, we describe our electronic Monitoring system
of Sex Offenders overcoming the privacy issues related to
the victim. The security of the solution is analyzed in Sect. 6.
In Sect. 7, we consider implementation issues for real-world
adoption. Finally, in Sect. 8, we draw our conclusions.

2 Related work

In recent years, the increase in cases of domestic violence
or stalking has led to finding new strategies to protect vic-
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tims. Among the various adopted measures, many states have
approved the use of electronic monitoring (EM) technologies
to supervise sex offenders. Electronic monitoring is a term
that refers to various location control technologies that allow
the management of offenders or prisoners awaiting trial [9].
Indeed, EM has always been used primarily to remove crim-
inals from detention, either as an alternative to incarceration
or a means of post-release supervision.

The use of technology to supervise is not new. It is in
the US that this practice has been initiated [10]. In [11], the
authors show the evolution of electronic offender-tracking
systems, whose origin dates back to the 1960s, thanks to
the study conducted by Ralph Kirkland Gable and William
S. Hurd at the University of Harvard [12]. In the mid-1960s,
early technologies were tested on groups of parolees, released
mentally ill patients, and research volunteers. However, these
devices were large, difficult to hide, and impractical to wear
on a daily basis [13]. In 1987, about 900 people participated
in nationwide electronic monitoring programs in more than
US 21 states [14]. In 1998, that number increased to over
95,000 [15]. By the end of the 2000s, EM was being used
for violent offenders [16]. In 2006, 22 states passed legisla-
tion requiring or authorizing the use of Global Positioning
Satellite (GPS) technology to track sex offenders. In 2009,
there were more than 200,000 GPS and radio frequency (RF)
monitoring devices in use across the United States and the
State court system [17].

Europe has also accumulated a body of experience in the
field of EM of sex offenders [18-21]. For an overview of EM
use around the world, see [3].

Wearable devices are typically used to track people, espe-
cially in the context of e-health [22-24]. In the context of
Electronic Monitoring of sex offenders, two technologies are
currently being used, namely Radio Frequency (RF) systems
and Global Positioning Systems (GPS) systems. The latter,
from a qualitative analysis conducted by the authors of [25],
has shown to be more effective. In this paper, we provide a
formal validation of the above claim.

RF-based technology allows checking if an offender is
located in a specific place (typically the offender’s home)
through signals at a reasonable frequency. Differently, GPS-
based systems allow the collection of the actual location data
of offenders thanks to a device worn by the offender. This
way, the monitoring center can in real-time track the move-
ments of the offender.

In the literature, GPS technology is used in three different
ways: active GPS tracking, passive GPS tracking, and hybrid
systems. Active systems are those systems that transmit real-
time information about the offender’s location to an almost
real-time monitoring center. Differently, passive systems col-
lect location information at a specific time interval and are
sent in an aggregated way to the monitoring center. Finally,
hybrid systems combine both passive and active monitoring
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capabilities, where data is sent after a longer interval of time
with respect to the active system.

The current technologies aim to allow an alternative
to imprisonment, reduce non-compliance and violations of
supervisory conditions, assist offenders in reintegration into
society, prevent future and repeated sexual offenses by
convicted offenders, and increase public safety. The EM tech-
nology used today has greatly improved compared to the past
and allows for an increasingly sophisticated use as a tool for
the management, punishment, and public protection of the
offender. Furthermore, current devices are generally smaller
and can be hidden. However, there are still limitations [26].
A first limitation is represented by the battery life that some
providers have tried to solve by developing a portable charg-
ing pack that can be clipped onto the electronic anklet. A
problem that has not yet found a solution is that of jam-
mers that can be used to block or interfere with both the RF
and the GPS signals. Although it could be possible to iden-
tify when a jammer was used, there is a risk that a crime
will be committed before the jammer is identified, or that
the offender has escaped at that time. In addition, even the
hardware can be damaged or removed, although there are
mechanisms that allow notifying the competent authority in
the event of tampering. This does not prevent offenders who
have successfully removed their label from offending or flee-
ing.

In the context of Electronic Monitoring of sex offenders,
a new problem has emerged. The offender is strictly prohib-
ited from approaching the places usually frequented by the
victim. If the offender approaches the victim or the pawn in
places where there is no prohibition, the electronic bracelet
would be of no use. The device is used exclusively to monitor
the movements of an individual within one or more prede-
fined places, generating an alarm only when the offender
accesses the areas that are excluded. Therefore, some coun-
tries, such as Spain and Italy [27, 28], are adopting a new
approach based on proximity tracking, and it is the scenario in
which the victim is also equipped with an electronic bracelet
to detect the presence of the offender in the immediate prox-
imity. As a matter of fact, the above problem can be related to
the issue of proximity-based services, in which the proximity
of two users or the proximity of a user to a given target should
be detected in order to provide a given service [29-36].

Our paper focuses on this kind of monitoring, which we
call dynamic exclusion zones, as the exclusion zone is virtu-
ally defined as an interdiction zone around the victim, thus
moving with them. We improve the state of the art by enabling
GPS in this kind of monitoring yet preserving the privacy of
the victim. This way, we obtain the increased robustness of
the GPS solution with respect to the RFID, without paying
the intolerable price of continuous victim tracking.

3 Background, threat model, and research
questions

Electronic Monitoring is a tool widely used for more than a
decade to enforce restrictions on the movements of offenders,
according to the order of a court. The order may regard inclu-
sion or exclusion zones. When an inclusion zone is imposed
on the offender, they are enforced not to leave this zone. In
the case of exclusion zones, the offender is not allowed to
enter these zones. Examples of restrictions of the first type
are the house arrest measure, or the restriction limiting the
movements of the offender within the area of a given city.
Examples of the second type are the denial for the offender
to approach certain places, such as schools or sport-clubs
for pedophiles, or to approach the house of the victim (and
other places attended by them too) for general sex offend-
ers. In the latter case, also the denial to approach the victim,
independently of the place in which they are placed, is also
possible.

Therefore, we can identify three different security require-
ments, which we denote as:

1. SIZ: inclusion zones, which are necessarily static;
2. SEZ.: static exclusion zones;
3. DEZ: dynamic exclusion zones.

The technologies used to implement EM are basically two
(possibly used in combination):

e Radio frequency (RF) The offender is equipped with a
tamper-proof tag worn on an arm or on an ankle, which
plays as a radio frequency transmitter. The tag is active
and the signal has an action range of the magnitude of
100 ms.

e Global positioning system (GPS) GPS is the geosta-
tionary satellite system allowing GPS devices to detect
continuously the position coordinates and, thanks to an
on-board SIM card, to communicate them to a server. In
this case, the GPS device is a tamper-proof tag worn on
an arm or on an ankle of the offender. The coordinates
are sent to the provider of the service, which we assume
to be a telephone service provider (TSP)—as it happens
in Italy, and/or the law enforcement agency (LEA).

Let us see how the two technologies can be used to achieve
the above security requirements. For each security require-
ment, we consider the two technologies.

e SIZ (static inclusion zones)

— SIZ with adoption of RF. In the case of RF, the inclu-
sion zones should be tagged with non-tamperable and
non-removable RF receivers equipped with a SIM
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card. The restriction imposed on the offender is veri-
fied if the signal is received. In the absence of a signal,
the restriction is considered violated. RF is suitable
for SIZ only for limited areas. In practice, this system
is adopted for house arrests.

— SIZ with adoption of GPS. In the case of GPS, the
inclusion zones are trivially identified by TSP/LEA
and, then, the respect of the restriction can be checked
by computing the distance between the tracked coor-
dinates of the offender and the borders of the zones.

e SEZ (static exclusion zones)

— SEZ with adoption of RF. In the case of RF,
the exclusion zones should be tagged with non-
tamperable and non-removable RF receivers equipped
with a SIM card too. The restriction imposed on the
offender is verified if the signal is not received. If the
signal is received, then, the restriction is considered
violated. RF is suitable for SEZ only for limited areas.
In practice, this system is adopted to guarantee that
the offender keeps far from the house of the victim
or their office.

— SEZ with adoption of GPS. In the case of GPS, the
exclusion zones are trivially identified by TSP/LEA.
Similar to the case of SIZ, the respect for the restric-
tion can be checked by computing the distance
between the tracked coordinates of the offender and
the borders of the zones.

e DEZ (dynamic exclusion zones)

— DEZ with adoption of RF. In the case of RF, the only
difference with respect to SEZ, is that the receiver is
a portable removable device kept by the victim.

— DEZ with adoption of GPS. In the case of GPS, the
system could be implemented by equipping also the
victim with a GPS tracker, and, then, by continuously
computing the distance between the coordinates of
the victim and the coordinates of the offender. How-
ever, in most countries, a similar measure would be
unacceptable from a privacy point of view [37, 38].

In the context above, we study the security issues aris-
ing from the possible malicious behavior of involved actors.
Specifically, we consider the following threat model. We can
assume that spoofing and impersonation are not possible.
Therefore, messages sent by the offender can be assumed to
come from the legal device and cannot be tampered with.
Moreover, we can assume that the offender-side device and
the RF receivers (except for DEZ) are not removable. How-
ever, we cannot assume that the offender (playing as an
attacker) is not able to inhibit the transmission of the RF/GPS-
coordinates messages. Indeed, a jamming attack [39-41] is
always possible. Consider that, the absence of a GPS sig-
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nal could also derive from physical obstacles (thus not from
malicious behavior of the offender).

Under the above threat model, these are the possible
attacks/anomalies to consider:

e RAT: an attack performed by the offender on the RF
transmission;

e GAT: an attack performed by the offender on the GPS
transmission;

e GF A: the case in which the GPS signal is obscured by
an accidental physical obstacle.

The research problems we study in this paper is the fol-
lowing.

e RQ1. How RF and GPS can be compared in terms of
security and privacy in the considered threat model?

e RQ2. Can we find a new solution that overcomes the state
of the art?

4 RF and GPS under the security and privacy
lens

In this section, we study the first research question (RQ1)
introduced in the previous section.

We start by formalizing the security policies that should be
adhered to by the electronic monitoring system. We schema-
tize the policies by defining the following predicates.

e S1 is the predicate stating that an RF signal is received
by the receiver.

e G P isthe predicate representing the reception of the GPS
coordinates TSP/LEA-side.

e D] isthe predicate stating that the tracked position of the
offender is inside the inclusion zones in the case of GPS.

e DO is the predicate stating that the tracked position of
the offender is outside the exclusion zones in the case of
GPS.

e AL is the predicate representing the alarm state, which
results in some intervention from the side of the LEA
(e.g., call to the offender, call to the victim, the arrival of
the police at the victim and at the offender).

e OK means that no violation is detected so that the state
of the victim is assumed to be safe.

From a logical point of view (as it will be clear later), it can
be realized that the closed world assumption can be adopted,
so that =AL cannot be considered in general equivalent to
O K, and vice versa.

The security policies are the following. We distinguish the
security policies per adopted technology (RF and GPS).
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e SIZ with RF technology

-SI — AL

SI — OK M
Indeed, if the RF signal is not received by the receiver,
then the alarm is generated because the offender is
assumed to be outside the inclusion zone. Conversely,

no anomaly is detected if the signal is received.
e SEZ and DEZ with RF technology

SI — AL

-SI — OK 2)
Indeed, if the RF signal is received by the receiver, then
the transmitter is close to it (close to the victim, in the case
of DEZ), thus within the exclusion zone. Therefore, the
alarm is generated. Conversely, if no signal is received,
the offender is assumed to be outside the exclusion zone.
Therefore, no anomaly is detected.

e SIZ with GPS technology

-DI — AL
DI — OK 3)
-GP — AL

The first implication just states that when the GPS coordi-
nates of the offender are received, the alarm is generated
if those coordinates are not within the inclusion zone.
Conversely (second implication), no alarm is generated
if the detected location of the offender is within the inclu-
sion zone. The last implication refers to the case in which
the offender’s device does not transmit any coordinate.
In this case, the alarm is raised.
e SEZ and DEZ with GPS technology

-DO — AL
DO — OK 4
-GP — AL

The first implication just states that when the GPS coordi-
nates of the offender are received, the alarm is generated
if those coordinates are within the exclusion zone. Con-
versely (second implication), no alarm is generated if the
detected location of the offender is outside the inclusion
zone. The last implication refers to the case in which the
offender’s device does not transmit any coordinate. In
this case, the alarm is raised.

Now, we study the security of the two systems in the threat
model defined in the previous section.

We can write the following implications to formalize the
above attacks/anomalies.

RAT — —=S1
GAT — =GP
GFA —- =GP

First, consider the case of RF, and, then, the RAT attack.
According to (1), for SIZ, =SI — AL. Then RAT — AL.
This is a good behavior of the model.

Instead, for SEZ, DEZ, from (2), we have that =S —
OK.Then, RAT — OK. This represents a serious vulner-
ability of the security policy in the considered threat model
because the general objective of the protocol (the safety of
the victim) is not reached. Indeed, the case of RAT can rea-
sonably coincide with a physical attack of the offender on
the victim.

Now, we test whether the security policies stated below in
the considered threat model guarantee the safety requirement
in the case of GPS.

Here, the attacker can perform a GAT attack. In this
case, GAT — —GP, but, according to (3) and (4), for all
the requirements (i.e., SIZ, SEZ and DEZ), it holds that
—GP — AL. Therefore, GAT — AL. Similar reasoning
can be done in the case of GF A, and for G FA we have the
same implication as GAT (i.e., GFA — AL).

Therefore, the security policy is then safe, because no
safety failure occurs, even though some false alarms are pos-
sible (i.e., in the case of GFA).

From the analysis above, we should conclude that, in the
case of sex offenders, in which the security requirements are
SEZ and DEZ, RF is not adequate and we should adopt GPS.

However, also privacy requirements should be considered.
In particular, GPS can be certainly adopted for SEZ because
the GPS coordinates of the exclusion zones are static, but for
DEZ, it would require victim tracking, which is not accept-
able from the privacy point of view and not compliant with
the most legal systems [37, 42, 43].

On the other hand, DEZ is much more effective than SEZ,
since it allows permanent protection of the victim, also when
they move from predetermined locations (such as home and
office).

As a conclusion of the analysis, we can observe that GPS
is, in general, better than RF under the security lens. Con-
versely, when privacy is taken into account, the superiority of
GPS cannot be exploited in the most challenging case (i.e.,
DEZ) because leads to intolerable privacy problems.

5 How to improve the state of the art

In this section, starting from the analysis provided in the
previous section, we study the research question RQ2, as
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defined in Sect. 3. Specifically, the aim of this section is to
understand how we can adopt a GPS-based solution without
facing the privacy and legal issues identified earlier. Obvi-
ously, any privacy-preserving GPS-based solution can be
combined with an RF solution to have a backup system, but,
from a logical point of view, it does not increase the security
of the electronic monitoring solution. Indeed, if the attacker is
performing simultaneously RAT and GAT, RF cannot help
us to distinguish the case of GAT with exclusion violation
on the victim from the case of GAT without exclusion viola-
tion (that could drastically change the urgency of the police
intervention). Similarly, RF cannot help us to distinguish the
case of G F' A with exclusion violation from the case of G FA
without exclusion violation for the same reason.

As a first step, we describe a mechanism that we use for
mapping the territory according to a grid-based approach.
Our solution relies on this mechanism.

5.1 Grid-based approach

The solution proposed in this work is grid-based [44—46].
This requires that the territory is organized as a grid com-
posed of cells of a certain shape (squares, hexagons, circles,
etc.). In our approach, we consider squares cells overlap-
ping each other covering the entire territory in which the
victim and offender move. This structure is at the basis of the
mechanism allowing the detection of the proximity between
offender and victim at a distance less than that allowed by
the restraining order.

Furthermore, since different restraining orders may require
different distances, we implement a hierarchical grid organi-
zation including different levels, to allow distance modula-
tion. Higher levels correspond to higher distances. Through
this organization, the law enforcement agency may set the
distance in the electronic monitoring system to be compli-
ant with the restraining order. This is done by selecting the
proper level in the hierarchy.

More formally, we design a hierarchical spatial index
based on the concept of quad tree [47] and partially resumed
in [48], in which also overlapping is enabled at each level.
We call this structure shifted quad tree (SQT). A quad tree is
atree in which each internal node has exactly four children. It
can be used to partition a 2-dimensional area into regions of
different sizes. Specifically, the entire area is associated with
the root of the tree and it is partitioned into four regions, each
associated with a child of the root. Recursively, each region is
partitioned into four regions and so on. The smallest indexed
regions are associated with the leaves of the tree.

We denote by 0 the level corresponding to the leaves of
the SQT and by £ the level corresponding to the root (i.e., k
is the maximum level).

We start by describing the level 0, by referring to Fig. 1.
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Fig.1 Level O of the SQT

Consider two grids (one black and the other red) composed
of square cells, initially coinciding and shifting the red one
across the left-bottom diagonal by the half diagonal of the
square. The result is depicted in Fig. 1. Each cell (black or
red) corresponds to a leaf of the SQT and it is identified by the
coordinates of its center. We denote such a pair of coordinates
as centroid.

It is easy to see that this structure satisfies two proper-
ties: (1) the victim/offender is always simultaneously within
two cells and (2) if the distance between the victim and the
offender is less than half of the length of the side of the cell,
then they have at least one cell in common. Therefore, the
level O corresponds to the minimum safety distance equal to
half of the side of a cell.

To enable greater distances, we leverage the same shifted
structure at higher levels. To understand the mechanism, we
show as the level 1 of the SQT is implemented.

Consider just the black grid of level 0, reported for clarity
in Fig. 2. The four adjacent black cells «, 8, y, § are aggre-
gated into a cell blue of level 1, say A. At this point, we take
the four black cells €, y, ¢, n of level 0 and aggregate them
into a green cell of level 1, say B. Observe that B can be
viewed as the cell A shifted across the left-bottom diagonal
by the half diagonal of the square (similarly to level 0). The
above procedure is applied to the entire level 0, by taking
(four by four) the other adjacent cells, thus completing the
level 1.

At the end, we obtain two grids, one blue, and the other
green shifted in the same way as the black and red grids, but
with greater size of the cells (twice the size of the cells of
level 0).
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Fig.2 Level I construction of the SQT

At this point, the same procedure can be iterated to build
the level 2 starting from the blue grid, and so on, until the
desired roots (to have a forest of SQTs).

The SQT-based grid organization of the territory will be
exploited in our protocol to identify the proximity of the
victim and offender. This is done by enabling the periodical
sending from them of the centroids of the cells they belong
to (once the level of the SQT is set). The server will detect
the proximity in the case of common centroids.

However, allowing the sending of centroids as plaintext
would disclose the position of the victim. This would be
intolerable from a privacy point of view. Even sending a cryp-
tographic hash of the centroid is not resolutive, because the
size of the domain of centroids is not enough large to pre-
vent the reverse of the digests. To avoid this, we combine
our grid-based approach with a tag-based (see Sect. 2) mech-
anism, to make available an unpredictable value, associated
with a point in space and over time used as a salt when digests
are generated. This way, reversing is prevented.

In the literature [49], by tag, we can refer to Bluetooth
IDs, Wifi IDs, military codes in GPS, audio signals, LTE,
and atmospheric gases.

In our protocol, we choose to implement the salt mecha-
nism by relying on the collaboration of a telephone service
provider (TSP), which transmits the salts through the cellular
network. In this approach, we exploit cellular cells to iden-
tify a region of the space in which, for a given time interval,
a random salt, with a suitable rounding protocol, is period-
ically sent in broadcast to all the devices belonging to this
cell. We organize the tag mechanism in a hierarchical way,
where level 0 is represented by the physical TSP cells and, at
higher levels, we set suitable cells (by aggregating underlying
cells) that we call virtual TSP cells. With the term tag-cell,
we generically denote either physical or virtual TSP cells.
Specifically, tag-cells of level k are obtained by aggregating
tag-cells of level k — 1, as described in the following.

Before discussing it, we deal with the problem of possible
misalignment, at each level of the hierarchy, between the grid
and the tag-cell structure.

Indeed, it may happen that a grid cell is cut from a tag-
cell. In this case, two users belonging to the same grid cell
could receive two different salts, thus compromising prox-
imity detection.

To avoid this, we implement a mechanism to obtain tag-
cells that include entirely grid cells of the same level, thus
preventing the above drawback. This is obtained with levels
greater than O by construction, just by aggregating tag-cells
of a lower level to obtain tag-cells of the successive level that
include entirely grid cells of the same level.

At level 0, we have to face the problem that physical TSP
cells have a fixed size that cannot modulate to adapt to our
solution. To solve this problem, at level 0, we introduce a
tailored mechanism.

We assume that the grid cells of level 0 have a size of the
same order of magnitude as the physical TSP cells or they are
smaller. This is not an abstraction since TSP cells currently
deployed on the territory have at least a coverage area of at
least 200 ms (picocells).

At level 0, our mechanism works as follows. Each TSP
antenna broadcasts:

1. A primary salt in its coverage area (physical TSP cell),
and

2. the primary salts of the adjacent TSP antennas. These
salts are called secondary salts.

Then, each user receives a set of salts of level 0. It is easy to
realize that, two users in the same grid cell of level O receive
at least one salt of level 0 in common.

For a generic level [, we require that the same salt be
provided in the entire tag cell of level /. To do this, the TSP
broadcasts the same salt of level / in all the physical TSP
cells forming the tag cell of level /.

To conclude this section, we summarize the information
captured by the users and exploited in the protocol presented
in Sect.5.2.

Consider the offender S and the victim V at a distance less
than half of the length of the side of the cells of level /.

1. S detects two centroids CIS and Cf and V detects two
centroids C IV and C2v such that at least one between C IS
and C coincides to one between C} and Cy .

2. S detects a set of salts of level [ Rg and V detects a set
of salts of level [ Ry such that Rg N Ry # @.

The importance of the above information will be clear in
Sect.5.2.

5.2 The proposed protocol

In this section, we propose our solution that gives an answer
to research question RQ2 defined in Sect. 3. First, we define

@ Springer
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all the involved actors, and then we describe the protocol on
which the solution is based.
The actors are:

e Victim V: the person who is under the threat of a sex
offender.

e Sex Offender S: the person who threatens the safety of the
victim and who is, therefore, under police surveillance.

e Law Enforcement Agency L: a central entity that moni-
tors S and is authorized to collect and handle data and
information about them. No monitoring threatening pri-
vacy is allowed to L regarding the victim, except in case
of emergency.

As discussed in Sect. 5.1, in addition to the above actors,
also the Telephone Service Provider (TSP, for short) has a
role in the solution, consisting of the periodical sending of
salts in the territory.

To implement our solution, we leverage the SQT structure
introduced in Sect.5.1. Suppose L received a court restrain-
ing order specifying d as the minimum distance that the S
must maintain with respect to V. According to this distance,
L sets the proper level / of the SQT. Specifically, / is selected
as the minimum level such that, denoting by x the length of
the side of its cells, it holds that x > 2d.

Now, we describe how the solution is implemented by con-

sidering separately the offender-side equipment and actions
and the victim-side equipment and actions.
Offender. The sex offender will be equipped with a special
portable GPS tracking device running our application and
embedding also a SIM card. The device is tamper-evident and
includes non-accessible memory areas. As already happens
in adopted electronic monitoring systems, the device is worn
on the ankle (or on the arm) of the offender and is equipped
with a battery unit.

We want to observe that standard GPS localization may
present some flaws in terms of accuracy in the case of indoor
positioning. However, as reported in [50], it can be used in
combination with other already available technologies. For
example, the combination of GPS and PDR (Pedestrian Dead
Reckoning) [51] enables localization for both indoor and out-
door environments.

The following information is inserted by L at the set-up
phase into the non-accessible memory area:

e [ Dg: An ephemeral identifier of the sex offender.
e [ Dy: An ephemeral identifier of the victim.
e [: The level of the SQT selected by L.

Furthermore, some information is periodically received by
the SIM card and the GPS receiver, and allows the applica-
tion to compute further information to send to L via cellular
communication, leveraging a cryptographic hash function #.
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Fig.3 Sequence diagram of the offender-side actions

Specifically:

e The SIM card receives all the salts transmitted by TSP in
that location.

e The application selects the salts associated with level /.
Denote by Rg the set of these salts.

e The GPS receiver obtains the coordinates G g identifying
the position of S.

e The application computes, starting from Gg, the cen-
troids C IS and Cg of the cells of level / which S belongs
to.

e For each salt R and for each centroid C, the application
computes adigest H = h(R||C||IDy||I Ds). We denote
by Hg the set of the thus computed digests.

e Finally, S sends (Hg, Gg) to L.

The sequence of the actions performed offender-side is
summarized in the sequence diagram of Fig. 3.
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Victim. The victim should not be provided with dedicated
devices. They can use their personal smartphone equipped
with our specific application.

The same information stored in the offender’s device is
inserted by L at the set-up phase into the smartphone of the
victim:

e [ Dg: An ephemeral identifier of the sex offender.
e [/ Dy: An ephemeral identifier of the victim.
e [: The level of the SQT selected by L.

The application runs a sequence of actions very similar to
those executed offender-side:

e The SIM card receives all the salts transmitted by TSP in
that location.

e The application selects the salts associated with level /.
Denote by Ry the set of these salts.

e The GPS receiver obtains the coordinates Gy identifying
the position of V.

e The application computes, starting from Gy, the cen-
troids CIV and Cg/ of the cells of level / to which V
belongs.

e For each salt R and for each centroid C, the application
computes adigest H = h(R||C||I Dy||I Dg). We denote
by Hy the set of the thus computed digests.

e Finally, V sends (Hy) to L.

The sequence of the actions performed victim-side is sum-
marized in the sequence diagram of Fig. 4.

Observe that V does not send the GPS coordinates Gy to
L, but only the non-reversible digests. This preserves their
privacy.

At this point, some actions are performed server-side by
L.
Law Enforcement Agency. L receives (Hg, G g) from S and
(Hy) from V.

Then, it performs as follows:

e [ computes Hsy = Hg N Hy.

e If Hgy = J, then no action is needed and L waits for the
next tuples from S and V.

e Otherwise (i.e., Hsy # (), the proximity between V
and S is detected. Therefore, the following actions are
performed:

— L, who knows V’s mobile number, sends the alarm
to V and also communicates the exact location of S
so that V can move away in the opposite direction.

— Once the alarm is received, the app of V will respond
with an acknowledgment and provide its exact Gy
location to facilitate the possible intervention of the
police that can reach both V and S.

salts

Select salts

<__'Rs

Obtain coordinates
eIl
Compute centroids

T<__21Cy and CY

For each salt R and centroid C’)}

Compute digest

Fig.4 Sequence diagram of the victim-side actions

The sequence of the actions performed by the Law
Enforcement Agency is summarized in the sequence diagram
of Fig.5.

6 Security analysis

Through this section, we discuss the security guarantees
offered by our proposal.

We refer to the notation introduced in Sect.5.2.

Our analysis is performed in terms of Security Properties.
SP1: If V and S are at distance less than d, an alarm is
triggered by L.

This property refers to the correctness of the protocol.

We show that this property is guaranteed by our solution.

Indeed, regardless of the distance between V and S, V
sends L the tuple (Hg, Gg). Since S is equipped with a non-
tamperable device, such a tuple may not be correctly provided
only if the GPS receiver is not able to detect the GPS signal.
‘We observe that, as discussed in Sect. 3, the absence of a GPS
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Fig.5 Sequence diagram of the Law Enforcement Agency-side actions

signal can occur in two cases. Either the offender performs
a jamming attack on the GPS signal or the GPS signal is
obscured accidentally by obstacles. However, in both cases,
if L does not have the information from S, the alarm is trig-
gered.

Now, consider the case in which the tuple (Hg, Gg) is
correctly provided by S to L. We recall that d is the distance
selected by the court order. Moreover, L selects alevel / of the
SQT corresponding to cells of size x, such that x > 2d. As
illustrated in Sect. 5.1, this implies that two users at a distance
less than % share at least a cell. Therefore, if V and S are at
a distance less than d, then they share at least a centroid, say
C.

Furthermore, the introduction of the tag-cells ensures that
V and S receive at least one common salt, say R, since
they share a cell. Then, they compute the same digest H =
h(R||C||IDy||IDs). Therefore, the set Hsy = Hg N Hy
includes at least H. This condition triggers the alarm.

SP2: L knows the position Gy of V if and only if their
proximity with S is detected.

@ Springer

This property refers to the privacy feature offered to V.
In our threat model, we assume L is honest-but-curious, in
the sense that it performs legally the step of the protocol, but
attempts to leak the privacy of V.

We show that this property is guaranteed by our solution.

Concerning the if-part, by definition of the protocol, when
the proximity between V and S is detected, V voluntarily
provides their coordinates Gy to L.

Consider now the only if-part. According to the assump-
tion, L is honest-but-curious. Therefore, we assume L
attempts to discover the position of V from the informa-
tion provided by them. The only information V sends L is
the set of digest Hg. Each element H € Hy is in the form
H = h(R||C||IDy||IDg). From H, L may attempt to dis-
cover C, as it represents approximate information about the
location of V.

Even though L knows I Dy and I Dg, the presence of the
salt R prevents dictionary attacks performed on the domain
of the centroids. Therefore, L is not able to reverse the hash
function and detect C.

7 Implementation issues for real-world
adoption

In this section, we discuss some possible hardware and soft-
ware technologies to adopt for a real-life implementation of
our proposal.

7.1 Hardware components

The offender tracking device should include:

e Microcontroller: A microcontroller (e.g., STM32) to
run some operations of the protocol written in the flash
memory.

e GPS module: A high-sensitivity GPS receiver to ensure
accurate outdoor positioning. For example, the u-blox M8
receiver may reach an accuracy of about 2m. We observe
that distances of restrictive orders vary from country to
country and from case to case. However, typical distances
are above 100m.!" 2- 3: 4. 5 Therefore, 2ms of accu-
racy are sufficient to minimize false positives (where
the system incorrectly identifies the offender as being

! https://www.courts.ca.gov/1260.htm.

2 https://lisagelman.com/domestic/domestic-violence-restraining-
orders-legal-principles/.

3 http://poems-project.com/wp-content/uploads/2015/02/Spain.pdf.

4 https://www.avvocatoflash.it/blog/diritto- penale/cosa- vuol-dire-
ordinanza-restrittiva.

> http://poems-project.com/wp-content/uploads/2015/02/Estonia.
pdf.
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Table 1 Examples of distances for restrictive orders in different coun-
tries

State Distance (m)
United States (California) 100
Canada (Ontario) 500
Spain 500
Italy 500
Estonia 100

nearby) and false negatives (where the system fails to
detect the offender’s proximity). In Table 1, we report
some examples of distances for restrictive orders in dif-
ferent countries.

e PDR system: An inertial measurement unit (IMU) such
as the MPU-9250 to complement GPS data for accurate
indoor positioning. It can achieve accuracy for indoor
positioning in the order of centimeters [52, 53].

e Communication module: A GSM/3 G/4 G LTE module
(e.g., Quectel EC25) for data transmission.

e Tamper detection hardware: Examples include co con-
ductive traces or pressure sensors.

e Power supply: A rechargeable battery with a capacity
of at least 2000 mAh to ensure a day’s operation, with
low-battery alerts.

The victim should have:

e A portable device: Concretely, a smartphone with GPS
enabled.

The Law-Enforcement Agency should have:

e Backend server: A robust server infrastructure to han-
dle data reception, detect proximity, and alert generation.
This infrastructure can be implemented through cloud
platforms such as AWS or Azure.

7.2 Software components

The software running in the offender hardware is directly
written in the flash memory and performs the following oper-
ations:

e Retrieve the offender position through the GPS Module
and PDR System.

e Retrieve the salt through the Communication Module.

e Compute the digests through a secure cryptographic hash
function (e.g., SHA-256)

e Encrypt the digests before sending them to the backend
server. A robust encryption function such as AES-256
should be adopted.

e Transmit the (encrypted) digest to the backend server
through the Communication Module.

The software running on the victim’s portable device per-
forms the same operations as the software of the offender.
However, it is not written in the flash memory of a micro-
controller.

Realistically, the software is an application running both
on Android and IOS systems.

7.3 Salt distribution

One of the aspects to cover in more detail is the technology
adopted by the TSP to transmit the salt. In this section, we
propose two possible alternatives leveraging standard proto-
cols.

Cell broadcast service (CBS) CBS is a method of GSM/3 G/
LTE networks designed for simultaneously sending mes-
sages to multiple users in a specific area. It’s often used for
emergency alerts.

In this case, the salt can be embedded in a CBS mes-
sage and broadcasted to all devices in a specified area. The
advantage of this approach is that minimal modifications are
required to the standard.

Dedicated network signaling Another possibility is to use
an existing signaling protocol (e.g., System Information
Block (SIB)) to include the salt.

In this case, the SIB messages should include an additional
field for the salt. The base stations broadcast them to all
devices within a cell.

If the frequency of transmission of SIB messages is com-
patible with that of the salts, the advantage of this approach
is that it does not require additional messages to transmit the
salt.

For both the approaches, the salts should be encrypted to
prevent tampering.

7.4 Scalability issues

One of the aspects to consider is whether scalability may
be a concern for our protocol. We preliminarily observe that
in [50], a grid-based solution based on the transmission of
digests to detect proximity is adopted in the context of dig-
ital contact tracing. Therein, the authors show that a simple
personal computer, equipped with a 1.8 GHz Intel 17-8850
CPU and 16 GB of RAM, can manage an area including up
to 300,000 users.

Clearly, the domain considered in this paper (sex offender)
includes (hopefully) a much smaller number of users than the
contact tracing domain.
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For example, according to®, in the US, Texas has the
largest list of registered sex offenders in 2023, with over
100,000 individuals. Therefore, a simple server with no par-
ticular computation capability is sufficient to implement our
solution in an entire State.

We can conclude that scalability problems cannot affect
our proposal.

8 Conclusion

In this paper, we propose a GPS-based solution for electronic
monitoring preserving the victim’s privacy. The choice of
GPS in place of (or in combination with) other alternatives as
RFID, arises from a detailed analysis of the security require-
ments that have to be achieved. The result of this analysis
shows that GPS represents the better choice when high secu-
rity is required. However, current solutions involving GPS
are not adequate since they present serious privacy issues. To
solve this, we implement a more complex solution involv-
ing a hierarchical grid-based approach and the collaboration
of a telephone service provider. Through our approach, the
victim does not send in clear GPS coordinates, but just an
obfuscated form of them. The disclosure of the position of the
victim is allowed only in the case the offender is in their prox-
imity. This shows that our solution allows both to preserve
the privacy of the victim and the effectiveness of electronic
monitoring to safeguard the victim. As future work, we plan
to implement the solution and test it in a real environment.
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