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Abstract: Nowadays, there is an increasing demand for cloud-based remote
clinical services, both for diagnosis and monitoring. The COVID-19 pandemic
has dramatically amplified this need. E-government programs should quickly go
towards the expansion of this type of services, also to avoid that people (especially
elderly) renounce treatment or adequate health care. However, to be effective,
latency between IoT medical devices and the cloud should be reduced as much
as possible. For this reason, fog computing appears the best approach, as part of
the elaboration is moved closer to the user. However, some privacy threats arise.
Indeed, these services can be delivered only based on secure digital identity and
authentication systems, but the intermediate fog layer should learn nothing about
the identity of users and the link among different service requests. In this paper,
we propose a concrete solution to the above issue by leveraging eIDAS-compliant
digital identity and by including a cryptographic protocol to provide anonymity
and unlinkability of user’s access to fog servers.
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1 Introduction

The use of information technology and communication to improve the delivery of
information and services to citizens is one of the main goals of e-government. Remote
clinical services, which consist in the digital transmission of medical information for remote
medical diagnosis and monitoring, are assuming a very important role, also due to the
increasing need determined by the COVID-19 pandemic (Durgadevi & Kalpana, 2020;
Koti et al., 2020). This claim is widely recognized, even just by referring to remote patient
monitoring, which allows continuous, real-time, non-invasive monitoring through wearable
devices that wirelessly transmit patient information to a healthcare entity.

Therefore, e-government programs should devote a lot of resources to the development
of these services, which give considerable benefits to public health, also beyond the
emergency we are living.

Large-scale services, especially those requiring a certain server-side computational
load, must be thought of as services provided under the cloud paradigm. For massive and
ubiquitous remote clinical services, it would be anachronistic not to use this approach,
because a traditional client-server solution does not scale (Abraham et al., 2020).

Moreover, cloud-based solutions give many other advantages: the reduction of the size
of data centers, the dynamic adaptation of power computation for peak times and low-use
times, the improvement of worker collaboration by allowing dispersed groups of people to
meet virtually and share information in real-time, the availability of data and applications
independently of the part of the world where a worker is.

However, in the case of remote clinical services, there is a specific issue to consider.
Indeed, the latency between IoT medical devices and providers is critical. Therefore,
standard cloud-based architectures are not the best solutions.

To overcome this issue, fog computing has been proposed (Bonomi et al., 2012): it
extends the cloud close to the device that produces or generates the data, exploiting its
network connection, storage, and computing features. In this case, the device is known as a
fog server, and examples include switches, routers, cameras. The literature has shown that
fog computing is the most promising solution to reduce latency without renouncing to the
cloud paradigm (Gharami et al., 2019; Yousefpour et al., 2019; Naeem et al., 2019; Mahmud
et al., 2018): indeed, this approach allows a user to communicate only with the closest
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fog server, which queries the cloud only when this is necessary. Moreover, by designing a
suitable scheme for moving user’s requests from a fog server to another fog server when
a user moves, we can enhance the user’s mobility (Luan et al., 2015). In fact, mobility is
another important feature to take into account in our application setting.

Besides the numerous advantages such as efficiency, low-latency, resource-load
optimization among others, some security issues should be considered in the context of e-
health, especially remote clinical services (Khan et al., 2017). For this reason, the provision
of services should be done by adopting strict security measures, among which the user’s
identification with a high level of assurance. Therefore, strong mechanisms to manage
digital identities and authentication should be used by the cloud provider. However, in a
solution adhering to the fog computing paradigm, there is an intermediate layer to consider,
also from the security and privacy point of view. Indeed, the layer between the cloud and
user introduced by fog computing belongs to third parties that should be not aware of the
real-life identity of users as well as the content of their interactions with the provider, even
though users have to be authenticated by fog server to allow service delivery (Braeken,
2018; Ibrahim, 2016; Buccafurri et al., 2019). Also, the possibility for a fog server to link
different (even anonymous) interactions would be an intolerable privacy leakage.

In this paper, we provide a solution to the above trade-off by proposing a fog-computing-
based approach for remote clinical services, which guarantees the security level and the
technological features introduced by the eIDAS Regulation (Mocanu et al., 2019) for the
identification and authentication of users. Indeed, this approach can solve the security issues
related to the access to a service relying on fog computing (Salis et al., 2019). The privacy
threats introduced from the fog middleware are contrasted by using a cryptographic protocol
that supports anonymity and unlinkability while ensuring strong authentication.

The solution presented in this paper takes origin from the proposal given by Buccafurri
et al. (2019), which basically focuses on the security of the device authentication by allowing
a device to be authenticated by a fog server without sharing any secret and using the same
credential for any fog server. However, the solution given by Buccafurri et al. (2019) is not
secure in the adversarial model of honest-but-curious fog servers considered in this paper
because the authentication with the fog server is based on the user identity. In fact, this
paper overcomes the above drawbacks.

This paper is structured as follows. Fog computing and the state of the art are discussed
in Section 2. In Section 3, we introduce some concepts that are the basis of our solution.
In Section 4, we present the considered scenario and define the individuated security
problems. The previous solution proposed by Buccafurri et al. (2019) is presented in 5.
Its improvement, which represents the core of our contribution, is presented in Section 6.
Section 7 is devoted to the security analysis of our proposal. Section 8 provides a specific use
case to show the potentialities of our proposal. Finally, we draw our conclusion in Section
9.

2 The concept of Fog Computing and State of the Art

Cloud is migrating to the edge of the network, and the components of the network are
aligning towards a virtualization infrastructure, called fog computing. Fog computing
extends the cloud computing paradigm to the edge of the network and facilitates innovative
applications and services for IoT devices (Bonomi et al., 2012). This emerging model
provides the end-users with some advantages such as mobility, low latency, and location
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Figure 1 An example of Fog computing architecture.

awareness related to a widespread geographical distribution of nodes. These advantages are
suitable for a wide number of applications in the fields of Smart Cities, Grid or Wireless
Sensors, and Actuators Networks.

As mentioned above, fog computing cooperates with cloud computing. In Figure 1, it is
represented a scheme of the three-layers infrastructure made of the cloud and fog computing,
and the end-user.

Fog computing faces new security and privacy challenges besides those derived from
cloud computing. Mukherjee et al. (2017) observe that the existing security and privacy
measurements for cloud computing cannot be directly applied to fog computing due to its
features. Indeed, the surveys (Khan et al., 2017; Yi et al., 2015b) individuate the security
challenges and give the corresponding solutions about trust and authentication, network
security, secure data storage in the fog computing technology. These papers face up different
security areas and highlight the recommendation to take among main applications such as
healthcare systems, vehicular networks and road safety, video stream processing.

In a fog computing application, the users’ privacy has to be preserved: particularly,
location privacy and usage pattern privacy are two very relevant issues. Although these two
problems have been studied and addressed for various applications, the study (He et al.,
2017) provides a solution to maintain the best possible delay and energy consumption
performance, still considering the privacy protection of users.

Zhang et al. (2018) identify the access controls problems related to fog computing
technology: users must be authorized by the cloud or the fog servers to access a resource or
a service, and at the same time, fog servers and cloud need to be authenticated reciprocally.
Access control models are presented to highlight their application and their aim of protecting
user’s privacy and ensure system security in an environment of fog computing.

Yi et al. (2015a) underline that the access of fog computing services and resources needs
to be authenticated and authorized. The solution they provide is a prototype fog computing
platform, evaluating users’ privacy awareness in order to preserve them from some known
attacks. Account hijacking is an attack based on social engineering, in which, after having
stolen credentials, an attacker simulates the victim’s behavior in the network. On the other
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hand, considering the access to a fog server, the insider threat is a malicious threat (Stolfo
et al., 2012) that involves an internal actor of an organization who could gain the network
access with no fair intentions.

Fog computing applications are growing, and the requirements of fog platforms have to
be diversified for the specific needs. The study (Ahmed et al., 2019) presents a representative
collection of actual or proposed solutions based on the fog computing paradigm. By dividing
the proposals into categories, the authors highlight the specific features that fog platform
designers can follow during the development of the application.

Nowadays, the number of connected IoT devices is rising challenges into various sectors,
such as healthcare, energy, smart cities, education. The presence of these different types
of devices and technologies connected simultaneously raises some problems. A relevant
aspect to be addressed is the security related to safe and reliable operations of IoT-connected
devices. As Ramesh et al. (2017) suggest, identity-based cryptography (IBC) plays a
promising role in IoT: a feasibility study of the applicability of IBC in IoT is proposed.

Yousefpour et al. (2019) propose some solutions to improve current security systems
and protocols and aim at addressing security and privacy challenges in fog computing.

The authors of Salis et al. (2019) propose a smart hub to provide real-time information
in a public environment, such as an airport, and based on fog computing. They analyze the
security and privacy issues to provide users with good service. The eIDAS Regulation is
taken into account as a possible option to carry out the registration at the system.

A lightweight privacy-preserving data aggregation scheme is proposed in (Lu et al.,
2017). The authors demonstrate that this scheme is privacy-preserving and resistant to false
data injection from external attacks. An approach against stolen-device attacks is proposed
by Braeken (2018). A Physically Unclonable Function enables secure authentication and
message exchange among the IoT devices, and the proposed scheme provides identity-based
authentication and repudiation and achieves an efficient key agreement between two IoT
devices connected to the same authentication server.

Fog computing presents many advantages (Stojmenovic & Wen, 2014) for different
scenarios, such as smart traffic lights and connected vehicles or software-defined networks.
The authors focus on a man-in-the-middle attack, in which gateways used as fog servers
may be compromised or replaced by malicious ones. Indeed, the attacker takes control of
gateways and even of victims’ communications, and, then, exploits cascading vulnerabilities
related to users and fog infrastructure.

Inside a platform that provides a carpooling service, users’ sensitive information could
be disclosed at the expense of their privacy. In order to address this issue, a solution based
on fog computing is proposed by Li et al. (2018). Specifically, the authors highlight the
privacy and security aspect of the solution: a private blockchain is used to store carpooling
records. Platform users, such as passengers and drivers, perform anonymous authentication
and encrypt data before transmission.

It is evident that fog computing and its security issues are relevant topics in the literature.
To the best of our knowledge, the solution we propose is the first one (1) exploiting eIDAS-
compliant digital identity for the identification and authentication, and (2) preserving privacy
and unlikability of users among different fog servers.
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3 Background

In this section, we recall some concepts related to our proposal, which are digital identity,
eIDAS Regulation, and Public System for management of digital identity (Buccafurri et al.,
2019).

A digital identity is the core information about an individual, organization, application,
or device that exists online. This term also denotes aspects of civil and personal identity.
Furthermore, the entire collection of the information generated by a person’s online activity
is linked to her/his digital identity.

The eIDAS Regulation (Electronic Identification Authentication and Signature) (Marina
Kirova, 2019) aims to ensure full interoperability in Member States for electronic signatures,
identification, and authentication services. Each Member State maintains its electronic
identification systems, which have to be accepted by all other member states. The eIDAS
Regulation gives European citizens the possibility to access online services of other
EU countries (university services, banking, public administration services, other online
services) using the same credential. All Member States have to notify one eID scheme to the
European Commission, which is published in the Official Journal of the European Union.
Estonia, for example, has already notified its eID scheme to the European Commission.
Estonia has long-term experience in using electronic authentication, and in the technical
document about the Estonian eID scheme (Estonian eID scheme: Digi-ID, 2018), the digital
certificate of identity concept is highlighted and treated deeply.

In Italy, the Public System for management of digital identity, named SPID (SPID
Sistema Pubblico di Identità Digitale, 2019), has been designed in compliance with eIDAS
Regulation, and it allows access to online services of the Public Sector with a single
credential set. A user can use SPID credentials for education, public administration services,
health systems, and many other services. There is a high number of services enabled by SPID,
and nowadays, they are growing in different online areas. In general, an eIDAS-compliant
eID offers various advantages related to the secure cross-border authentication through
different current eID schemes in Europe. The eIDAS key benefits are interoperability, also
on the legal side, and security and trust, because of the validity of transactions made across
borders.

4 Scenario and problem formulation

In this section, we present a general scenario and define the security problems our proposal
solves.

Generally, fog servers can acquire and process data sent from authorized users: for
example, if a user is near a fog server, she/he can decide to communicate with this server
instead of the cloud. When a user moves from a fog server to another fog server, the service
used by the user can be provided by the latter fog server after verifying the authorization of
the user.

In the considered scenario, we can identify the following actors:

• Users, who are the owners of processed data.

• Users’ devices, which are health devices, typically wearable, generating user data.

• Cloud servers, a group of computers connected over the Internet, providing storage
and computing power available on-demand by users.
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• Fog servers, a middle layer between the cloud and the users, enabling efficient data
process. Fog servers do not know each other and could be untrusted.

• The Identity Provider, an entity that creates, maintains, and manages the user’s identity
information and provides an authentication service. Note that users can have different
digital identities, for example, issued by different Identity Providers: this is encouraged
to increase system resilience. Clearly, in the case of multiple identities, a user chooses
the Identity Provider to use for authentication.

The problem we face is to strengthen classical solutions of fog computing by achieving
the following objectives:

1. the solution should be resistant against stolen-device attacks, which occur when an
adversary has the physical possession of the device of the victim so that device-based
authentication can be performed successfully. For example, in the literature, there exist
several solutions that exploit Physical Unclonable Functions (PUFs), which are low-
cost primitive exploiting the unique random patterns in a device and are applied for
secure key generation and key agreement (Braeken, 2018).

2. for privacy reasons, a fog server should not know the identity of the user exploiting
the service;

3. again for privacy reasons, the unlinkability of the accesses of the user to the same fog
server in different moments should be guaranteed.

5 Previous Solution and Improvements

In this section, we briefly describe the solution presented in (Buccafurri et al., 2019) on which
our proposal is based. Figure 2 depicts the solution in the considered scenario. First, the user
contacts fog server B (Step 1), and an Identity Provider is used for authentication: the user
exploits her/his digital identity for authentication with fog server B. In particular, fog server
B authenticates the user by an eIDAS-compliant scheme (Steps 2-4). If the user completed
authentication, the Identity Provider ensures the user log-in and prepares a response that
includes the assertion containing the user’s authentication statement intended for the fog
server. This response is returned to the user by the Identity Provider and forwarded to fog
server B (Step 5), which verifies that the authentication succeeded. In the positive case, the
user’s data are moved from fog server A to fog server B. This operation consists of different
phases: initially, the fog server B makes a data request to the cloud server (Step 6) which
forwards this request to the fog server A (Step 7); then, fog server A transfers the user’s
data to the fog server B (Step 8), which communicates with fog users.

With regards to the three objectives defined in Section 4, we note that the proposal
presented in (Buccafurri et al., 2019) reaches only the first objective (i.e., it is resistant
against stolen-device attacks), but fails with respect to objectives 2 and 3. In this paper, we
provide an improvement of (Buccafurri et al., 2019) by defining a technique that is able to
guarantee users privacy by preventing fog server from knowing user’s identity (objective
2) and from linking different accesses of the same user to the fog server (objective 3).
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Figure 2 The solution presented in (Buccafurri et al., 2019).

6 Our Solution

In this section, we describe our proposal to improve the security of fog computing in a
scenario of mobility and in which the users’ privacy is considered a relevant issue. Although
the chosen application setting is that of remote clinical services, in principle the solution can
be considered from a more general point of view. As a matter of fact, no different real-life
application setting mixes all the features that motivate our research.

The solution we present exploits anonymous credentials, which allow an entity to prove
statements about itself and its relationships with other entities anonymously.

We suppose that users are provided with their public digital identity to perform the
authentication by the cloud and fog servers in an eIDAS compliant scheme. Indeed, the user
is provided with a pair of 〈username, password〉, and these credentials are used to access a
service or a resource granted by service providers (cloud or fog server).

We introduce the notation used in the following. We define the set F = {f0, . . . , fn},
where f0 is the cloud and f1, . . . , fn are fog servers. Moreover, ID(f) denotes the identifier
of the fog/cloud f .
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We define the element (anonymous) credential as C = 〈ID, exp_time, ID(fo), ID(fd),
C(fo), K, s〉, where:

• ID is the identifier of the credential, which is usually derived from the timestamp of
the issuing.

• exp_time (expiration time) is a determined date or time after which the credential
should no longer be used. The validity of a credential is set on the basis of the specific
application (so that it is not a core aspect in this paper).

• fo and fd are two distinct elements of the set F , which are said (credential) origin fog
and destination fog, respectively.

• C(fo) is the certificate of the origin fog fo. This field is optional and can be set to null.

• K is a public key.

• s is the signature of the credential.

Now, we are ready to present our proposal, whose phases are schematized in Figure 3
and described in the following:

Setup. This phase is carried out at the beginning. Here, the cloud generates a certificate,
based on the standard X.509 (Cooper et al., 2008), for each fog server. A certificate is
signed by the cloud and contains information about the fog server (such as its identifier)
and the fog server’s public key. Each fog server secretly stores the corresponding private
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Figure 4 Credential release phase.

key. Observe that the cloud has a certificate too, which is self-signed and is known by
all fog servers.

Moreover, users generate a digital identity by an Identity Provider. After verifying the
user’s data, the Identity Provider issues the digital identity and access information. The
digital identity is a set of (personal) data containing at least the following attributes
(according to the eIDAS scheme (eIDAS eID Profile, 2016)):

• a string PersonIdentifier, which is an identifier of the digital identity;

• a string FamilyName, the surname of the user;

• a string FirstName, the name(s) of the user;

• a date DateOfBirth, the date and year the user was born.

The user’s access information is a pair 〈username, password〉 that the user will exploit
to authenticate. In general, since there can be more Identity Providers, a user can be
associated with one or more digital identities (for example, for redundancy reasons, in
case one Identity Provider is not available).

CR. In this phase, said Credential Release, the user is authenticated by the cloud and receives
an (anonymous) credential that will be used next. Specifically, the user exploits her/his
digital identity for authentication with the cloud by an eIDAS-compliant identification
scheme.
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The operations carried out in this phase are detailed in Figure 4. First, the user contacts
the cloud to request the credential (Step 1 of Figure 4); then, the cloud sends the user a
request for authentication (Step 2), which is forwarded to the Identity Provider by the
user’s browser (Step 3). The Identity Provider verifies that the received request is valid
(i.e., it is in the expected format and is signed by the sender), and starts a challenge
authentication with the user. The user authenticates by the access information issued in
phase Setup (Steps 4 and 5). If the user completed authentication, the Identity Provider
prepares a response including an assertion, which is returned to the user by the Identity
Provider (Step 6) and forwarded to the cloud (Step 7). In case of valid assertion, the
user authentication successes (Step 8).

Now we explain how this credential is used. Suppose that the user needs to connect
to the fog server f (because it is the closest one). A pair of asymmetric cryptographic
keys (Kp,Ks) is generated: the private key Ks is known by the user, the public key
Kp is also known by the cloud. Moreover, the cloud generates and releases to the user
an anonymous credential in which fo = f0 (i.e., the origin fog fo is the cloud f0),
fd = f , C(fo) is null, K = Kp, and s is the signature of this credential done by the
cloud.

AS. Access to the Service. Once the user has acquired a credential C, she/he can use it
for authentication with a fog server, said f (e.g., the fog server A in Figure 3). First,
the user sends a request to f that includes the credential C described above (Step 1
of Figure 3). Observe that the fog server cannot know the identity of the user from
C, because no identifying information is included in C. The fog server f verifies the
validity of C carrying out the next checks:

1. f extracts the public key of the credential signer fo from the certificate C(fo).
Observe that if fo = f0 (i.e., the certificate has been released by the cloud), the
public key needed for the verification is extracted from the cloud certificate, which
is publicly available. Then, f extracts the signature s and this signature is verified
to guarantee the integrity and authenticity of the credential. In the positive case,
the fog server keeps on the other checks.

2. The credential has a validity time, which, if expired, enforces the deny of the user
request.

3. The fog server checks that the value of ID(fd) in the credential is correct.

4. Each fog server maintains a list of already received credentials so that f checks
that the value of the filed ID of C is not included in this list. Moreover, this ID
is now added to this list.

After the validity of the credential is checked, f randomly generates a value x as a
challenge, encrypts x by the public keyK included inC, and transmits this information
to the user (Step 2), who must return the initial value x, thus proving that she/he was
able to decrypt the challenge (Step 3).

If all the above checks succeed, then the fog server accepts the user’s request and grants
the service (Step 4).

CS. Credential Switch. In a scenario of mobility, it may occur that while a fog server fa
is elaborating the user’s data, the user moves from a point close to another fog server
fb. The user could exploit the current credential to request access to fb. However, in
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this case, the third issue described in Section 4 arises (i.e., we cannot guarantee the
unlinkability of the accesses of the user). The phase credential switch is carried out by
the user to solve this problem. Specifically, a new pair of asymmetric cryptographic
keys (K ′

p,K
′
s) is generated, in which the private one K ′

s is known only by the user
(Step 5 in Figure 3). Then, fa generates a new anonymous credential C ′ in which
fo = fa, fd = fb, and K = K ′

p (Step 6). Now, the user has a new (different) credential
and can exploit this credential to access fb. Clearly, this credential is verified by the
procedure described in phase AS. This way, the fog server fa can authorize the user
to access a service provided by another fog server fb, without relying on the cloud.

By comparing our solution with the one described in Section 5, we observe that the
number of eIDAS-based authentications is reduced since anonymous credentials are used
instead of that authentication. Moreover, the use of anonymous credentials is more efficient
(and less invasive) than eIDAS authentication, because no interaction with the user is needed.

7 Security analysis

In this section, we discuss the security of our solution. We start from our threat model:
we assume that any fog server can be an honest-but-curious adversary (i.e., a legitimate
participant in the system that not deviates from the defined protocol but attempts to learn all
possible information from legitimately received messages (Liu, 2016; Yang et al., 2018)).
We assume no collusion attack occurs (Gu et al., 2019): thus, we do not consider the
possibility that two or more fog servers collude each other to break the security properties.

We observe that all messages and credentials exchanged by the parties are signed by
the sender, which ensures their integrity and authenticity.

Concerning the Requirement 1 listed in Section 4 (i.e., robustness against stolen-device
attack), we observe that the use of digital identity allows us to contrast stolen-device attacks
because we implemented a two-factor authentication (Manzoor et al., 2019): indeed, users
authenticate by something they know (eIDAS password) and something they have (the
device).

The second security property requires that any fog server does not know the identity of
the user using the service: this is guaranteed because the (anonymous) credential defined in
Section 6 does not contain any personal information about the user. Only the cloud knows
this information, and without the collusion with the cloud (as assumed in our threat model),
no fog server can guess the user identity.

The third security property requires the unlinkability of the accesses of the user to the
same fog server in different moments. Concerning this aspect, consider that the credential-
switch phase is carried out to generate a sort of authentication token, which is used to
access another fog server without the need to contact the cloud or to provide any identifying
information. Moreover, since this token changes each time, users accesses are unlinkable,
and no tracking of users is possible.

Observe that, after a phase Credential Switch havingfa as origin fog andfb as destination
fog, when the user accesses fb, the latter might guess that the user comes from fa. To avoid
this, we allow other switches involving further fog servers. This way, the user introduces
obfuscation in such a way that the above information (i.e., the fog server previously used
by the user) cannot be guessed with certainty. An example is provided in Figure 5, where
the user contacts the fog server fc before accessing fb in such a way to simulate to come
from fc instead of the actual fog server fa.
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Note that each fog server stores the credential received by a user to access the service.
This is done to avoid that someone re-uses a credential before the expiration. Moreover,
replay attacks are avoided because an adversary who eavesdrops or intercepts a credential
cannot fraudulently use it to impersonate the user. Indeed, the adversary cannot respond
to the challenge because she/he does not know the private key to be used to decrypt the
challenge.

8 Use case

This section aims to help the reader to understand how our solution works through the
description of a use case that is relevant from the application point of view.

Consider an e-health ecosystem: therein, patients are increasingly becoming central
in healthcare, and the IoT technology can enable this process towards patient-centric
healthcare. Fog computing is a strategic technology able to fulfill the requirements of
computing, real-time interactions, data storage, and network connectivity for the IoT devices
connected to the cloud. Furthermore, fog servers are closer than the cloud to the medical
devices that produce data, thus reducing the latency and traffic towards the cloud (Kumari
et al., 2018; Thota et al., 2018; Kraemer et al., 2017).

In this use case, fog servers process and filter personal e-health data. A user is provided
with an IoT medical device used to monitor and analyze her/his heart rate. The device is
wearable and has limited computation power and resources so that collected data should
be sent directly to the cloud, which analyzes them and provides the user with the required
results of the analysis. By adding the middle layer of fog computing, the elaboration of
such data is carried out closer to the user. However, the adopted solution should offer the
following features:

• for privacy reasons, a fog server should not know the identity of the user exploiting
the service;
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• again for privacy reasons, the unlinkability of the accesses of the user to the same fog
server in different moments should be guaranteed.

The solution proposed in this paper guarantees these two characteristics. Indeed, users
gain access to the fog server through anonymous credentials so that their identities are hidden
to the fog server. The second feature to guarantee concerns unlinkability. We observe that
in the protocol defined in our proposal, users who need to access a service contact various
fog servers during the credential switch phase (see Figure 5). At the end of this phase, an
anonymous credential is returned chosen among the credentials obtained by the fog servers.
Moreover, users can collect as many anonymous credentials as they want; however, they
use each credential only one time to avoid that reusing the same credential makes it possible
to link their accesses and elaborated data.

9 Conclusion

Fog computing is an emerging topic and aims at extending the benefits of the cloud
by improving its effectiveness and efficiency in providing mobile users with data and
applications by exploiting the awareness of their location. However, moving data and
applications from one fog server to another one raises several security and privacy problems.
In this paper, we focused on two privacy issues: a fog server should not know the identity
of the user, and it should be guaranteed the unlinkability of the accesses of the user to the
same fog server in different moments.

We proposed a new approach to solve these problems, which exploits the authentication
mechanism offered by the EU Regulation eIDAS, thus directly exploitable by all EU citizens.
The use of digital identity allows us to contrast attacks of the type stolen-device as shown by
Buccafurri et al. (2019), but in the new solution, the authentication is less expensive for the
user thanks to the use of anonymous credentials. Moreover, anonymous credentials solve
the problem that users do not want to be tracked by every fog server, which is an additional
problem not solved by the state-of-the-art solutions.

The main implication of our study is related to the possibility of offering a solution
for using fog computing in a way that is compliant with the GDPR principles, and, in
particular, with the principle of data minimization, which limits data processing to only data
that are necessary in relation to the purposes for which they are processed. Indeed, in many
applications, knowing the identity of users or linking different accesses of the same user
do not respect the data minimization principles. Thanks to the adoption of our proposal,
a company can exploit the advantages of fog computing keeping the compliance with the
GDPR.

Besides various advantages, a limitation of our proposal is that autonomous devices are
not supported, because no user is present to carry out the eIDAS authentication.

As future work, we are studying how to design a similar and efficient fog server
authentication mechanism in such a way that a user can authenticate the fog server that
will receive her/his data: this is particularly important in the case of health data, which are
sensitive information.
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