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Cybersecurity and Economics

The digital revolution that we have been going through for at least two
decades now has entailed and is entailing a whole series of changes leading
up to the digital transition, which during the pandemic phase of Covid-19,
but also after it, has experienced and is experiencing a strong acceleration.
All these changes have entailed a transfer from the real world to the virtual
world of a whole series of data and information that make their way around
the world on a daily basis via the network. These data and information now
constitute the vast majority (not to say almost all) of those used and dissemi-
nated worldwide. It is tautological that this mass of data and information must
be protected and safeguarded, hence other sectors have developed, such as
cybersecurity, and within it various facets have been identified, going so far as
to activate insurance policies on cyber risks, something that was unthinkable
a few years ago. Among them in recent times, there has been increasing talk
of an aspect that is perhaps little known to the general public, but of extreme
importance for the years to come, namely cybersecurity economics, or the
economics of information security. This is a field of study that focuses on the
application of economic principles to cybersecurity, as it has been realized that
cybersecurity generates costs but also value, as it protects the most important
commodity of our time, or at least one of the most pivotal, namely information
and data.
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Considering that cyber security has become a key concern for organiza-
tions in every sector, economic analysis can provide a useful framework for
making informed decisions on risk management and resource allocation.

When we speak of economics applied to the domains of information se-
curity, we are therefore referring to a vast field of research that moves from
a socio-technical and technological perspective to investigate the following
economic aspects of information security

- budget
- information asymmetry
- governance

- types of goods and services

This investigation is, in turn, aimed at a very specific purpose, namely,
to identify new sustainable policies, regulatory options and best practices that
can improve the cybersecurity posture of players in the digital ecosystem.

In this regard, it should be pointed out from the outset that the economics
of cyber security should be understood as an interdisciplinary field of study
made functional to cyber security and economics.

Authoritative doctrine (1) has attributed to the economics of cybersecurity
the connotation of transdisciplinary (i.e., a synthetic creation that incorporates
works from different disciplines), which treats cybersecurity and economics
as two different, relatively independent systems of thought that interact in a
complex socio-technical system.

And it is precisely the characteristic interaction between the two disci-

plines that allows one to appreciate the level of contamination of one over the
other.
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The study of the economics of cyber security enables decision makers to
make informed and informed decisions that improve guidance in the assess-
ment and management of complex scenarios, ensuring the sustainability of
their governance actions in the digital ecosystem.

Drawing on these insights, cybersecurity practitioners have been able to
respond to many complex problems that have emerged in the cybersecurity
environment over the past two decades.

The academic field of cybersecurity economics is highly interdisciplin-
ary as it combines key findings and tools from disciplines such as sociology,
psychology, law, political science and computer science.

Within the cybersecurity discipline, information security is a term often
used interchangeably with information security.

However, it must be said that computer security goes far beyond infor-
mation security to include the protection of information resources and other
assets, including human and cyber-physical systems.

According to this view (2), also supported by the international standard
ISO/IEC 27032:2012, in information security, a reference to the human factor
usually refers to the human role(s) in the security process.

In information security, however, this factor has an additional dimension,
namely humans as potential targets of cyber-attacks or even humans unknow-
ingly participating in a cyber-attack due to lack of awareness.

The European Information Security Agency (ENISA) has clarified that
there is no need for a definition of cyber security (3) because it encompasses
all practices and standards involving people, processes and technologies with-
in an organization, group or autonomous environments where computers and
cyber-physical systems with valuable data are connected to cyberspace.
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According to ISO/IEC 27002, an asset is anything of value to an orga-
nization

Assets can be classified into different sub-types according to their con-
vertibility (current and non-current assets), physical existence (tangible or
intangible assets) and use (operational or non-operational assets).

With the rapid development of information technology, digital assets
have been recognized as critical parts of organizations.

However, information security is not limited to digital assets. Over the
past decade, the increasing number of cyber-attacks against physical assets
and critical infrastructure (i.e. ex plurimus Stuxnet) has indicated that cyber
security can be labelled as a serious cyber and physical challenge for organi-
zations and governments.

For these reasons, an accurate assessment of resources and assets is cru-
cial to make efficient investments in their protection, capital budgets and
strategic planning.

Much of the published research on the economics of cybersecurity has
focused on the economic evaluation of assets and finding the optimal level of
security investment in organizations to protect those assets.

However, the economics of cybersecurity is not only concerned with
whether an organization is spending enough to protect its resources and
whether the security budget is being spent on the right security measures and
controls, but is also concerned with how a digital ecosystem and its opera-
tional agents function and behave.

The economics of cyber security covers regulatory changes and com-

petitive pressures (e.g. how cyber security can be aligned with broader busi-
ness processes).
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It studies how the allocation of resources by governments and busi-
nesses meets the requirements of creating a resilient cyber environment for
themselves and other agents.

Furthermore, the economics of cyber security focuses on the efficiency
surrounding decisions made as a result of incentives and policies designed to
maximize profit and trust within the environment.

The cyber ecosystem

Among the various topics that cybersecurity economics has triggered
almost as an appendix to it, but instead as a pivotal part, is that of the cyber
ecosystem, within which all stakeholders in this aspect fall, including the
industries in the cyber risk value chain, the risk owners, e.g. companies, but
not only them, also individuals and the public sector, companies dealing with
cybersecurity, and the insurance sector . But let us go in order.

In general, the cyber risk holders are private companies, individuals
and the public sector. According to some scholars, companies also gener-
ate value through the use of information and communication technologies
(ICT) for their business activities, but in the course of these activities, they
may be subject to cyber-attacks. This is why they must be protected and
safeguarded.

Both the specialized literature on cyber risk quantification and the cyber
risk value chain focus almost exclusively on the public and corporate sectors,
leaving out private individuals, whose data and information are important in
some cases even beyond the individual (for whom they are always of pri-
mary importance). Private individuals are therefore increasingly targeted by
cyber-attacks, as they are easier ‘prey’ to attack in many cases, either due to a
lack of knowledge of the problem or due to the use of simple forms of cyber
protection. Individuals are the target of: identity theft, sensitive information
such as credit card numbers and social security .
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According to data provided by the International Data Corporation
(2019), global ICT investments amount to approximately USD 4.9 trillion
in 2020, with an estimated annual growth rate of around 5% until 2023. In-
creasing digitisation has added value to companies and service and product
providers in the area of communication and information technology. This is
why many companies have taken out IT insurance to cover against IT risks.
In this context, providers of IT protection services can also insure themselves
against these risks through an Errors and Omissions (E&O) policy. In this
context, the most common errors are in software or temporary interruptions
in their cloud protection provision, which obviously represent an IT risk for
their customers and a source of liability or fines against them.

The cyber insurance market has gained a lot of momentum since the
mid-2010s and has grown by 30 per cent annually, to reach around USD 6
billion in gross premiums in 2020. For up-to-date data, please visit our Mar-
ket Statistics.

In the field of private insurance, cyber is a very popular and fast-growing
area. It is an area that by its very nature is very risky and often difficult to ex-
plore by definition. One of the most widespread fears is that of a far-reaching
systemic event, just as the same insurers that provide such products are con-
cerned about little-known events, perhaps single ones, but which repeatedly
pose a widespread risk. A veritable market for insurance companies and their
services has been built around this business, with very strong competition
between insurance companies.

The capital market is directly exposed to cyber risks through shares and
bonds. While a cyber incident could cause the shares of a single company
to plummet, as in the case of Marriot in 2018, where the share value fell
by 7% when the breach was announced (see Hermeneut (2018)), a cyber
catastrophe could bring down an entire industry sector and even the entire
world economy. An analysis of such catastrophic scenarios can be found
under 1.2.2 in the cyber-economics.com library. The ILS market as of 2020
(year of the covid-19 pandemic) has become very large (USD 45 billion)(4).
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Fundamentals of Cybersecurity Economics

As with any new field of research, the basic starting point is to identify
fundamental principles from which an articulated body of knowledge can be
built.

The fundamental principles of cybersecurity economics include:

I. Risk management: the main objective of cybersecurity economics is
risk management. Organizations need to make decisions on how to
invest in cybersecurity by assessing the costs and benefits associated
with different risk mitigation strategies. Economic analysis can help
identify the most relevant threats and assess the potential financial or
reputational losses resulting from security breaches.

II. Resource allocation: Resource allocation is a crucial aspect in cy-
bersecurity economics. Since resources are limited, it is necessary to
decide how to allocate them effectively to maximize security. Eco-
nomic analysis can help determine the optimal mix of investments in
security technologies, personnel training, implementation of policies
and procedures, and incident response management.

III. Assessment of costs and benefits: cost-benefit analysis is a central
element of cybersecurity economics. This involves assessing the
costs associated with the implementation of security countermea-
sures, such as the purchase and maintenance of security solutions,
staff training and incident management. At the same time, it is im-
portant to estimate the expected benefits of reducing risks, such as
preventing financial or reputational losses, maintaining customer
confidence and adherence to regulations.

IV. Incentives and disincentives: cybersecurity economics also deals

with the incentives and disincentives that influence the cybersecurity
behavior of organizations and individuals. For example, the costs of
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violations may include fines, legal penalties, loss of customers and
reputational damage. The proper design of incentives can promote
responsible behavior, such as compliance with security policies and
the adoption of preventive measures.

In terms of methods, cybersecurity economics uses several tools and
techniques, including:

a. Decision models: the use of mathematical models and optimiza-
tion algorithms can help evaluate cybersecurity investment deci-
sions. These models can consider factors such as the probability of
breaches, the associated costs and the potential benefits of different
risk mitigation strategies.

b. Cost-benefit analysis: economic analysis is applied to assess the
costs and benefits of cybersecurity decisions. This includes estimat-
ing the direct and indirect costs associated with security measures,
as well as assessing the expected benefits, such as reduced financial
losses, reputation protection and regulatory compliance.

c. Risk assessment: risk assessment is a fundamental method in cyber-
security economics. It consists of identifying and evaluating poten-
tial cybersecurity risks, assessing the probability of occurrence of
damaging events and the associated financial consequences. These
assessments help determine the prioritization of investments and di-
rect resources to the areas of greatest risk.

d. Total Cost of Ownership (TCO) analysis: TCO is a method used
to assess the total costs of an IT security infrastructure or solution
over its entire lifecycle. This includes not only the initial purchase
costs, but also the costs of maintenance, upgrades, staff training and
replacement over time. A TCO analysis allows one to assess the ef-
ficiency of security solutions and make informed decisions on their
implementation.
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e. Incentive models: the use of incentive models is one method to pro-
mote safe behavior. For example, financial incentives or rewards
may be offered for achieving security goals, while disincentives
may be introduced for non-compliant behavior or security breaches.
These models seek to align the interests of organizations and indi-
viduals with cybersecurity goals.

Importantly, cybersecurity economics is an evolving field in which new
principles and methods are being developed and applied to address emerg-
ing cybersecurity challenges. The ultimate goal is to develop strategies and
policies that enable organizations to effectively address cybersecurity threats
while protecting their data, reputation and financial interests.

In cybersecurity economics, fuzzy logic can be applied in several areas,
including:

1. Risk assessment: risk assessment in cybersecurity often involves a
number of factors that are difficult to quantify accurately, such as the
probability of a breach or the financial impact. Fuzzy logic can be
used to represent and manage the uncertainty associated with these
factors, enabling a more flexible and robust risk assessment.

2. Investment decisions: fuzzy logic can be applied to evaluate invest-
ment decisions in cyber security, considering trade-offs between
costs, benefits and associated uncertainties. For example, it can be
used to assess return on investment (ROI) in the presence of partial or
uncertain information.

3. Modelling user behavior: fuzzy logic can be used to model user be-
havior in relation to cyber security. This can provide a better under-
standing of user preferences and actions and allow security policies to
be adapted more effectively.

4. Incident response management: incident response management re-
quires quick and dynamic decisions based on limited and uncertain
information. Fuzzy logic can be used to represent and manage uncer-
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tainty during incident management, allowing a more flexible evalua-
tion of response options.

The application of fuzzy logic to cybersecurity economics enables the
management of uncertainty and imprecision that are inherently present in cy-
bersecurity. This can help to make more realistic decisions by considering a
wider range of factors and adapting security strategies in a more flexible and
adherent way.

The delineation of a fuzzy logic model

Let X, Y and Z be the linguistic variables representing ‘system vulner-
ability’, ‘probability of attack’ and ‘financial impact’ respectively. Each of
these variables can take linguistic values such as ‘low’, ‘medium’ and ‘high’.

Definition of linguistic variables:
X = {low, medium, high} Y = {low, medium, high} Z = {low, medium, high}
Definition of membership functions:

For each linguistic variable, we need to define membership functions that
assign a degree of membership to each linguistic value. For example, we can
use triangular functions to simplify the example:

X_low(x) = triangular(x, 0, 10, 20) X_medium(x) = triangular(x, 15, 25, 35)
X_high(x) = triangular(x, 30, 40, 50)

Y_low(y) = triangular(y, 0, 0.2, 0.4) Y_medium(y) = triangular(y, 0.3, 0.5,
0.7) Y_high(y) = triangular(y, 0.6, 0.8, 1)

Z_low(z) = triangular(z, 0, 100, 200) Z_medium(z) = triangular(z, 150, 250,
350) Z_high(z) = triangular(z, 300, 400, 500)
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Definition of fuzzy rules:

Fuzzy rules determine how to combine linguistic variables to obtain the
desired output. For example:

- If X is high ANDY is high, then Z is high.
- If X is medium AND Y is medium, then Z is medium.

-If X'is low ANDYY is low, then Z is low.
Fuzzy Inference:

Using the defined fuzzy rules, we can apply fuzzy inference to obtain
fuzzy output based on the valuations of linguistic variables. For example, if
we have values of X =25 and Y = 0.5, we can calculate the fuzzy output Z
using the defined fuzzy rules and membership functions.

Defuzzyification:

To obtain a numerical value representing the level of risk, we can apply
defuzzyfication to the fuzzy output obtained. This involves transforming the
fuzzy output into a numerical value representing the overall risk level.

This example illustrates how fuzzy formulae can be used to assess risk
in cybersecurity economics. However, it is important to note that the specific
membership functions, fuzzy rules and inference algorithms may vary de-
pending on the context and needs of the application.

Defuzzification is the process by which a fuzzy output is converted into
a numeric value defined within the variability domain of the output. There are
several methods of defuzzification, but one of the most common is the center
of gravity or centroid method.

141



SESION

ACADEMICA

In the center-of-gravity method, the fuzzy output is represented as an ag-
gregate membership function indicating the membership distribution within
the variability domain. Defuzzification is done by calculating the centroid or

center

of gravity of this aggregate membership function.

Here is a step-by-step explanation of the center of gravity method for
defuzzification:

I.

Aggregation of fuzzy output: The fuzzy output is aggregated using the
defined fuzzy rules and appropriate fuzzy operators (such as minimum,
maximum or other aggregation operators). The aggregated output rep-
resents an aggregated membership function that describes the member-
ship distribution within the variability domain of the output.

ii. Calculation of the centroid: The centroid or center of gravity of the

aggregate membership function is calculated using the concept of a
weighted average.

iii. Calculation of area under the curve: The area under the curve of the ag-

1v.

gregate membership function is calculated using the definite integral.
This value represents the sum of the areas of the trapezoids formed by
the points of intersection of the curve with the x-axis.

Area = [[z_min, z_max] A(z) dz

Where z_min and z_max represent the minimum and maximum X-
axis values of the aggregate membership function, respectively.

Calculation of the centroid: The centroid or centre of gravity is cal-
culated as the weighted average of the x-axis points, taking the area
under the curve as the relative weight. The formula for calculating the
centroid is as follows:

Centroid = (1 / Area) * [[z_min, z_max] z * A(z) dz
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The value of the centroid represents the numerical result of the defuzzifi-
cation and indicates the overall risk level.

Note that these formulae are specific to the center of gravity method,
which is one of the common defuzzification methods. There are also other
defuzzification methods, such as the maximum value method or the maximum
center method, which can be used according to the specific needs of the cyber-
security economics problem.

Concluding remarks

In the light of what has been stated in this paper, the economics aspect of
cybersecurity is certainly an area of great interest and booming. In the years to
come, we will certainly see an increase in this area of cybersecurity. That will
go hand in hand with cybersecurity in general, because as everyone knows,
the digital sector will be increasingly used by all of us, be it individuals, the
public sector, or private companies of any size. It follows that necessarily an
impressive amount of data and information will be produced, developed and
exchanged all over the world and will have to be protected and safeguarded,
such protection has an investment cost, just as potential damages have a cost
to be addressed and protected also through dedicated and specific insurance
products. The hope is that systemic events can be avoided and that such in-
vestment costs are increasingly considered a structural investment by all those
affected by such events, who also through adequate information and specific
training can avoid frequent incidents by reducing damage and costs.
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Los origenes mas remotos de la Real Academia de Ciencias Eco-
némicas y Financieras de Espafia se remontan al siglo XVIII,
cuando en 1758 se crea en Barcelona la Real Junta Particular de
Comercio.

El espiritu inicial que la animaba entonces ha permanecido hasta
nuestros dias: el servicio a la sociedad, a partir del estudio y de
la investigacion., es decir, actuar desde la razon y desde el huma-
nismo. De ahf las palabras que aparecen en su escudo y medalla:
“Utraque Unum”.

La forma actual de la Real Corporacién tiene su gestacion en la
década de los afios 30 del pasado siglo. Su recreacion se produce el
16 de mayo de 1940. En 1958 adopta el nombre de Real Academia
de Ciencias Econémicas y Financieras. En el afio 2017 se incorpo-
ra, con todos los honores, en la mixima representacién cientifica
espaifiola: el Instituto de Espana.

En estos tltimos afios se ha potenciado de tal manera la internacio-
nalizacion de la Real Academia de Ciencias Econémicas y Financie-
ras de Espafia que hoy es considerada la Real Academia con mayor
nimero de convenios de Colaboracion Cientifica de nuestro pais.
Su alto prestigio se ha asentado, principalmente, en cuatro direc-
ciones. La primera de ellas, es la incorporacion de grandes perso-
nalidades del mundo académico y de la actividad econémica de los
estados y de las empresas, con seis Premios Nobel, cuatro ex Jefes
de Estado y varios Primeros Ministros.

La segunda, es la realizacion anual de sesiones cientificas en dis-
tintos paises junto con altas instituciones académicas de otros Es-
tados, con los que se han firmado acuerdos de colaboracién.

En tercer lugar, se estdn elaborando trabajos de estudio y andlisis
sobre la situacion y evolucién de los sistemas econdmico-financie-
ros de distintas Naciones, con gran repercusion, no sélo en los 4m-
bitos propios de la formalizacion cientifica, sino también en la es-
fera de las relaciones econdémicas, empresariales e institucionales.
En cuarto lugar, su principal, aunque no exclusivo, dmbito de
trabajo se ha focalizado en la bisqueda y hallazgo de una via de
investigacién nueva en el campo econémico desde sus mismas rai-
ces, con objeto de incorporar, numéricamente, el inevitable grado
o nivel de subjetividad del pensamiento y decision de los humanos.
Por ello, la Real Academia de Ciencias Econdémicas y Financieras
es conocida mundialmente por cuanto sus componentes forman
parte y protagonizan la llamada Escuela de Economia Humanis-
ta de Barcelona.

La inmortalidad académica, cobra, asi, su mds auténtico sentido.

Jaime Gil Aluja
Presidente de la Real Academia de Ciencias Econdémicas
y Financieras de Espaiia
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VII ACTO INTERNACIONAL (24/11/2011)
“Decidir hoy para crear el futuro del Mediterraneo”

VIII ACTO INTERNACIONAL (5/11/2013)
“Ciencia, cultura y deporte en el Siglo XXI”

IX ACTO INTERNACIONAL (11/11/2014)
“Revolucion, evolucién e involucién en el futuro de los sistemas sociales”

X ACTO INTERNACIONAL (18/11/2015)
“Ciencia y realidades econdémicas: reto del mundo
post-crisis a la actividad investigadora”

XI ACTO INTERNACIONAL (10/11/2016)
“El comportamiento de los actores econdmicos ante el reto del futuro”

XII ACTO INTERNACIONAL (16/11/2017)
“Las nuevas dreas del poder econémico mundial”

XIII ACTO INTERNACIONAL (15-16/11/2018)
“Desafios de la nueva sociedad sobrecompleja:
humanismo, transhumanismo, dataismo i otros iSmos”

XIV ACTO INTERNACIONAL (14-15/11/2019)
“Migraciones”

XV ACTO INTERNACIONAL (19-20/11/2020)
“La vejez: conocimiento, vivencia y experiencia”

XVIACTO INTERNACIONAL (18-19/11/2021)
“La nueva economia después del Sars-Cov-2.
Realidades y revolucion tecnolégica”

XVII ACTO INTERNACIONAL (16-17/11/2022)
“¢Por Qué no un mundo sostenible?
La ciencia econdémica va a su encuentro.”

II SEMINARIO INTERNACIONAL (24-25/5/2023)
“La Ciberseguridad en la Ciencia y en las Actividades Econdmicas”
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LA CIBERSEGURIDAD EN LA CIENCIA Y EN LAS ACTIVIDADES
ECONOMICAS

La Real Academia de Ciencias Econémicas y Financieras organiza cada afio una serie de
actos académicos internacionales en su sede de Barcelona con la participacion de cientificos,
expertos y acadéemicos de diferentes continentes. Este afio 2023 se ha desarrollado el |l
Seminario Internacional de Primavera con plena normalidad. La presencia de participantes
ha sido de las mas elevadas, afiadiendose ademas numerosas participaciones virtuales.

Las aportaciones cientificas realizadas por los ponentes se han centrado en torno a la
cuestion que plantea la ciberseguridad en la ciencia y las actividades econémicas haciendo
especial hincapié en los profundos cambios estructurales, en ocasiones disruptivos, que ya
se estan produciendo y seguirdn produciéndose en el futuro: nos referimos a los efectos
econémicos, por una parte; y a la revolucién tecnolégica como nuevo paradigma social,
por otra.

El contenido de los trabajos aportados a esta conferencia internacional ha quedado
recogido y publicado en una obra en forma de libro, asi como en los distintos formatos
digitales de los canales habituales.

La actividad cientifica y académica de la Real Academia de Ciencias Econdémicas vy
Financieras sigue su andadura siempre adaptandose a las vicisitudes del entorno vy fiel
al mandato que tiene encomendado en su tarea de investigar y difundir el conocimiento.
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