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Abstract—In many application domains, there is a need to
ensure that users satisfy some requirements to use a service: for
example, there is a minimum age to buy alcoholic beverages or to
watch some videos on YouTube. In these situations, organizations
typically collect more personal information than the necessary to
provide a better service. The consequence is a personal data
leakage that violates the data minimization principle stated by
the General Data Protection Regulation 2016/679. This paper
proposes a new approach for allowing individuals to maintain
control over the disclosure of their data, deciding which infor-
mation to disclose and for how long. Our approach is based on
the use of social networks, and an implementation on Facebook is
presented to show that the proposed solution is effective, cheap,
friendly, and simple to adopt.

Index Terms—Access control, authentication, privacy, eIDAS
Regulation, General Data Protection Regulation.

I. INTRODUCTION

NOWADAYS, the number of accessible online services is
growing considerably and users have become the major

players in the process of information exchange among parties.
Often, when accessing an online service, users must perform
authentication to prove their real identities. However, in some
cases, the grant of a service could be based on the disclosure
of only certain subject’s characteristics [1]. Consider an online
user who wants to access a media content reserved for subjects
in possession of specific attributes, such as to be of age. Com-
monly, the user must fill in fields that contain also unnecessary
information, such as name, surname, and nationality, and this
results in a leakage of personal data. Moreover, users often
are not sufficiently aware of the treatment of their data and
ignore their privacy rights [2, 3].

With reference to the above example, the problem we
address in this paper is finding a solution that guarantees two
properties: 1) only adult people should access this content
(access control) and 2) the service provider should know only
that the accessing user is adult and not any further information
(minimization). To remark the importance of this problem, we
observe that one of the ten principles of self-sovereign identity
[4] stands for the minimization of disclosed information, that
is, the disclosure should involve the minimum and necessary
amount of data. Recently, this principle has been claimed
with the issuance of the General Data Protection Regulation
(GDPR) [5], which makes data minimization a relevant goal
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in accessing online services. Most of the proposed solutions
to this problem are based on blockchain technology, whose
main advantage is that saved information is distributed and
cannot get lost. However, if private information is lost, data
on blockchain cannot be removed, modified, or hidden [6]. As
observed in [7], blockchain technology is a good foundation
but it is not a necessity: this result suggests us to think of a
different approach.

In this paper, we propose a new solution based on the
use of a social network in charge of providing users with
the means of issuing and verifying claims and credentials.
Responding to the logic of selective disclosure of attributes, a
user knows and controls the information shared with the social
network and with other actors, such as attribute providers
or service providers. The primitive operations on which our
solution is based are the exclusive-or function, a hash function,
and a pseudo-random number generator: using these simple
functions and with the support of an attribute provider, a user
can generate a credential. A service provider can verify a
credential with the help of the social network, which works
as a secure and transparent repository of hidden information.
Moreover, users are identified and authenticated through an
eIDAS authentication [8]. We instantiated the general solution
to a real-life scenario using Facebook as a social network and
described the detailed data workflow to show the effectiveness
of our proposal.

Our solution offers several advantages with respect to the
state of the art. The first is related to user-friendliness [9], as
people are favorably disposed to work in the environment of
social networks, which they well know. The second advantage
concerns costs, as social networks can be used typically for
free. The third advantage regards scalability and availability:
social networks can manage a very high number of users,
and redundancy is implemented to ensure service availability.
Consequently, the probability of service interruption is very
low. A further advantage is about compliance with GDPR.
Indeed, art. 83 of GDPR states that the supervisory authority
shall impose administrative fines in respect of infringements
of privacy rights and fines should be effective, proportionate,
and dissuasive. The use of a technique that reduce saved data
in relation to the purposes for which they are processed can
provide a company with a tool to avoid administrative fines. A
final observation is that the technique presented in this paper
applies to various contexts for protecting user’s privacy in
accessing online services, like e-health applications [10, 11]
or wireless sensor networks [12, 13].

The paper is organized as follows. In Section II, we define
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TABLE I
NOTATION.

U User
SP Service Provider
A Attribute

AP Attribute Provider
IP Identity Provider
SN Social Network
CX Credential issued by X
P Pseudo-random number generator
H Cryptographic hash function
r Random

the approach proposed to allows users to keep control over the
personal data used for accessing services. Section III shows
a running example that uses Facebook as a social network.
In Section IV, we evaluate the effectiveness of the proposed
solution. In Section V, we discuss how our proposal reaches
the expected goals and how attacks are contrasted. In Section
VI, we discuss related work and provide a comparison with
the state of the art. Finally, in Section VII, we draw our
conclusions.

II. PROPOSAL DESCRIPTION

In this section, we present the approach proposed to allow
users to keep control over the personal data used for accessing
services on the Web. We start by introducing the scenario and
the notation.

A. Preliminaries

The scenario we consider is composed of the following
typologies of entities:
• let U be the user, an individual who should own and

control the personal data used to access online services;
• let SP be the service provider, a party creating and

offering end-user services;
• let A be an attribute regarding a quality, a characteristic,

or a competence ascribed to U ;
• let AP be the Attribute Provider, an organization re-

sponsible for establishing and maintaining attributes of
individuals, and issuing attribute credentials;

• let IP be the identity provider, an entity in charge of
creating and managing digital identities;

• let SN be a social network.
We introduce the notation used in this paper (Table I):
• given a social network SN, we denote the following

functions of SN:
– Send(M,U), which denotes the sending of the private

message M to the user U ;
– Post(T,h), which denotes the posting of the text T

indexed by the hashtag h;
– Search(h), which returns the texts posted with hashtag

h.
• we denote by CX a credential generated by an entity X ;
• let P be a pseudo-random number generator;
• let H be a cryptographic hash function;
• r denotes a random bit string.

Fig. 1. Conceptual overview of our solution.

B. Proposal definition

The basic idea underlying our solution is that after the
identity provider authenticates the user, the user’s credential
needed to access a service is composed of two parts: the
attribute provider publishes the former, the user shares the
latter via the social network. The two credential parts are built
in such a way that each single component does not disclose
any useful information (it appears like a random bit string),
but it is possible to reconstruct the credential only by knowing
both the parts. The attribute provider and the user can stop
sharing the handled part, and this results in the revocation of
the credential. Figure 1 depicts a conceptual overview of our
approach.

Our proposal is built on a social network offering the three
functions described above (i.e., Send, Post, and Search(h)).
Once the social network SN is chosen, its reference is com-
municated to all users and attribute providers. We expect that
both users and attribute providers have a profile in SN. Thus,
any new user or attribute provider has to register a profile in
SN. As this profile is created specifically to access services
by revealing minimal personal data, the user does not register
(true) personal data and does not give any link to his/her real
identity (this is done by setting the highest privacy degree).
The connection to the profile of attribute providers in SN is
publicly available.

There is a preliminary step used to initialize the environ-
ment, where two functions are defined:
• H(x) is a one-way hash function that receives an input

x and returns a bit string with a fixed length. In words,
we require that given a value y, it should be difficult to
find any message x such that h(x) = y. A cryptographic
hash function is an excellent candidate to implement H
(for example, SHA-1, SHA-256, RIPEMD-160).

• P(x) is a function that receives an input x and, depending
on x, generates a sequence of bits having the same
properties as a series of random numbers. A Pseudo-
Random-Number generator can implement this function.

These two functions are publicly available and known by
all actors.

Now, we describe the procedures carried out by the different
actors to implement our approach.

A. Credential request. This step is performed every time a
user needs to certify the possession of some attribute. Let



IEEE TRANSACTIONS ON COMPUTATIONAL SOCIAL SYSTEMS 3

Fig. 2. Authentication process.

A be such an attribute and AP be an attribute provider in
charge of certifying A. For the sake of presentation, here
we assume that the credential contains only one attribute.
However, in the case of more attributes, this procedure is
repeated for each attribute.
The credential request is sent by a private message from
the social profile of the user to that of the attribute
provider (Step A of Figure 1). Specifically, the user
generates a random ru

1, calculates ru
2 = H(ru

1) where H is
the cryptographic hash function, and creates the request
containing:

a) the attribute of the user to be certified (i.e., A);
b) the value ru

2.
This request is sent to AP by calling the social network
function Send(〈A,ru

2〉,AP).
B. User identification. After receiving the request, AP needs

to identify the user: for this purpose, an eIDAS authen-
tication is performed by using the eID scheme requested
by the user (Step B1). Observe that this authentication
can be done by any eID scheme compliant with eIDAS:
for the sake of completeness, we provide detail of this
authentication process, which is schematized in Figure 2.
First, the user sends the credential request to AP by using
a browser named User Agent (UA) in Figure 2 (Step
1). Then, AP replies with an authentication request to be
forwarded to the eIDAS identity provider declared by
the user (Step 2). Now, the identity provider performs
the authentication of the user by a challenge-response
procedure (Steps 3 and 4), in which (typically) the user
is requested to authenticate by login and password or
similar mechanisms (for example, by sending an SMS
to the phone number declared by the registering user
and by asking to send back the text inside the SMS).
In case of successful user authentication, the identity
provider generates the response with the result of user
authentication (Step 5), which is forwarded to AP (Step
6). Finally, AP notifies the result of the authentication

procedure (Step 7), and only in case of success, the next
phase is carried on. The whole authentication is summed
up by the steps B1, B2, and B3 of Figure 1.

C. Credential generation (AP side). The attribute credential
is generated by the cooperation between AP and the user.
After identifying the user, AP verifies that the requested
attribute A is own by the user. If this is the case, AP
prepares a credential C containing the certified charac-
teristics, the temporal validity of the credential, and the
reference to the user profile in SN (Step C).
Then, AP generates a random rAP and calculates CAP =
C⊕P(ru

2)⊕P(rAP), where ⊕ is the exclusive-or (XOR)
function and P is the function defined in the preliminary
step. In other words, CAP can be seen as C encrypted by
two keys: ru

2 is chosen by the user, rAP is selected by the
attribute provider.
Finally, AP posts CAP on its profile in SN, using H(ru

2)
as an index of this post, thus calling the social network
function Post(CAP,H(ru

2)).
D. Credential use. Suppose now that the user needs to access

a service requiring the possession of the attribute certified
by C and that this service is supplied by the service
provider SP.
First, the user generates CU = P(rAP)⊕P(ru

1) and posts
CU on his/her profile in SN (Step D1 of Figure 1), using
H(ru

1) as an index of this post (i.e., by exploiting the
function Post(CU ,H(ru

1))). In words, CU can be seen as
the key of the attribute provider used to encrypt C (i.e.,
P(rAP)) encrypted by P(ru

1).
Then, the user opens the web page of the site of SP and
logins to the service by the social network account to
prove to be the owner of this profile (Step D2). Then, the
user discloses ru

1 and rAP to SP, which is enough to show
the possession of the requested attribute, as discussed
below.

E. Credential verification. SP needs to verify the correctness
and validity of the proof presented by the user (Step E1).
Thus, it calculates ru

2 = H(ru
1) and searches for CU and

CAP (they are the posts indexed by H(ru
1) and H(ru

2),
respectively). This is done by calling the social network
functions CU

= Search(H(ru
1)) and CAP

= Search(H(ru
2)).

If CU is not found in the profile of the user or CAP is
not found in the profile of an attribute provider, then
the credential verification fails, and the service is not
granted. Otherwise, SP computes CU⊕P(ru

1)⊕P(rAP) and
verifies that this is equal to zero. In this case, SP calculates
C =CU⊕CAP⊕P(H(ru

1))⊕P(ru
1) and tests that the result

is a valid credential. Specifically, SP extracts from the
credential the profile of the user and checks that it is
equal to the profile of the user who authenticates. Then,
SP extracts from the credential the certified attribute and
checks that it is sufficient to access the service (Step E2).
In the positive case, the service is granted to the user. If
any of the previous checks fails, the procedure is stopped,
and the service access is denied.

F. Revocation (AP side). An important aspect concerns the
credential revocation. AP should revoke a credential when
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a user loses the possession of an attribute, to make
unusable a credential (for example, in case of withdrawal
of the driving license of a user). Another reason for
credential revocation is when the secrecy of the user’s
password to access the social network profile is compro-
mised.
In this case, AP can make unusable a user’s credential C
by merely removing the post CAP from its social network
profile. Clearly, if the user tries to use C, the service
provider cannot find the deleted post in the profile of the
attribute provider so that the verification procedure fails.

G. Revocation (user side). Also the user can wish to remove
personal information after it has been used to access some
service. Consider a patient with a disease credential, who
wants to hide this information after the use. The patient
can reach this goal by merely removing CU from the
profile in such a way that the credential C cannot be
recovered. Clearly, excluding the case in which CU has
been copied while it is published in the profile (in this
case, no solution to this problem exists), C cannot be
recovered without the knowledge of CU .

We will discuss the advantages and improvements of our
solution with respect to the state of the art in Section VI.

C. Social network choice
As seen in the previous section, the proposed approach

exploits some features provided by social networks, and in
this sense, our solution is orthogonal to the underlying social
network. Consequently, the aspect regarding how to implement
our approach can be adequately addressed once the social
network SN is given.

We analyzed the most known social networks concerning
the requested features, which are sending a private message
M to a user U (i.e., Send(M,U)); posting of the text T indexed
by the hashtag h (i.e., Post(T,h)) and searching an indexed text
with hashtag h (i.e., Search(h)).

The results of this analysis are reported in Table II, in which
the social networks are classified into three categories. The first
category lists some social networks that are fully compliant
with our proposal because they provide the requested features.
We observed that most of the social networks offer such
features. For instance, Instagram users (1) can send direct
messages to other users, (2) can post textual information,
named post, and they must be authenticated to post anything;
(3) can use the hashtag symbol # to categorize their post
by keywords, (4) can search for posts indexed by a given
hashtag typically to find a conversation about a particular
topic. Observe that on Instagram, posts have to be composed
of at least an image or a video.

The second category (with Twitter, Weibo, Snapchat) is
composed of social networks that have some limitations in
the post function. Specifically, they have a limit in the length
of the text to post (e.g., this limitation is 280 characters in
Twitter), and, thus, in the credential size. As a consequence,
they could be used only with a limited number of certified
attributes or by applying compression in the represented text.

Finally, the last category shows social networks that do not
support our solution.

TABLE II
SOCIAL NETWORKS VERSUS REQUESTED FEATURES.

Send(M,U) Post(T,h) Search(h)
Instagram Yes Yes Yes
Facebook Yes Yes Yes
Linkedin Yes Yes Yes

VKontakte Yes Yes Yes

Twitter Yes Yes (limited) Yes
Weibo Yes Yes (limited) Yes

Snapchat Yes Yes (limited) Yes

YouTube No Yes Yes
Whatsapp Yes No No
WeChat Yes No No
Skype Yes No No
Viber Yes No No

WeChat Yes No No

III. RUNNING EXAMPLE

In this section, we show the application of our proposal
to a real-life case in which the students of a university U
play the role of users, an e-learning site that offers for free
some lectures only to such students is the service provider,
whereas the attribute provider is done by the university U. Our
solution aims to guarantee the following two requirements: 1)
the service provider should know whether a given user is a
student of U (access-control requirement) and 2) the service
provider does not have to know the user identity (privacy
requirement).

For the implementation of our solution, among all the social
networks that could be used according to the analysis reported
in Section II-C, we selected Facebook because (1) it is one
of the most famous one offering the required features and
(2) it has been widely used for developing applications in the
research context [14]. Indeed, Facebook allows the exchange
of private messages between two users with an encrypted
connection, the publication of stories and posts that can be
indexed by hashtags, and the search for stories by a given
hashtag.

The main idea underlying our approach can be summarized
as follows: first, the university authenticates the user and
publishes on its Facebook profile the first part of the user’s
credential to access the e-learning site. When the user needs
to access the site, she/he publishes on Facebook the second
part of the credential. Clearly, each part of the credential
appears randomly generated and does not disclose any private
information of the user: however, the combination of the two
parts allows the e-learning site to verify whether the user is
authorized to access the service. The university can revoke the
user’s access by removing the published part of the credential.
Moreover, the user can remove her/his Facebook post after
accessing the service to delete the credential.

We describe how the steps of our solution are implemented.

1) Setup. For the sake of presentation and without loss
of generality, we implement the two functions H and
P by exploiting only the SHA-256 function [15], a
well-known cryptographic hash function designed by the
United States National Security Agency (NSA), widely
used for its robustness against attacks. Thus, we define:
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Fig. 3. Web page used by students to send ru
2 .

• H(x) =SHA-256(x);
• P(x) = a1, . . . ,an, where a1 =SHA-256(x) and

a j =SHA-256(a j−1), with 2≤ j ≤ n.
These definitions are made available to all the students,
the university, and the e-learning site.

2) OSN Registration. In this step, the university creates and
makes public its Facebook profile, which we assume to be
example university. Every student registers a Facebook
profile, using information (e.g., screen-name, name, pho-
tos) unlinkable to the real identity. Moreover, the student
sets the highest privacy degree, in such a way that no
information is disclosed.

3) Credential request. The student needs to prove to be
a member of the university. Consequently, the creden-
tial request is sent to the university. When the stu-
dent submits the request for a credential, the university
starts a Facebook login procedure. The student proves
the possession of the Facebook profile, say example
student, using a single sign-on operation. After success-
ful authentication, the student can type in a password
(sTuD13579 in our example), which will be used as
the random ru

1. Then, a javascript calculates ru
2 =SHA-

256(ru
1), which is I2eTY8VU1D5pEfQErwY0I/+O7IeP2

N1T1zY3EGbCZJE= by the base64 representation [16],
used to convert a bit sequence into a text (to be included
in a post). This value is sent to the university server:
observe that only ru

2, which is generated by a javascript, is
sent to the server, not the password, which is not included
in the HTML form. This step is depicted in Figure 3.

4) User identification. In this step, the user is requested
to prove to be a student. First, the user performs the
eID-based identification. Then, he/she uses the login and
password of the university site to prove to be a student
of that university.

5) Credential generation (AP side). In case of successful
authentication, the university prepares a credential C
containing the certified attribute, the temporal validity of
the credential, and the reference to the user profile in
SN. There exist several ways to represent a credential, for
example, by the standard SAML [17] (as done in eIDAS-
compliant eIDs).
In Figure 4, we show an example of a credential repre-
sented by JSON, which is very easy to understand. The

credential describes the type of attribute proved (to be a
student), the name of the university, the expiration date,
and the screen name of the user.
Then, the university generates a random password
rAP (uNiV2468 in our example) and calculates
CAP = C ⊕ P(ru

2) ⊕ P(rAP), which is posted
in the Facebook profile of the university
and indexed by SHA-256(ru

2) = GmRLGptZ
WvdpyGwsKzHN5e1OaTLDG1Sfk27bmOPMAdI=.
We depict this post in Figure 5. Observe that the pass-
word’s digest is hashtagged (see the symbol # at the
beginning of the second line): this post will be returned
when searching for this hashtag.

6) Credential use. When the student needs to access the
e-learning site and to prove to be a member of the
university, then the student calculates and posts in the
Facebook profile CU = P(rAP)⊕P(ru

1) using H(ru
1) as a

hashtag (see Figure 6).
Then, the student goes to the e-learning site and logins
by Facebook (as done in Figure 3). Then, the user fills
in the password used earlier (i.e., sTuD13579) to give the
service provider the possibility to restore the credential.

7) Credential verification.
The service provider calculates ru

2 =SHA-
256(ru

1) and searches for the posts C1 and
C2 indexed by I2eTY8VU1D5pEfQErwY0I/
+O7IeP2N1T1zY3EGbCZJE= and GmRLGptZWvdpy
GwsKzHN5e1OaTLDG1Sfk27bmOPMAdI=,
respectively.
Now, the service provider calculates C1⊕C2⊕P(ru

2)⊕
P(ru

1), thus obtaining the initial credential C (reported in
Figure 4). Since this credential satisfies all the checks, the
student receives the grant to access the e-learning course
for free.

8) Credential revocation. When the student wants to hide
the possession of this attribute, it is sufficient to remove
the generated post so that the credential C cannot be
recovered.
On the other hand, also the university can revoke the
attribute possession, for example, in case the student
leaves the university before the credential expiration time.
Again, removing the post associated with this credential
is sufficient to make the verification procedure fail.

IV. QUANTITATIVE ANALYSIS

In this section, we measure some parameters related to our
proposal with the aim of showing the effectiveness of our
solution.

{
"attribute": "student",
"university": "example_university",
"expiration": "30/08/2020",
"profile": "example_student"

}

Fig. 4. Example of credential.
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Fig. 5. Post publishing (university side).

Fig. 6. Post publishing (student side).

The first parameter is efficiency. We quantify the time costs
of the operations of our solution, which are: the number of
requests over the network, the number of hash functions exe-
cuted, and the number of pseudo-random numbers generated.
Such costs are measured for every solution’s step and are
reported in Table III:
• Step A. In this phase, the user generates a random and

calculates its hash. Then, she/he generates a connection
request to the attribute provider.

• Step B. The attribute provider performs an authentication
request and receives a response. Observe that we do not
consider the cost of the user’s authentication because it
depends on the user’s speed in the authentication.

• Step C. The attribute provider creates the credential by
the generation of three pseudo-random numbers. Then, it
calculates one hash function and sends a request to the
social network.

• Step D. The user generates the credential by calculat-
ing two pseudo-random numbers and applying the hash
function to one of them. Then, the user sends a request
to the social network and another request to the service
provider.

• Step E. The attribute provider calculates one hash func-
tion and performs two request connections to the social
network. The service provider calculates four pseudo-
random numbers and applies one hash function. To verify
such that credential, the service provider performs a con-
nection request to the social network. If the verification
succeeds, the service provider connects to the user.

• Step F. The attribute provider sends a request to the social
network.

• Step G. The user sends a request to the social network.
Observe that Steps A, B, and C refer to operations that are

done by users preliminarily (i.e., before they access a service),
whereas Steps D and E are performed by a user and a service
provider to grant a service. In contrast, Steps F and G refer
to an infrequent operation (revocation). Thus, we focus our

TABLE III
NUMBER OF OPERATIONS FOR EACH SOLUTION STEP.

Operation Number of
Requests Hashes Randoms

Preliminaries
Step A 1 1 1
Step B 2 0 0
Step C 1 1 3

Service
Access

Step D 2 1 2
Step E 4 2 4

Revocation Step F 1 0 0
Step G 1 0 0

TABLE IV
NUMBER OF USER’S OPERATIONS.

Site Form Post Hashtag Post
browsing compilation creation search removing

2 4 1 1 1

attention on Steps D and E, which are the most important
operations related to service access; moreover, as shown in
Table III, their time cost is the highest.

We ran some experiments to measure the time required by
the different operations and used a 64-bit Windows 10 machine
with Intel Core i7-7700K CPU 4.20GHz and 16GB RAM.
We measured that the time of 1 million calculations of SHA-
256 hashes is about 0.6 seconds and is 10 milliseconds for
a single hash. Again, we measured that the time to generate
500 random numbers is about 1 millisecond. Concerning the
network request time taken for operations Send, Post, and
Search, we measured an average time of 500 milliseconds (the
amount of data sent/received is very limited). As we found that
the average time of hash computation and random generation
is negligible with respect to the time of network request (they
differ by 3 orders of magnitude), we omit in our analysis the
time of the calculation of hashes and random numbers.

From the analysis of the results reported in Table III, we
observe that the time required to conclude the service request/-
grant is about 3 seconds, which is usually well accepted by
users in a social network context.

The second parameter we consider is related to user-
friendliness, which refers to the ability of a service to be used
easily by the users and is commonly adopted to evaluate a
range of end-user computing technologies. It is well-known
that if a social network website does not provide an efficient
and user-friendly interface, then its users may be disappointed
and switch to another social network [18].

The actions performed by the user are easy: the user
visits the website of the service provider and is requested to
authenticate by a social-network-based login procedure. After
the authentication, the user inserts the password in the website
and creates a post containing a simple text with a hashtag. In
the occurrence, the user can delete such a post. Which and
how many operations a user performs are reported in Table
IV. It is evident that these operations are very friendly as
social networks are daily used by billions of people. Thus, we
conclude that the use of a social network positively affects
perceptions of people, who are favorably disposed to work in
an environment that they well know.

The third parameter considered is scalability, which refers
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TABLE V
NUMBER OF REQUESTS FOR A FULL SERVICE ACCESS.

Service Identi- SN Hashtag Post
Provider fication site search removing

1 5 2 4 2

to the ability of a system to maintain its functionalities despite
the scaling of users’ requests. This parameter can be calculated
by different types of performance measure attributes, such as
the number of processed requests and network usage. In Table
V, we measure the number of requests for each service access:
the number of requests related to the post removing refers to
both the user and service provider side. We observe that the
measured values are constant with respect to the number of
users, which is an indicator of good scalability. Moreover, also
the size of exchanged messages is limited and does not depend
on the number of users (see Section III). Consequently, we
can state that the proposed solution offers high scalability and
can support a very high number of users: the upper bound
of the number of users is given by the number of users
supported by the adopted social network. Consider that several
strategies are used to ensure service availability [19] so that
the probability of service interruption is negligible. Scalability
is also favored because our solution does not require the use
of heavy cryptography (hash functions are more efficient than
encryption). This point is strongly related to the response time
too.

Finally, we consider the cost of the solution related to the
implementation and set-up costs. The price of our solution
is limited because its architecture is mainly based on a
social network. Social networks monetize their services with
the precious information the users voluntarily reveal in their
profiles, in their relationships, in their behavior [20], so that
social networks can offer their services to registered users
for free (differently from Blockchains). By relying on already
existing social network systems, our costs are only those for
set-up. Furthermore, it is worth noting that our solution, being
compliant with the GDPR principles, can save up to e 20M
or up to 4% of the total worldwide annual turnover of the
preceding financial year, as stated in [5]. On the other hand,
solutions based on a blockchain have an increased cost of
blockchain development and maintenance that are estimated
between 40$-80K$.

V. SECURITY ANALYSIS

In this section, we discuss how our solution reaches the
expected goals and how possible attacks are contrasted.

We start by defining the adversary model. In our analysis,
we assume that identity providers, attribute providers, and
social networks are trusted parties, and they run the protocol
correctly. Thus, the adversary can be a user, a service provider,
or an entity external to the system. In our attack model, the
adversary cannot compromise the behavior of the identity
provider, the attribute provider, and the social network, and
cannot modify the posts published by other users on their
social profile. The adversary cannot break the cryptographic
primitives (e.g., the adversary cannot generate a message

that yields a given hash value) and cannot guess the user’s
password, secret information, or randomly generated values.
Finally, we assume that users and service providers do not
collude with each other.

The attacker aims to violate one of the security properties
guaranteed by our solution, which are access-control and
privacy. We describe how these properties are guaranteed.

In the verification phase, the service provider calculates
CU⊕CAP⊕P(H(ru

1))⊕P(ru
1), and the attribute provider gener-

ates CAP after verifying the user owns the attributes to be cer-
tified. By construction, we have that CU

= P(rAP)⊕P(ru
1) and

CAP =C⊕P(H(ru
1))⊕P(rAP) so that CU ⊕CAP⊕P(H(ru

1))⊕
P(ru

1) = C. If C is a valid credential, then the access can be
granted because C is obtained starting from CAP, which is
generated by the attribute provider. It is worth noting that
the XOR function is well-known not only for its efficiency
but also for some weaknesses documented in the literature
and already exploited in some application contexts, like WEP
[21]. The weakness is related to the possibility for a user
to generate a new credential CU

∗ such that CU
∗ ⊕C2 = C∗,

where C∗ is a fake credential (see Step 7 of Section III).
Specifically, to break the access control property, the adversary
should be able to create a valid C. The most favorable case
is that the user is the attacker so that he/she can generate
CU . In this case, the attacker has to use a suitable CAP,
which can be obtained in three ways: 1) by creating a new
one, 2) by modifying an existing one, or 3) by using an
existing one. Our threat model prevents cases 1 and 2 because
the adversary cannot modify information uploaded by the
attribute provider so that only the third possibility is available.
In this case, given C1 = CU

1 ⊕CAP
1 ⊕ P(H(x1)) ⊕ P(x1) a

valid credential, the attacker has to create a new credential
C2 = X ⊕CAP

1 ⊕P(H(x1))⊕P(x1), where CX is information
handled by the attacker. We have that CX should be equal to
C2⊕CAP

1 =C2⊕ (C1⊕P(H(r1))⊕P(rAP)). Now, the attacker
has to find x1 and x2 such that P(x1)⊕P(x2) =CX (which is
the information the user has to publish). Thus, P(x1)⊕P(x2) =
C2⊕C1⊕P(H(x1))⊕P(x2), then P(x1) =C2⊕C1⊕P(H(x1)),
and P(H(x1)) = P(x1)⊕C2⊕C1 = P(x1)⊕K, where K is a
constant. Now, the attacker has to find two seeds x1 and x2
such that the generated random number sequences are equal
up to a constant K: this violates the assumption that P is a
random number generator function. Moreover, x2 should also
be the hash value of x1, and this violates the one-wayness
property of the hash function H.

An attack we contrast is the replay attack, which is carried
out by taking a credential used by a user to access a service and
trying to use it. This attack is contrasted because the credential
contains the screen-name of the social network profile so that
another account cannot use it.

Concerning privacy, we observe that the credential does
not contain any identifying information so that the service
provider does not know the identity of the user accessing the
service. As described in Section II, the plain-text credential
C is encrypted by the one-time pad function, an encryption
technique that cannot be cracked, provided that the key used
in the XOR function is random. In our case, the key is obtained
by the function P, which has been defined to generate pseudo-
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random numbers. Thus, it is unlikely that an adversary can
recover C by knowing CU or CAP if P is well-implemented
(our implementation satisfies this requirement). Another ob-
servation is about the use of the randoms r1 and r2 in Step
A (credential request) of Section II. They are used so that the
attribute provider is not aware of when the user exploits the
credential (i.e., when the user publishes CU ) or terminates the
use of this credential. Indeed, CU is indexed by H(r1), and
the attribute provider is not aware of r1 so that it cannot know
which hashtag has to be searched. This mechanism reduces
the information about the user behavior known by the attribute
provider and by the other actors in general.

Finally, we observe that also unlinkability can be achieved.
Unlinkability means that the service provider is not able to
guess that two different requests come from the same user. To
achieve unlinkability, the user must require a new credential
for each service request.

VI. RELATED WORK

In this section, we review the state of the art starting from
Self-Sovereign Identity. A Self-Sovereign Identity must allow
ordinary users to make claims, which could include personally
identifying information or facts about personal capability or
group membership. Ten principles of Self-Sovereign Identity
are proposed in [4] A survey of solutions for Self-Sovereign
Identity with and without the use of blockchain technology is
presented in [7].

Blockchain technology has the potential to support emerg-
ing solutions on the data ownership and governance models.
The study done in [22] categorizes these solutions into a
taxonomy based on architecture, governance models, and other
features.

EverID [23] is a user-centric solution which includes a
scalable payment solution (EverChain) with a multi-currency
wallet (EverWallet). Through the use of EverID, individuals
control their database of identity elements, including their bio-
metrics. This architecture is distributed and lays on an Identity
Network (a private Ethereum Blockchain) and a Decentralized
App (DApp), a software working on the decentralized network.

A decentralized identity based on hierarchically determinis-
tic keys controlled and generated by the users is proposed in
[24]. The architecture is based on a public blockchain in charge
of providing a trusted storage layer and a mapping between
each decentralized identifier (DID) and the corresponding
DID document object (DDO). The lifeID Platform [25] is an
identity service based on a permissionless blockchain able to
run smart contracts. Users can create their identity by using a
biometric-capable smartphone and the lifeID app.

The uPort technology is built on the Ethereum Blockchain
[26] uses smart contracts, a mobile application, servers, data,
and attestations to be proved. Sovrin is a global public utility
for Self-Sovereign Identity and verifiable claims, and imple-
ments the concept “identity for all” [33]. It is built on a public
blockchain and claims and credentials are represented by
Sovrin’s tokens which can be used for education, healthcare,
and insurance.

A limitation of self-sovereign identity systems is the lack
of qualified eID data [27]. For example, in the context

TABLE VI
COMPARISON WITH EXISTING SOLUTIONS.

[31] [32] [30] [26] [33] [23] This
paper

Impl. No Yes Yes Yes Yes Yes Yes
Eff. n.a. High High Low High Low High

Usab. Medium High High Low Low Low High
Scal. Medium Medium Low Low Medium Low High
Cost n.a. Low Low High High High Low

of e-Government, employees may need to satisfy additional
requirements about their identities that are mapped through
qualified electronic identities (eIDs). The main advantage
of blockchain-based solutions is that saved information is
distributed and cannot get lost. However, if a private key
is stolen, it is impossible to hide data. Differently, in our
solution, even if the randoms or passwords used to generate
the credential are made public, to hide the credential it is
enough to remove the corresponding posts. As observed by
[7], blockchain technology is an excellent foundation to face
the problem, but it is not a necessity. Indeed, there exist other
solutions that do not rely on blockchain.

An attribute-based credential [28, 29] is a cryptographic
container of a few attributes and is signed by an authoritative
party. In the IRMA identity platform [30], personal attributes
are stored in the user’s devices IRMA app: in the case of
stolen or lost devices, users have to create all attributes one
more time.

The Private Data System (PDS) proposed in [31] enables
self-sovereign storage and sharing of private data among online
users. This system is composed of spread online nodes, and
their role is not based on distributed consensus. ReclaimID
is a decentralized service for identity management [32]. The
attributes used to access an online service are stored over a
name system and under name-spaces of users. Furthermore, at-
tributes are encrypted by the attribute-based encryption (ABE)
method.

After describing the related literature, we compare our
solution with the state of the art by considering the five aspects
presented in Section IV, which are:

1) If the solution has been implemented (Implementation).
2) How long the service access takes for the user (Effi-

ciency).
3) The degree to which the solution can be used by con-

sumers with satisfaction (Usability).
4) How much the solution is scalable (Scalability).
5) The price of the solution (Cost).

Implementation is a boolean measure, whereas we use
the values low, medium, and high for measuring the other
parameters. Table VI summarizes the results obtained by
comparing the different techniques.

Concerning [31], we note that although the authors provide
a workflow of the different phases of the solution, a real
use-case implementation is not presented (thus, efficiency
cannot be measured). The use of executable choreographies
and the division of roles among the nodes result in medium
scalability. In the second examined solution [32], the attributes
are encrypted, and the system is developed compliant with
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the OpenID standard, but it is suitable for small or medium
applications. It has the same number of operations as our
approach and is distributed. The third approach we consider is
presented in [30]: this system has low scalability because it is
centralized: the Privacy by Design Foundation has published
the schema on GitHub for various issuers [34] and these
schemas are used by the IRMA app using an auto-update
mechanism [35]. Nevertheless, the idea of exploiting the
user’s device to manage credentials makes this system user-
friendly. The solutions [23], [33], and [26] provide users with
a wallet to generate transactions over a blockchain network.
Since managing blockchain wallets is not easy, their usability
is low. The transaction verification relies on the consensus
mechanism of the network, which introduces delays at the
expense of scalability. Furthermore, these solutions are based
on a blockchain, which increases the solution price because
each transaction has a fee. The different efficiency of the three
solutions is due to the blockchain technology adopted: [23]
and [26] exploit the Ethereum blockchain, which is based
on the Proof of Work as a consensus algorithm. Instead,
[33] implements the Plenum Consensus Protocol, which is
considered faster than the Proof of Work. Concerning our
approach, according to the results presented in Section IV,
it presents the best behavior compared to all the considered
metrics.

VII. CONCLUSION

In this paper, we proposed a new solution for the man-
agement of personal data that is based on the use of a social
network in charge of providing users with the means of issuing
and verifying claims and credentials. Our solution allows a
user to control the information shared with other actors by
using very efficient operations, which are the exclusive-or
function, the hash function, and the pseudo-random number
generator. A service provider can verify the attributes of a
user by the support of the social network as a secure and
transparent repository of the selected and hidden informa-
tion. The effectiveness of our proposal has been shown in
a real-life scenario using Facebook as a social network. We
showed that our solution offers several advantages, such as
user-friendliness, cheapness, scalability, and availability. To
remark the practical significance of the proposed approach,
we highlight the importance of our solution concerning the
European Union General Data Protection Regulation (GDPR)
[5], and in particular, with the data minimization principle.
Article 5(1)(c) says that personal data shall be adequate,
relevant, and limited to what is necessary in relation to the
purposes for which they are processed. Although the GDPR
does not define these terms because they depend on the specific
application, it is important that collected data retain only the
minimum amount of information. In the example considered in
this paper, the need to known if a user is of age usually results
in the knowledge of the user’s date of birth, which violates the
minimization principle. Our proposal allows a service provider
to comply with the GDPR privacy principle, yet keeping the
guarantee that the access-control policy is respected.
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