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Introduction

Over the years, digital transformation and innovation have changed our connection
with work, sociability, progress, and life, making up new daily habits and processes.
Moreover, the recent pandemic has accentuated and accelerated the need to transfer
to the online world communication, employment and collaboration with co-workers
and those close. Nevertheless, above all, these challenging times drove the need to be
aware of our digital identity as a reflection of our physical identity as subjects within
online communities and networks, as suggested by the eIDAS Regulation (Electronic
Identification Authentication and Signature) [86].

The European Regulation aims to ensure full interoperability in the Member
States for electronic signatures, identification, and authentication services. It gives
European citizens the possibility to access online services of other EU countries (uni-
versity services, banking, public administration services, other online services) using
the same credential. The eIDAS principles are based on the security, trust, and inter-
operability of electronic services carried out by citizens all over EU countries [187].

As human beings, the concept of security in a broad sense, and sometimes also
conceived as safety, is one of the priorities we aspire to in life through the under-
taken decisions and actions. However, security can have different declinations in the
online world: for instance, security can refer to ensuring users’ data anonymity, or
guaranteeing privacy of sensitive data, or allowing accountability when users access
online services, communicate within social networks, carry out business processes,
or exchange data [212]. In particular, anonymity is the condition in which any (direct
or indirect) identifiers of individual subjects are unknown. Instead, privacy refers to
an individual’s control over activities in keeping them hidden and exclusive to the
individual, even though everyone is aware of their identity. Finally, accountability is
defined as the possibility to account the responsibility for the actions and behaviour

of users who use a computer system.
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This thesis analyses the needs for anonymity, privacy, and accountability in var-
ious applications and proposes new solutions to balance these properties among

them from three different perspectives, which are:

1. anonymity and digital identity;
2. privacy and accountability;

3. privacy and social networks.

These perspectives aim to balance benefits deriving from being connected and
the need to protect our digital identity and online actions and decisions. In partic-
ular, these three concepts seem antagonistic and contrast with each other. However,
there is a need to find adequate balancing in each of the properties. These needs also
vary within the different application contexts that will be presented in the following
chapters.

The concepts of anonymity, privacy, and accountability are well-known and have
been recently remarked also by the issuance of the General Data Protection Reg-
ulation (GDPR) [104], the new European Union privacy law that puts guidelines
and regulations on how data have to be processed, used, stored, or exchanged to
protect and ensure individuals data privacy [240]. Within this regulation, seven es-
sential data protection principles have been established: lawfulness; fairness and
transparency; purpose limitation; data minimization; accuracy; storage limitation;
security; accountability.

This regulation was issued to respond to the various attacks that have targeted
online users’ sensitive information and also to the unclarity of social networks’
privacy settings [68]. In fact, one of the most recent attacks affected 700 million
LinkedIn users. Their data have been reportedly advertised on the dark web in June
2021, revealing information relating to real accounts, including users’ full names,
email addresses, phone numbers and physical addresses [255]. Alternatively, in
2018, the discovery that Facebook gave access to the personal data of more than
87 million users to Cambridge Analytica fueled interest in the risks of privacy viola-
tions [133]. These occurrences alarmed organizations to pay attention to the GDPR
rules established to ensure data protection in every data life cycle of the company
itself.

In the end, as usual, we will see that two main worlds must converge at once:
innovation and security. On the one hand, the rapid progress increases the demand
and performance standards of services in terms of availability, diversification and
delivery. However, on the other hand, the security properties of such services must

be guaranteed to create safe, shareable and healthful environments.
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In the following, we will discuss each of the proposed perspectives with regard

to various application contexts.

1.1 Anonymity and Digital Identity

The starting point of our study is related to one of blockchain technology’s strengths:
the anonymity of users [193]. The rapid development of this technology made pos-
sible its exploitation in many real-life scenarios [239]. However, there are situations
where having a reference to certain identity is necessary to enable accountability,
trust and transparency of actions performed over the blockchain.

This consideration introduces a new perspective of anonymity over the blockchain.
In particular, we propose a solution that integrates an eIDAS-compliant digital iden-
tity with the blockchain via Identity-Based Encryption. The proposed approach aims
to create a direct link between the pair of cryptographic keys used to sign and verify
a blockchain transaction and the user’s digital identity. This approach is a primitive
that can be exploited to add further functionalities to several real-life applications.

A first use of the proposed primitive is to enable transactions and contracts
among secure digital identities over Ethereum. Therein, we consider the case in
which cryptocurrencies and tokens are transferred among verified users. After users
link their identities to their blockchain addresses, a suitably-developed dedicated
smart contract is in charge of verifying the validity of such transactions and autho-
rizing resources’ transfers.

A second use of the primitive is proposed for remote clinical services. In that re-
gard, a fog middleware that provides end-users with the advantages of mobility, low
latency and location awareness is exploited [105, 278]. Each user is provided with an
IoT medical device used to monitor and analyze clinical parameters, and the closest
fog server to the user elaborates such data. The proposed approach guarantees se-
cure identification and authentication of patients while supporting anonymity and
unlinkability.

The last use of the proposed primitive is related to the GDPR Regulation, which
states some recommendations about the “right to be forgotten" that consists of ob-
taining the erasure of subjects’ personal data from the controller. We propose a
blockchain-based scheme that allows users to control the personal data revealed
when accessing a service. Furthermore, the proposed solution provides mechanisms
for revoking the authorization to access a service and for guessing the identity of a

user only in cases of need.
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1.2 Privacy and Accountability

The second aspect that we investigate links the needs derived from guaranteeing the
privacy and still accountability of online actions. Indeed, accountability could seem
in contrast to the growing demand for privacy. However, accountability is often nec-
essary in the context of access control, where the main security research challenges
consist in guaranteeing the anonymity of a user accessing an online service and yet
disclosing the identity of a user who accessed an online service in case of need.

We propose an access control scheme that provides anonymity, access unlikabil-
ity, and accountability. The system is based on a public blockchain and relies on iden-
tity and access control providers. Any user exploits different blockchain addresses to
interact with the involved entities. The used blockchain addresses are linked to each
other. Every entity can verify the transactions generated by the users by using the
blockchain because all information needed to implement access control is publicly
available on the blockchain.

A similar need occurs when dealing with sensitive medical data, where security
and privacy issues arise, mainly related to unauthorized access to e-health records,
especially when different healthcare organizations maintain records. A blockchain-
based solution allows e-health record sharing by granting access only to authorized
entities. This proposal relies on a public blockchain representing an entity that can
offer a proper trust level of the entire system to patients and provides the needed
automatism to the different phases. Furthermore, the exploitation of blockchain can
avoid the linkage between a patient’s identity and e-health records.

Also, in an energy trading scenario, many privacy and security concerns arise
from energy producers and consumers [112]. We focus on an Ethereum-based solu-
tion for energy trading, assuring both the accountability of energy transactions and
users’ privacy. During energy-based transactions, users’ privacy and data confiden-
tiality should be considered. Through a smart contract, we implemented a protocol
that achieves the authentication of users and allows the tracking of energy-driven
transactions logged and stored in a public blockchain. The main benefit of smart
contracts over Ethereum is that different parties with conflicting interests can ex-
change value without trusting each other. However, accountability is still required:
in case of need, the customer’s identity is linked to the service delivered and com-
municated to the appropriate parties.

The same concerns arise in the context of attribute-based service delivery, where
we mix the power of attribute-based encryption schemas and blockchain technology
to provide consumers’ privacy and accountability. In particular, a blockchain-based

solution integrates the features of smart contracts with an Attribute-Based Encryp-
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tion scheme. As a result, the solution allows users to securely access services only

based on attributes without disclosing their identity to the service suppliers.

1.3 Privacy and Social Networks

The third research problem we analyze combines privacy over social networks and,
at the same time, the exploitation of social networks to build privacy-preserving so-
lutions when accessing online services. Indeed, the availability of a massive amount
of personal information has raised privacy concerns for online users [78, 218, 258].
Moreover, they may be not well informed about data they share on the Internet and,
therefore, about their privacy choices.

We deal with an emerging issue related to the user’s privacy settings in social net-
works. Until now, all privacy settings are managed only by social networks, which
may change the settings without the user’s conscious consent. For this reason, we
propose a solution exploiting blockchain technology to store the privacy settings
and to verify them at any moment and in a transparent way. A smart contract de-
ployed on the blockchain determines whether the privacy settings assigned to the
user by the social network are compliant with those declared in advance by the user.
This solution is compliant with the GDPR Regulation achieving accountability and
allowing a social network to prove the correct management of the user’s privacy
choices. These choices are not self-certified by the social network and instead stored
in a decentralized way on the blockchain that guarantees the integrity and authen-
ticity of data.

Another relevant consideration regarding privacy is the “data minimization prin-
ciple”. According to the GDPR, every online service should implement this principle.
When accessing an online service, users must authenticate to prove their real iden-
tities. Responding to the logic of selective disclosure of attributes [257], we propose
a solution based on using a social network in charge of providing users with the
means of issuing and verifying claims and credentials. The solution allows users to
control the information shared with the service and attribute providers. In particu-
lar, the user shares the credentials on the social network in a secure way. The service
provider can verify the credentials by the social network as a secure and transparent
repository of the selected and hidden information related to the users’ credentials.

There is also a privacy problem in the personalization of advertisements in social
networks. Indeed, users are willing to see advertisements that might interest them,
instead of general and not personalized advertising. In these cases, the social net-
work is the only owner of the user’s interest. However, this information is an impor-

tant asset that cannot be shared, so a third party can’t ensure that a social network
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has sent advertising only to interested users. We face this problem by proposing a
technique allowing a social network to prove to a third party that a user reached by

the advertising is interested in that.

1.4 Outline of the thesis

The thesis is divided into four main parts. First, in the next part, we provide essen-
tial background information used in the entire thesis. Specifically, we present some
cryptographic primitives and the fundamentals of blockchain technology, concepts
exploited in several solutions. Then, we highlight the notion of digital identity fo-
cusing on two recognized regulations: GDPR and eIDAS.

Part II focuses on a new perspective of anonymity over the blockchain and con-
tains new models to allow users complete control over their data by exploiting their
digital identities. In Chapter 4, we propose a model that enables the binding of both
sender and receiver of a blockchain transaction to a public digital identity. Chap-
ter 5 presents a solution for performing Ethereum transactions among secure digital
identities not yet registered to a blockchain-based system. Chapter 6 presents a sys-
tem that allows users to prove the possession of some attributes without disclosing
their whole identities while guaranteeing a certain degree of anonymity. Finally, in
Chapter 7, we propose a solution that allows a company to exploit the advantages of
fog computing, keeping compliance with the GDPR.

Part III is devoted to privacy-preserving solutions that simultaneously consider
the accountability requirements to guarantee access to confidential information only
to authorized entities. In Chapter 9, we face some relevant security challenges in
the context of access control by proposing an access control scheme relying on
blockchain technology. Chapter 10 defines a solution that integrates the features of
Ethereum’s smart contracts with an Attribute-Based Encryption scheme applied to a
real-life scenario of service delivery. In Chapter 11, we propose a solution for energy
trading in smart grids based on Ethereum blockchain and smart contracts that meets
accountability and privacy requirements. Finally, Chapter 12 focuses on a solution
that allows the sharing of health records yet guaranteeing access only to authorized
entities and avoiding the linkage between patient’s identity and e-health records.

Part IV shows different perspectives on privacy and social networks. In Chap-
ter 13, we investigate the consequences of a social network’s possible misbehaviour
regarding users’ privacy settings. Next, in Chapter 14, we propose a new solution
for the management of personal data that is based on the use of a social network in
charge of providing users with the means of issuing and verifying claims and cre-

dentials for accessing online services. Finally, Chapter 15 explores an approach to
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match user’s preferences and advertising campaigns in such a way that the social
network can prove this matching.

Finally, in Part V, we draw our conclusions.






Part I

Background
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This section introduces some basic concepts frequently used in this thesis. First,
we present some cryptographic primitives exploited in several solutions of this the-
sis. Then, we deepen fundamentals of the blockchain technology, explaining the
main categories and features. Then, we focus on the concept of digital identity. Fi-

nally, this section’s end provides some information on two recognized regulations:

GDPR and eIDAS.






Introduction

The solutions proposed in this thesis make extensive use of cryptographic prim-
itives, which are described in the following. Furthermore, many of the proposed
solutions rely on the blockchain technology, digital identity, and GDPR and eIDAS

regulations, which are the topics of the subsequent sections.

2.1 Cryptographic primitives

The first primitive we describe is the hash function, which is a one-way function
that receives an input and returns a bit string with a fixed length, called digest.
The security and reliability of a hash algorithm lie in the fact that the function is
not invertible. Furthermore, it must never be possible to create two different mes-
sages with the same digest intentionally. Well-known cryptographic hash functions
are SHA-1, SHA-256, RIPEMD-160. For example, SHA256 [196] is a cryptographic
hash developed by National Security Agency (NSA) and returns a 256-bit digest,
whereas RIPEMD160 [222] is a cryptographic hash designed in the open academic
community and returns a 160-bit digest.

A blockchain address is generated by applying these functions. In particular,
each blockchain user needs to have a private and a public blockchain key. The pri-
vate key is a randomly generated 256-bit string. The public key is generated by the
private one using a cryptographic function named elliptic curve point multiplication.
In particular, the used algorithm is Curve Digital Signature Algorithm (ECDSA) and
the elliptic curve is secp256k 1 [185]. The blockchain address of a user is computed
from the public key by applying the SHA-256 respectively, and RIPEMD-160 [61].

Data encryption is a security method where information is encoded and can only
be accessed by users possessing the correct encryption key. This method is often
applied in two different forms, symmetric or asymmetric cryptography. Symmetric
cryptography is a technique that exploits a single and secret cryptographic key to en-

crypt and decrypt data. All parties involved in the communication have to exchange
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the key used to encrypt the data before decrypting it. This fact sometimes could be
a disadvantage of this technique. The most widely used symmetric algorithms are
AES-128, AES-192, and AES-256 [97]. Asymmetric cryptography is based on the use
of a public and private key for each user. Public keys are typically arranged by a Pub-
lic Key Infrastructure, which binds public keys with the respective identities of en-
tities (like people and organizations) through a process of registration and issuance
of certificates by a certificate authority (CA). However, there are cases in which pre-
distribution of keys is inconvenient or infeasible due to technical restraints: in these
situations, Identity-based Encryption is a solution [57].

Identity-based Encryption (IBE) [2] allows any party to generate a public key
from a known identity value (for example, an e-mail address). A trusted third party,
called the Private Key Generator (PKG), generates the corresponding private key. To
operate, the PKG first publishes a master public key and retains the corresponding
master private key (referred to as master key). Given the master public key, any
party can compute a public key corresponding to identity by suitably combining the
master public key with the identity value. To obtain a corresponding private key,
the party authorized to use the identity ID contacts the PKG, which uses the master
private key to generate the private key for the identity ID. As a result, parties may
encrypt messages (or verify signatures) with no prior distribution of keys between
individual participants once their identity is known and well-defined. However, to
decrypt or sign messages, the authorized user must obtain the appropriate private
key from the PKG by proving the possession of the true identity. The most used IBE
systems have been proposed by Boneh-Franklin [49] and by Sakai-Kasahara [230].

2.2 Blockchain technology

Blockchain is a technology that could have the capacity and potency for enhancing
and changing various aspects of economy and society, and for this reason, it can be
considered as a disruptive technology [247]. It was proposed by [193], and it is de-
fined as a distributed ledger that stores, in a transparent and immutable way, trans-
actions executed among users. Information is stored inside blocks, whose number
and dimensions are continuously growing. Every block is linked to the chain by its
header. The header contains the hash of the previous block and a timestamp. The
transactions that take place in blockchain are stored inside blocks and contain infor-
mation on the recipient’s public address, the characteristics of the transaction, and
the cryptographic signature, which guarantees the integrity and authenticity of the
transaction. Every operation has to be confirmed and validated by blockchain partic-

ipants, and this concept is summed up by distributed consensus. This way, users can
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trust the system of the public ledger, without trusting a central authority or a third-
party intermediary. It has been proved that perceived privacy in using blockchain
positively could affect and influence users’ trust and attitudes towards blockchain
technology [236, 238]. Over time, blockchain assumed different meanings and def-
initions: the first one is called Blockchain 1.0, and it is referred to as the Bitcoin
paradigm. This kind of system represents a platform in which it is possible running
and deploying all the operations carried out with cryptocurrency in digital payment
systems.

In the following, a survey on the most commonly used blockchain technologies
is presented, highlighting their advantages and drawback.

Blockchain networks can be defined as permissionless or permissioned [120].
The former, also known as public blockchains, are widely used in the domain of
cryptocurrencies and financial markets, instead, the latter, also known as private
blockchains, have entered the domain of businesses applications and institutional
practices. The key characteristics of permissionless blockchains are anonymity and
full transparency of transactions over open source protocols. In contrast, permis-
sioned blockchains are developed by private entities and for this reason the network
transparency and participants’ privacy is controlled by the organization itself. Hy-
brid blockchains are used in organizations requiring a private, permission-based sys-
tem alongside a public permissionless system. This setting allows the organization to
control access to data stored in the blockchain. Consortium or federated blockchains
are similar to hybrid blockchains, but controlled and shared among multiple orga-
nizations.

The first version of a network implementing the blockchain technology, Bitcoin,
was defined in [193] and allows us to replace a single centralized party managing a
service with a distributed ledger of replicated, shared, and synchronized digital data
spread across different servers. Data are saved in a growing list of records, called
blocks, and each block contains a cryptographic hash of the previous block, a times-
tamp, and transaction data [62]. Blockchain can record transactions between two
parties efficiently and in a verifiable and permanent way [127]: it is managed by
a peer-to-peer network of node running a common protocol for validating blocks.
Once saved, the data in a block cannot be modified without alteration of all pre-
vious blocks, which requires a too high power computation. Despite this kind of
blockchain is widely spread for exchanging cryptocurrency by bitcoin transactions,
it doesn’t support the development of smart contracts.

Ethereum [269] is a Blockchain 2.0 that enables the possibility to create and run
smart contracts, programs executed over the Ethereum computing infrastructure. It

is considered the second largest and global cryptocurrency platform and is a permis-



16 2 Introduction

sionless blockchain where developing decentralized applications through the use of
smart contracts. This platform can be considered a system that is globally shared and
implementing a cryptographically secure transaction-based state machine [269]. A
smart contract is defined as a piece of code verifying and enforcing conditions that
stipulate a digital contract between parties that does not require a third intermedi-
ary. Smart contracts are written in Solidity, an object-oriented and high-level Turing
complete programming language. It exists a practical and conceptual issue about
the external data used to verify and perform decision inside smart contracts, that
is the “oracle” presence in Ethereum. An oracle has the purpose of connecting de-
centralized applications with third-party services in a trust and secure way, in order
to get data from outside blockchain and execute any API call preventing data in-
tegrity and authenticity. Provable [214] is the most famous oracle service for smart
contracts and blockchain applications. It consists of three main entities: data-source,
query, and oracle. When a smart contract requires data from a data source outside
blockchain, it sends a query to Provable and calls a function passing the result of the
query as an input. Provable aims to demonstrate that the data taken from the orig-
inal data-source is authentic, by linking returned data with an authenticity proof
document.

Among permissioned blockchains, Hyperledger Fabric [28] is an implementa-
tion of an open-source private blockchain running smart contracts and is intended
to form a foundation for developing applications with a modular architecture. Be-
ing private, access to the network is restricted to selected participants. Hyperledger
Fabric allows components, such as consensus and membership services, to be plug-
and-play.

IOTA [211] networks were designed for IoT applications and are permissionless
blockchain networks that are built on Tangle, a new data structure based on a di-
rected acyclic graph, which does not need blocks, miners, or any chain. For this rea-
son, IOTA transactions are free. Although this platform can yield better performance
than Ethereum and Hyperledger blockchains, its primary limitation is that devices
may not be not capable of performing the Proof of Work, resulting in a bottleneck
when transactions occur [98].

EOSIO [90] is the first blockchain platform that uses the Delegated Proof of Stake
consensus algorithm. Converse to traditional proof-of-work-based systems, EOSIO
is public, permissionless, and suffers from serious attacks derived from exploiting
vulnerabilities in DApps and leading to millions of dollars lost for EOSIO users,
as discussed in references {124, 215]. MultiChain [110] is a platform enabling the

creation and deployment of private blockchains to be developed and used inside or-
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ganizations. The system administrator sets a series of user permissions to introduce
controls over transactions and block size.

Chain Core [89] is another platform for private blockchains and is typically used
to initiate and transfer financial assets based on permission from the blockchain in-
frastructure. Corda [52] is a distributed ledger platform for recording and enforcing
business agreements among institutions. Chain Core and Corda also rely on smart
contracts and allow participants to manage permissions. Open Chain [201] is an
open-source distributed ledger technology based on the Partitioned Consensus: ev-
ery Open Chain instance has one authority validating transactions. This platform

aims to manage the digital assets of organizations in a scalable and secure way.

2.3 Digital identity

A digital identity is the core information about an individual, organization, applica-
tion, or device that exists online. This term also denotes aspects of civil and personal
identity. Furthermore, the entire collection of the information generated by a per-
son’s online activity is linked to her/his digital identity. Another similar definition
given by ISO/IEC 24760-1 reports digital identity as a set of attributes related to an
entity [3]. In this section, we briefly survey the main technologies related to digital
identity. Open Authorization (OAuth) [198] is an open access delegation protocol
used by users to provide a third party (typically a site or an application) with the
ability to access their personal information registered on a site without providing
them with credentials to access this site. This protocol is widely used, especially in
social networks, by many big companies (examples are Facebook, Twitter, Google) to
allow their users to share profile information with third parties. OAuth is designed
to use the HTTPs protocol for communication and exploits the release to the third
party of tokens by an authorization server, once the user approves the proxy. These
tokens are used as credentials to access shared information. OpenlID is another de-
centralized authentication protocol promoted by the OpenID non-profit foundation.
By this protocol, a site administrator is supported in managing the users’ authenti-
cation procedure, because no credential for user’s login has to be stored. By OpenlD,
user access different sites with the same digital identity and password. In this pro-
tocol, the third party that handles authentication is the OpenlD identity provider,
while a site compatible with OpenID is called a relying party. The protocol is dis-
tributed among the identity providers and there is no central entity that manages
authentication or decides who can act as a provider or identity provider. The first
version of OpenlD was published in 2005 by Brad Fitzpatrick, creator of the Live-

Journal community and with the name Yadis (yet another distributed identity sys-
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tem). In 2007, Symantec included OpenlID as a supported standard. In 2008, the
OpenlID 2.0 release was published and carried out by several major providers (Ya-
hoo, Google, IBM, Microsoft, VeriSign, MySpace). The third and latest version, called
OpenlD Connect, was released in 2014.

Windows CardSpace [5] is a Microsoft software for digital identity management
released in 2007. Born with the purpose of providing an environment robust against
phishing attacks, CardSpace stores digital identities and provides a graphical in-
terface for their management. When an application or a site needs to obtain infor-
mation about the user, it generates a request for that information. The request is
intercepted by CardSpace, which starts a graphical interface that shows the infor-
mation stored and associated with that application or site. At this point, CardSpace
contacts the digital identity provider to obtain the information to be shared, which
is returned as a signed XML file, to guarantee its authenticity and integrity. In 2011,
Microsoft registered a development of CardSpace, due to the technological changes
and feedback received from partners and users. At the same time, Microsoft has
shifted interest towards the U-Prove project. U-Prove is an advanced cryptographic
technology, combined with identity solutions on existing standards, aimed to find
a compromise to the eternal dilemma between identity and privacy guarantee with
two important privacy-preserving features: (1) unlinkability and (2) selective disclo-

sure of attributes.

2.4 GDPR and eIDAS

The General Data Protection Regulation (GDPR) [104] is a European Union privacy
law that covers the protection of EU residents’ personal data. As stated in [106],
personal data is information that, directly or indirectly, can identify an individual.
The GDPR remarks the importance of seven basic principles of data protection: 1)
lawfulness, fairness, and transparency, 2) purpose limitation, 3) data minimization,
4) accuracy, 5) storage limitation, 6) security, 7) accountability.

Although how to apply these principles is not stated, they represent the spirit of
the regulatory framework. Thus, compliance with these principles is fundamental to
build any data-processing framework in practice. Indeed, this regulation emphasizes
the importance of applying these principles to any company, and it is not possible
to be GDPR-compliant without implementing these rules in the data life cycle of the
company.

In some solutions proposed in this thesis, we focus on one third principle that
regards data minimization (Article 5.1.c) and requires entities to process only ad-

equate, relevant, and limited personal data that is necessary. This regulation does not
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define what the terms adequate, relevant, and limited means but states that data
processing should only use as much data as is required to successfully accomplish a
given task, and data collected for one purpose cannot be used for a different purpose
without obtaining a new consent. This means that companies must limit personal
data collection to data that are absolutely necessary for carrying out the purpose for
which data are processed [156].

The Regulation (EU) N 910/2014 [86] on electronic identification and trust ser-
vices for electronic transactions in the internal market provides a normative basis
to enable secure electronic interactions between businesses, citizens, and public au-
thorities.

eIDAS establishes a legal framework for electronic signatures, electronic seals,
electronic time validations, electronic documents, certified electronic delivery ser-
vices and services relating to authentication certificates for websites. Compared to
electronic identification systems, the regulation requires that each member state has
to notify the electronic identification systems provided to citizens and companies
for the purpose of mutual recognition. Thanks to the principle of mutual recogni-
tion and reciprocal acceptance of interoperable electronic identification schemes,
eIDAS wants to simplify the use of electronic authentication against public admin-
istrations, both by companies and by citizens. The regulation aims to create a level
playing field for trust service providers who are currently operating in a context
where differences in national laws in the various Member States are a source of legal
uncertainty and additional burdens.

All Member States have to notify their eID schemes (national electronic identi-
fication schemes) to the European Commission, which are published in the Official
Journal of the European Union. Both people and companies can access public ser-
vices provided by an EU Member State using the eID of another EU Member State:
this concept aims at promoting cooperation between states. Interoperability between
different eID-schemes is reached by defining the interfaces between eIDAS-Nodes.
However, the eID ecosystem consists of various actors that should be available in
all EU countries: the most important is the node operator, which controls that an
elD node behaves correctly and implements the function of the connection point
between the attribute provider, the identity provider and the service provider.

The public digital identity is recognized by law in a Country or at international
level making the basis for non-repudiable accountable applications. There is a con-
crete instantiation of this notion in the European Union. Indeed, it is based on the
eIDAS Regulation.

The European Regulation establishes electronic recognition procedures common

to all EU countries: so digital services become European. Moreover, it defines com-
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mon rules guaranteeing full interoperability at Community level not only for certi-
fied electronic signature tools but also for citizens’” web identification and for third-
party services (e.g. electronic seals, time validation, electronic delivery service). Each
Member State maintains it own electronic identification systems, which have to be
accepted by all other member states. For example, Italy has notified to the EU Com-
mission the institution of SPID, the Italian public system for the management of the
digital identity of citizens and businesses [87].

Estonia, for example, has already notified its eID scheme to the European Com-
mission. Estonia has long-term experience in using electronic authentication, and in
the technical document about the Estonian eID scheme [66], the digital certificate of
identity concept is highlighted and treated deeply.

On 22nd August 2017, the Federal Republic of Germany has notified the German
elD scheme in accordance with the eIDAS Regulation to the European Commission.
The German elID [99] is designed to provide security and trust during the identifi-
cation process with two general purposes: the German identity cards and German
resident permits. Mutual authentication between the chip of the eID card and the
relying party is guaranteed, adding a secure, protected channel for direct communi-
cations.

The National Identification and Authentication System in Croatia (NIAS) [42] is
the central identification and authentication system for e-services through all the
country. The basic function of NIAS is guaranteeing electronic identification and se-
cure authentication of users for e-services. NIAS distinguishes three entities: issuers
of electronic credentials, providers of e-services, and users of e-services.

Portugal [91] has pre-notified three eID schemes: the national eID card, the mo-
bile eID solution, and the Professional Attributes Certification System. The Identity
Card is a smartcard-based eID combining four identification numbers (i.e., fiscal,
social, health, and civil ID), replacing paper-based ID cards.

In Italy, the Public System used for the management of digital identity, named
SPID [87], has been designed in compliance with eIDAS Regulation, and it allows
the access to online services of the public sector with a single credential set. A user
can use SPID credentials for education, for public administration services, for the
health system, and many other services. There is a high number of services enabled
by SPID, and nowadays, they are growing in different online areas. In general, an
eIDAS-compliant eID offers various advantages related to the secure cross-border
authentication through different current eID schemes in Europe. The eIDAS key ben-
efits are interoperability, also on the legal side, and security and trust, because of the

validity of transactions made across borders.
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The concept of anonymity appears very often in the IT world as a possibility to
keep one’s actions separate from one’s identity. Over the years, anonymity has be-
come a cornerstone of blockchain technology, allowing millions of blockchain users
to execute transactions without any reference to their real identities. More precisely,
the blockchain’s anonymity turns into the concept of pseudo-anonymous, as users
exploit an alias (i.e., their blockchain address) to create transactions. This alias could
be valuable and allow the actions’ linkability: an adversary may not know who a user
is are but can still attribute activities to them. In opposition, new and revolutionary
applications can exploit the anonymity. Indeed, the potential of blockchain technol-
ogy opened several challenges in many real-life scenarios. For example, referencing
a specific identity in identity-aware applications is necessary to enable accountabil-
ity, trust, and transparency of actions performed over the blockchain. Often, when
accessing an online service, users must perform authentication to prove their real
identities. However, in some cases, the grant of services could be based on the dis-
closure of simple subject’s characteristics [122] (e.g., being of age). In fact, in these
applications, new paradigms are emerging. The aim is to reveal only the useful in-
formation of one’s identity in line with the GDPR principle of data minimization.
In this part of the thesis, we will look at a new perspective of anonymity over the
blockchain and propose new models to allow users’ complete control over their data
and promptly manage the attributes necessary to perform online actions.

For this purpose, in Chapter 4, we propose a model that enables the binding of
both sender and receiver of a blockchain transaction to a public digital identity. The
solution exploits elDAS-compliant identification schemes for handling public digital
identities and Identity-based Encryption (IBE) for associating a digital identity with
a public key. The research is published in [61], and to the best of our knowledge, it
was the first attempt to create a non-anonymous blockchain, which can be used in
all cases in which the author of a transaction has to be identified with certainty and

legal effect.
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An instantiation of this model is presented in Chapter 5 to enable Ethereum
transactions among secure digital identities not yet registered to a blockchain-based
system. We consider the transfer of cryptocurrencies and tokens implemented by a
suitably-developed dedicated smart contract, in charge of verifying the validity of
such transactions and authorizing resources’ transfers. The solution’s feasibility is
assured by the concurrent role of the IBE’s Private Key Generator acting as a service
provider of the public digital identity system, as stated in [57].

Chapter 6 focuses on the data minimization of users’ personal information when
accessing an online service. Indeed, in compliance with the GDPR [104], we pro-
pose a system that allows users to prove the possession of some attributes without
disclosing their whole identities, while guaranteeing a certain degree of anonymity.
Using the most useful features of blockchain, the proposed system provides suit-
able mechanisms for revocation and accountability of such attributes. The proposed
scheme allows a company to comply with the data minimization principle stated by
GDPR, yet ensuring that access-control policies are respected. These aspects high-
light the practical importance of this research, which has been published in [228].

The data minimization principle discussed above becomes crucial in the health-
care scenario: it limits data processing to only data that are necessary in relation to
the purposes for which they are processed. Indeed, in many applications, knowing
the identity of users or linking different accesses of the same user do not respect the
data minimization principle. In Chapter 7, we address two common privacy issues
of a solution based on fog computing: a fog server should not know the identity of
the user, and it should be guaranteed the unlinkability of user’s accesses to the same
fog server in different moments. We propose a solution that allows a company to ex-
ploit the advantages of fog computing, keeping the compliance with the GDPR. This
research has been published in [60].



Related Work

In this section, we survey the state-of-the-art proposals related to the main chal-
lenges faced in this part of the thesis. First, we focus on the existing identity-aware
applications exploiting blockchain technology. Then, we discuss some proposals ad-
dressing the need for data secure authorization and access in several contexts. In
[17], the authors review applications relying on blockchain. They highlight the po-
tential benefit of such technology in manufacturing supply chain and a vision for
the future blockchain ready manufacturing supply chain is proposed.

Indeed, blockchain has started to become the technical core of cryptocurrency,
access control systems, asset management, banking, e-voting, etc. [207, 45, 76],
thanks to the assurance of authenticity and uniqueness of transactions.

The paper [149] states that digital supply chain integration is becoming in-
creasingly dynamic. Access to customer demand needs to be shared effectively, and
product and service deliveries must be tracked to provide visibility in the supply
chain. Business process integration is based on standards and reference architec-
tures, which should offer end-to-end integration of product data. The authors of this
study investigate the requirements and functionalities of supply chain integration,
concluding that cloud integration can be expected to offer a cost-effective business
model for interoperable digital supply chains. Moreover, they explain how supply
chain integration through the blockchain technology can achieve disruptive trans-
formation in digital supply chains and networks.

In [134], the authors highlight that the need for blockchain-based identity man-
agement is particularly noticeable in the Internet age, as we have faced identity man-
agement challenges since the dawn of the Internet. They observe that blockchain
technology may offer a way to circumvent this problem by delivering a secure solu-
tion without the need for a trusted, central authority. It can be used for creating an
identity on the blockchain, making it easier to manage for individuals, giving them

greater control over who has their personal information and how they access it. The
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proposed solution stores users’ encrypted identity, allowing them to share their data
with companies and manage it on their own terms.

In [56], the authors focus on Public Digital Identity System (SPID), the Italian
government framework compliant with the eIDAS regulatory environment. They ob-
serve that a drawback limiting the real diffusion of this framework is that, despite
the fact that identity and service providers might be competitor private companies,
SPID authentication results in the information leakage about the customers of iden-
tity providers. To overcome this potential limitation, they propose a modification
of SPID to allow user authentication by preserving the anonymity of the identity
provider that grants the authentication credentials. This way, information leakage
about the customers of identity providers is fully prevented.

The paper [252] focuses on pseudonymisation, a concept that was only recently
formally introduced in the EU regulatory landscape. In particular, it attempts to de-
rive the effects of the introduction of pseudonyms (or pseudonymous credentials) as
part of the eIDAS Regulation on electronic identification and trust services and, ulti-
mately, to compare them with the effects of pseudonymisation within the meaning of
the General Data Protection Regulation (the GDPR). The paper examines how eIDAS
conceives pseudonymisation and explains how this interpretation would translate in
practical uses in the context of a pan-European interoperability framework.

In [55], an advanced electronic signature protocol that relies on a public system
for the management of the digital identity is proposed. This proposal aims at imple-
menting an effective synergy to provide the citizen with a unique, uniform, portable,
and effective tool applicable to both authentication and document signature.

In [46], the authors propose a security framework that integrates the blockchain
technology with smart devices to provide a secure communication platform in a
smart city. The authors observe that, despite a number of potential benefits, digital
disruption poses many challenges related to information security and privacy.

In [79], the authors explore an environment in which in-store customers supple-
ment company drivers can take on the task of delivering online orders on their way
home. The results of their computational study provide insights into the benefits
for same-day delivery of this form of crowdshipping, and demonstrate the value of
incorporating and exploiting probabilistic information about the future.

The study carried out in [183] highlights that passengers and freight mobility
in urban areas represents an increasingly relevant component of modern city life.
On one side, it fosters economic growth, but, on the other, it also generates high so-
cial costs. Congestion and pollution are two problems policy-makers want to curb
adopting appropriate measures. In this context, [183] analyses the feasibility and

behavioral levers that might facilitate the diffusion of crowdshipping in urban ar-
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eas. Two are the main objectives of the paper. The first is to investigate under which
conditions passengers would be willing to act as crowdshippers. The second is to
find out under which conditions people would be willing to receive their goods via
a crowdshipping service. Crowdshipping can generate positive impacts, such as the
reduction of total and ad-hoc trips, by optimizing, through sharing, the use of re-
sources and infrastructures. This study focused on University students, show that
87% of students would, in principle, be willing to act as crowdshippers (i.e. supply)
with an adequate compensation, while 93% of them are willing to receive their goods
through a crowdshipping system (i.e. demand) under certain conditions, especially
characterized by delivery timing and punctuality.

The authors of [206] provide an overview of the blockchain technology and its
potential to disrupt the world of banking through facilitating global money remit-
tance, smart contracts, automated banking ledgers and digital assets. In this regard,
they provide a brief overview of the core aspects of this technology, as well as the
second-generation contract-based developments. From there, their work enforces
key issues that must be considered in developing such ledger based technologies
in a banking context.

The paper [37] provides a high-level understanding of how blockchain technol-
ogy will be a fundamental tool to improve supply chain operations. It illustrates the-
oretical and conceptual models for use of open blockchain in different supply chain
applications with real-life practical use cases as is being developed and deployed in
various industries and business functions.

The authors of [263] propose an overview of what smart contracts are and what
are their main challenges for the future. In particular, they state that smart contracts
have three main characteristics: (i) autonomy, (ii) self-sufficiency and (iii) decentral-
ization. Autonomy means that the contracts and the initiating agents do not need
to be in further contact. Self-sufficient means that smart contracts are able to raise
funds by providing services and spending them when needed. Furthermore, smart
contracts are decentralized as they do not are valid on a single centralized server,
but they are distributed and self-executed across network nodes. As they can be seen
as a distributed application, they have to face almost the well-known challenges of
them, such as the reentrancy vulnerability, the privacy issues, how to guarantee the
reliability of external information, and so on.

Another topic related to our proposal regards digital identity, in which we can
find a rich literature. Bitnation [8] is the world’s first Decentralized Borderless Vol-
untary Nation (DBVN). Bitnation started in July 2014 and hosted the first blockchain

for refugee emergency ID, marriage, birth certificate, World Citizenship and more.
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The website proof-of-concept, including the blockchain ID and Public Notary, is used
by tens of thousands of Bitnation Citizens and Embassies around the world.

In [22], the authors proposed SCPKI, an alternative PKI system based on a de-
centralized and transparent design using a web-of-trust model and a smart contract
on the Ethereum blockchain, to make it easily possible for rogue certificates to be
detected when they are published. The web-of-trust model is designed such that an
entity or authority in the system can verify fine-grained attributes of another entity’s
identity, as an alternative to the centralized certificate authority identity verification
model.

The paper [73] argues that existing laws, specifically the federal Electronic Signa-
tures in Global and National Commerce Act (“ESIGN”) and state laws modeled on
the Uniform Electronic Transaction Act (“UETA”), render blockchain-based smart
contracts enforceable and therefore immediately usable.

The study [180] deals with a new approach to access control based on blockchain
technology. The policies that express the right to access a resource are published
inside blockchain. That way, every user can check if policies and resources match.
Considering a blockchain, its capabilities of transparency and immutability allow a
distributed consensus and auditability preventing a party from denying the rights
granted by the policy.

In [108], a new cryptographic system for fine-grained access control of shared en-
crypted data, called Key-Policy Attribute-Based Encryption (KPABE), is developed.
In this system, ciphertexts are matched with sets of attributes, and private keys are
associated with access structures.

The concept of Ciphertext-Policy Attribute-based Encryption is formalized in
[44]. In this solution, the policy is associated with the ciphertext and the attributes
with the key. A user can decrypt a ciphertext if the user’s attributes pass through the
ciphertext’s access structure.

The authors of [34] propose a solution combining CP-ABE with KP-ABE and con-
sider a scheme in which both policy and attributes are associated with the ciphertext
and key. The attributes are related to the ciphertext, and the policy designs the users
who can decrypt. The policy states the kind of ciphertext the user can decrypt.

Attribute-Based Access Control (ABAC) is defined as logical access control method-
ology where authorization to perform a set of operations is determined by evaluat-
ing attributes associated with the subject, object, requested operations, and, in some
cases, environment conditions against policy, rules, or relationships that describe the
allowable operations for a given set of attributes. The study [121] defines ABAC to
understand the real applications of this mechanism. Attribute-Based Access Control

is analyzed in real use cases to improve scalability, feasibility, and performances of
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applications in which the information sharing within and between organizations is
expected.

The authors of [229] propose the concept of Attribute-Based Encryption. Authors
provide an original type of Identity-based Encryption in which the identity consists
of an attribute set. Users, with an identity and their attributes, can decrypt a cipher-
text encrypted with the same attributes.

The Attribute-based proxy re-encryption scheme (ABPRE) [169] extends the ABE
scheme empowering users with delegating capability in the access control environ-
ment. A proxy can be chosen by users to re-encrypt a ciphertext related to a specific
access policy.

Concerning the revocation of attributes, the study [126] contains a solution ex-
ploiting ciphertext-policy attribute-based encryption for an access control mecha-
nism. The solution is related to an efficient implementation provided with an at-
tribute and user revocation capability.

Attribute-based encryption has always been considered as a technology for solv-
ing the problem of data privacy and fine-grained access control in traditional cloud
storage systems based on a centralized storage architecture. The development of
blockchain technology allows the building of a decentralized storage mode that
could overcome the problem of a single point of failure in traditional cloud storage.
The authors of [261] propose a framework that combines the Ethereum blockchain
and ABE technology to implement data storage and sharing scheme for decentral-
ized storage systems.

Blockchain technology can provide patients with immutable records regarding
their medical data, said Electronic Health Records (EHRs). In [114], an attribute-
based signature scheme with various authorities is presented to enforce the validity
of EHRs stored in a blockchain. This system allows patients to possess the control of
generating, managing, and sharing EHRs with other authorized data consumers in a
secure environment.

In a cloud computing environment, service providers can be allowed to take care
of confidential data, and this permission may raise potential security and privacy
issues [259]. The cloud service provided, by adopting an encryption system, has to
support fine-grained access control and also provide high performance and scala-
bility. The authors propose a scheme to help companies use cloud servers to share
confidential data efficiently.

A new architecture for access control in the IoT is provided in [210]. This frame-
work, based on blockchain technology, overcomes the FairAccess [203] and other
issues derived from the architecture, evaluating a new decentralized and authoriza-

tion process for authorization in IoT environments. FairAccess is an authorization
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management framework that is fully decentralized and privacy preserving and uses
blockchain as a decentralized access control manager. With the help of blockchain,
this solution introduces various and new types of transactions to delegate, revoke,

and grant access.
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Integrating Digital Identity and Blockchain

Blockchain is a recent technology whose importance is rapidly growing. One of its native
features is pseudo-anonymity, since users are referred by (blockchain) addresses, which
are hashed public keys with no link to real identities. However, when moving from the use
of blockchain as simple platform for cryptocurrencies to applications in which we want to
automatize trust and transparency, in general, there is not the need of anonymity. Indeed,
there are situations in which secure accountability, trust and transparency should coexist
(e.g., in supply-chain management) to accomplish the goal of the application to design.
Blockchain may appear little suitable for these cases, due to its pseudo-anonymity feature,
so that an important research problem is to understand how to overcome this drawback.
In this solution, we address this problem by proposing a scheme that mixes the mechanism
of public digital identity with blockchain via Identity-Based-Encryption. We define the

solution and show its application to a real-life case study.

4.1 Introduction

Blockchain [193] is a recent technology used in many application contexts, such as
financial services, industry 4.0, smart city, share trading. It was defined in [193] and
allows us to replace a single centralized party managing a service with a distributed
ledger of replicated, shared, and synchronized digital data spread across different
servers. Data are saved in a growing list of records, called blocks, and each block
contains a cryptographic hash of the previous block, a timestamp, and transaction
data. Blockchain can record transactions between two parties efficiently and in a ver-
ifiable and permanent way [127]: it is managed by a peer-to-peer network of nodes
running a common protocol for validating blocks. Once saved, the data in a block
cannot be modified without alteration of all previous blocks, which requires a too
high power computation.

Blockchain has several features: it is completely decentralized, since there is no

central authority regulating data; it guarantees irreversible transactions, because
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once a transaction is generated, there is no way to delete or modify it; it is a trustless
system, since it allows the transfer of sensitive information on a non-trust network
by trusting the system on the whole not the system participant; it shows a pseudo-
anonymous nature, since anybody can create a blockchain address to be used for
transactions and it is no way to trace back it to his/her identity if appropriate pre-
cautions are taken [189]. It is worth noting that anonymity, in the original notion
of blockchain, is a fundamental feature, as blockchain is born with the cryptocur-
rencies in mind and, for many years, cryptocurrencies were the sole applications for
blockchain.

However, in the last years, also thanks to the advent of new blockchains and
smart contracts, we are witnessing the shift from the use of blockchain as simple
platform for cryptocurrencies to complex applications in which we want to au-
tomatize trust and transparency, and to take advantage from the other features of
blockchain. In these cases, in general, we do not need anonymity anymore. Indeed,
there are situations in which accountability, trust and transparency should strictly
coexist, and accountability should be implemented by allowing a secure association
with real-life identities. This requirement may derive from many different needs: it
might be just an opportune measure to prevent unresolvable disputes, or it could
derive from compliance with the law. For these cases, blockchain appears little suit-
able, especially when the domain of the involved actors is open and not confined
inside a single organization, which is a prerequisite for the suitability of blockchain
itself. Consider, for instance, the management of the flow of goods and services (sup-
ply chain) [71]: it involves the movement and storage of raw materials, of work-in-
process inventory, and of finished goods from a point of origin to a point of consump-
tion. Typically, a supply chain is managed by a platform, a sets of technologies and
processes promoting information sharing and coordination. There exist platforms
for same day e-commerce home delivery in which consumers use a smart phone to
browse and shop a broad range of products aggregated from nearby retail stores.
Then, customer orders are handled by nearby independent couriers for pick-up and
delivery to the customer. However, the platform acts as a trusted third party, thus
it has to be always online and trusted by all participants. If at least one of the two
conditions does not hold, using a blockchain makes sense. In this case, it should be
necessary that anybody generating a transaction can be identified, but the current
version of blockchain allowing pseudo-anonymous transactions does not help us.

For all the above reasons, an important research problem is to understand how to
overcome the native pseudo-anonymity of blockchain in order to support identity-

aware applications.
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In this solution, we address this problem by proposing a solution that mixes the
mechanism of public digital identity with blockchain via Identity-Based-Encryption.
We found this way the most suitable and not explored (so far) approach, because
it accomplishes all the aimed requirements. Identity-Based-Encryption (IBE) gives
a direct role to the notion of identity, so allowing a direct link between the pair
of cryptographic keys used to sign and verify a transaction and the identity of the
transaction signer. On the other hand, public digital identity allows us to give a
concrete definition of the identity to be used in IBEs by solving one of the problems
of the concrete solutions based on IBEs, which is the proof of identity to the party
issuing private keys (i.e., the Private Keys Generator).

As public digital identity, we use the notion compliant with eIDAS [86], a recent
European Union regulation on electronic identification fully effective from 2016. It
establishes the principle of mutual recognition and reciprocal acceptance of inter-
operable electronic identification schemes among Member States, and we chose it
because (1) it is expected that, in the next years, eIDAS will be used by the most
of EU citizens, (2) it is based on robust cryptographic primitives so that it can be
considered secure, and (3) it has full legal effect.

We observe that an attempt of direct integration of public digital identity with
a blockchain-based application would not provide a good result in terms of trust.
Indeed, we should require that some entity of the application (even a smart contract
if we adopt a blockchain like Ethereum) should play as a Service Provider of the
public digital identity system (like in [29]). This implicitly requires the trust in this
node, concerning the assessment of identity. In contrast, the use of IBEs requires
that only Identity Providers (and this is an assumption accepted also in eIDAS) and
the Private Keys Generator of IBEs are trusted parties, that are parties external to
the application. Clearly, Identity Provider and Private Keys Generator might also

coincide.

4.2 Ideal solution

We recall that the basic goal of this solution is to integrate blockchain and public
digital identity. In this section, we sketch what we identify as the ideal solution of
the problem above, in the sense that it implements the above integration in the most
direct and strong way.

Suppose we have an IBE system with Private Key Generator PKG and a pub-
lic identity digital system with identity provider IP (assumed unique, w.l.o.g.). For
simplicity, we assume we are not considering blockchains allowing smart contracts

(i.e., Blockchain 2.0), even though the generalization to every kind of blockchain



34 4 Integrating Digital Identity and Blockchain

is straightforward. Therefore, we focus our attention just on the elements related
to our problem, which are the blockchain addresses and, consequently, the form of
transactions. Obviously, the organization of blocks, the consensus protocol, the min-
ing process, and the other aspects of the blockchain are outside the scope of our
problem.

Specifically, the elements of the blockchain we are considering in this section are:

1. the blockchain address, denoted by A,, of a user u and obtained as A, =
hy(hy(P,)), where hy and h, are two proper cryptographic hash functions (as typ-
ically done in blockchains), and P, is a public key of u in the cryptosystem used
in the blockchain;

2. the transaction, which we schematically denote as a tuple (P, ,i,A, , c), where P,
is the public key associated with the user sender, i denotes the input transactions,
A,, denotes the blockchain address of the user recipient (assumed unique for
simplicity) and c is the payload of the transaction (e.g., in Bitcoin, it represents
the amount of money transferred by this transaction). The transaction is signed

by using the secret key S, .

Our idea is the following. We assume that u is equipped with a public digital
identity granted by IP and let UID be the universal identity number of the user
in the public digital identity system (recall that such an identification number ex-
ists in real-life public digital identity systems and it is independent of the identity
provider, in case of multiple identity providers). Let denoted by IBEZID and IBE[SHD
the IBE public key and secret key derived by the identity UID, respectively. Recall
that, on the basis of the master key, IBE{)HD can be obtained by any party with no
need of further information. On the contrary, IBE 5 1p is released by PKG through a
secure channel to any party able to demonstrate to be the owner of the identity UID.
What we require is that PKG becomes a service provider in the public digital iden-
tity system, which means that it recognizes in a secure way the identity of people by
leveraging the federated authentication protocol involving IP and a (strong) authen-
tication session of the user at IP. Therefore, in order to release secret keys, PKG will
require a secure authentication session done according to the protocol of the public
digital identity system.

This allows us to design a blockchain in which the address of the user u, rec-
ognized in the public digital identity system by the identifier UID, is obtained as:
A, =h (hz(IBE{}ID)) (we recall that h; and h, are two cryptographic hash functions).
Therefore, the sources and the recipients of a transaction are derived directly from
UIDs, thus from public digital identities, and impersonation is not possible provided

that it is not possible in the public digital identity system. Specifically, a transaction
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(P,,,1,A,,,c) done by the user u; with identity UID, and having as recipient the user
u, with identity UID,, is signed by the IBE secret key IBE[SHDS and verified by the
IBE public key IBEEIDS, which everyone can compute on the basis of the IBE pub-
lic master key, once the identity UID; is known. This allows us also to represent
the transaction as: (UID;,i, UID,,c). This representation reflects a nice feature of
our solution, in which blockchain addresses are intensionally always existing in the
blockchain domain, even though they are not materialized, provided that the corre-
sponding identities exist in the public digital identity system. As a consequence, a
given transaction moving a token (or money) to a user # may exist in the blockchain
without requiring any action from u on the blockchain (the creation of a key-pair),
as identities are implicitly blockchain addresses.

One could argue that a similar solution makes us lose the full decentralization of
the blockchain paradigm. This is necessarily true if we want to rely on the current
notion of public digital identity system, which is inherently centralized. However,
a different notion of digital identity could be applied, also fully decentralized and
based on blockchain itself like [128] or [162].

It is worth noting that the ideal solution here presented implicitly requires that
blockchain (public and private) keys are compliant with the adopted IBE scheme
(for example, RSA [223]). Unfortunately, this is not the case of existing blockchains:
for an instance, Bitcoin blockchain adopts the elliptic curve secp256k1[185], which
is not compliant with any IBE scheme and a definition of an IBE scheme on this
cryptographic scheme is not feasible.

For this reason, to give a more practical value to this solution, we implement
in the next section a workaround that allows us to basically obtain the same result
by leveraging any existing blockchain. Specifically, we chosen Bitcoin blockchain
because it is one of the most used, but any other blockchain could be considered,
also by extending the approach toward smart-contract-supporting blockchains like
Ethereum. Consider that, in this case, any solution (like [29]) that implements the in-
tegration between the public digital identity system and the blockchain by directly
giving the role of service provider to smart contracts, does not reach the goal in a
satisfactory way from the security point of view, because it requires that the service
providers (internal to the application domain) are trusted third parties (TTPs). Con-
versely, in our solution, TTPs are only TTPs of the external systems (i.e., the identity
provider of the public digital identity system and the Private Key Generator of the
IBE system).
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4.3 A practical solution

Starting from the considerations done in the previous section, in this section we
provide a practical solution that does not relax any security feature w.r.t. the ideal
one. It is practical in the sense that it does not require changes of blockchain formats
and protocol, thus operating on the exiting ones. For the sake of presentation, we
describe the solution on the Bitcoin blockchain, which is widely used.

The actors in our scenario are:

» Users, physical or legal people using a public digital identity for authentication.

* Identity Providers, which create and manage public digital identities.

» IBE Services, public or private organizations providing the mapping between
a public digital identity and a pair of asymmetric encryption keys (called IBE
keys).

* a Blockchain, a Distributed Ledger.

In our proposal, we can identify the following operations.

1. Digital Identity Issuing. First, a user creates his/her public digital identity. To do

this, he/she must be registered to one of the Identity Providers, which is respon-
sible for the verification of the user identity before issuing the public digital
identity and the security credentials.
A public digital identity is identified by the pair (username, IP), where IP is the
identifier of the identity provider that issued the public digital identity and user-
name is a string. Moreover, there exists a string UID (Universal ID), which iden-
tifies a public digital identity. For example, the user X registered by the Identity
Provider Y is identified by the UID X@Y. It is worth noting that UIDs are sup-
ported by the Public Digital Identity Systems.

2. IBE private key gathering. To obtain the IBE private key, a user contacts the Pri-
vate Key Generator (PKG) of the IBE service to receive the master public key,
if it is not already known. Then, the Private Key Generator, by acting as a ser-
vice provider of the public digital identity system, authenticates the user by an
elDAS-compliant scheme, as illustrated in Fig. 6.2.

First, the user using a browser (User Agent)sends to PKG a request for gathering
the IBE private key (Step 1). Then, PKG replies with an authentication request to
be forwarded to Identity Provider (Step 2). If the received request is valid, Iden-
tity Provider performs a challenge-response authentication with the user (Steps
3 and 4). In case of successful user authentication, Identity Provider prepares the
statement of user authentication, which is forwarded to PKG (Step 6). Finally,

PKG provides the user with the IBE private key (Step 7).
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Fig. 4.1: Data flow in an authentication process.

3. Blockchain Registration. First, the user generates a pair of private and public
blockchain keys, and, starting from the public one, the blockchain address A
is computed. Then, the user generates on the blockchain a transaction from A to
A, having as payload (UID, E(A)), where UID is the universal ID of the public
digital identity of the user, and E(A) is the encryption of the user’s blockchain
address by the user’s IBE secret key. By this transaction, the user links hes/his
public digital identity to the blockchain address A: indeed, by computing E(A),
the user proves the knowledge of the IBE secret key associated with this UID.

4. Transaction. When a user S (sender) wants to carry out a transaction with a user
R (receiver), the following operations are done:

a) S obtains the universal ID of R, say IUD,.

b) S searches for the transaction having IUD, in the payload: this is the trans-
action done by R in the blockchain Registration step.

c) S extracts from this transaction the blockchain address of R, say A,.

d) S generates a blockchain transaction from her/his blockchain address A; to

A, (the value of the payload depends on the application).

Now, it should be easy to understand how to know the public digital identity

of a user involved in a blockchain transaction. Consider a blockchain transaction
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from the (blockchain) address A; to the (blockchain) address A,, and assume we are
interested in knowing the identity of the user associated with A,!.

The first operation to do is to search for the transaction having A, as sender and
receiver (i.e., the transaction done in the Blockchain Registration step). If it is not
found, this means that A; did not execute the protocol correctly, because she/he
generated a transaction to an unregistered user (clearly, it is not possible that the
registration transaction of A, has been deleted because blockchain transactions are
immutable). Thus, we assume that this registration transaction, say T, is found.

Now, after verifying the authenticity and integrity of T (i.e., that it has been
signed by the blockchain public key associated with the address A,), the payload
{p1,p2) is extracted.

Next, the IBE public key IBEII,(1 derived from the string p; is computed and used
as public key to decipher p,. If the decryption of p, corresponds to A,, then we
are sure that the receiver (i.e., A,) of the transaction T is associated with the public
digital identity p;.

Clearly, by repeating the same procedure starting from A, instead of A,, we can

identify also the user associated with A,, who generated the transaction.

4.4 Case study and implementation details

In this section, we instantiate the general approach presented in the previous section
to a specific scenario and we show the generated data both to better explain how our
proposal works and to demonstrate its compliance with the Bitcoin blockchain.

Among the numerous applications that can benefit from our solution, we selected
crowdshipping, which is very timely (as remarked in Section 14.6).

Crowdshipping refers to the phenomenon of recruiting citizens to serve as couri-
ers: a person already traveling from point A to point B takes a package with him and,
making a stop along the way, delivers the package to another person in exchange for
a reward. The objective is reducing pollution and road traffic using, as a delivery
carrier, a person who is already on the move.

Zipments [6], active in New York since 2014, and PiggyBee [4], online since
2012, are probably the most known crowdshipping platforms. Being a centralized
approach, the platform has to be a trusted party because it is in charge of receiv-

ing and storing log activity: clearly, an attack on the system or a malicious behavior

! For the sake of presentation and to avoid to introduce new notations, in the following, with
a little abuse of notation, we use the address A,, also to refer to the user u, thus meaning

“the user associated with the address A,,”
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of the platform provider could compromise accountability. To address this prob-
lem, the use of blockchain is a solution: all the information needed to guarantee
accountability, especially the delivery of a package between two users, is stored in
the blockchain. In particular, we considered the basic step of a crowdshipping sys-
tem, which occurs when a user, say Alice, delivers a package to another user, say Bob.
Alice needs both: (1) to be sure that the person receiving the package is Bob and (2)
to have a proof of delivery. Our solution guarantees both the goals without using a
centralized crowdshipping platform.

We implemented a Java prototype to test our solution in a crowdshipping sce-
nario: it is composed of a module implementing the IBE system and a module im-
plementing the access to the blockchain. We did not need to implement the identifi-
cation scheme compliant with eIDAS, because it is a service used by our prototype.

We show all the operations carried out by the two users and the generated data.

1. Digital Identity Issuing. Both Alice and Bob have a public digital identity: thus,
they have been identified by an identity provider, say example.com, which gave
each of them a public digital identity and a credential for authentication (typ-
ically, a password). Now, assume that the username of Alice is alice and the
username of Bob is bob. Thus, the UIDs of Alice and Bob are alice@example.com
and bob@example.com, respectively. Observe that, for the sake of presentation,
we used the same identity provider (i.e., example.com) for both the users: how-
ever, no problem arises in case the public digital identities are issued by different
identity providers, because the solution does not depend on the particular UID
of the user.

2. IBE private key gathering. To obtain the IBE private key, a user connects to the
site of the IBE system by the browser (i.e., the user agent) and sends a request for
accessing the service. Observe that the IBE system acts as a service provider in
this step, because it needs to authenticate the user before issuing the private key.
Then, the IBE system replies to the user agent with an authentication request to
be forwarded to the identity provider. The identity provider is selected according
to the user’s UID.

If the received request is valid, the identity provider performs a challenge-
response authentication with the user. In case of successful user authentication,
the identity provider prepares the assertion containing the statement of the user
authentication for the IBE service provider. The assertion contains the reference
to the request message, the authenticated user, the identity provider, the per-
sonal information about the authenticated user, the temporal range of validity,
and the description of the authentication’s context. The assertion is signed by the

identity provider to guarantee integrity and authenticity.
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Now, the assertion returned to the user agent is forwarded via http POST Bind-
ing to the IBE service provider. The IBE system verifies the assertion and pro-
vides the user with her/his IBE private key. We denote by IBEE the IBE private
key of the user U.

Concerning the user’s IBE public key, they are computed starting from the mas-
ter public key and the user’s UID. We denote by IBEE the IBE public key of the
user U.

In Table 4.1, the IBE public and private keys of Alice and Bob are reported:
they are represented by Base58Check encoding [1], which is used for blockchain
addresses (see later).

Blockchain Registration. Each user needs to have a private and a public blockchain
key. The private key is a randomly generated 256-bit string. The public key is
generated by the private one by means of a cryptographic function named ellip-
tic curve point multiplication. In particular, the used algorithm is Curve Digital
Signature Algorithm (ECDSA) and the elliptic curve is secp256k 1 [185]. The use
of these functions is necessary to guarantee the compatibility of our solution
with blockchain.

We denote by BKCE, and BKCY) the blockchain private key and public key of the
user U. In Table 4.1, the blockchain public and private keys of Alice and Bob are
reported.

The blockchain address A of a user is computed from the public key K as
A =RIPEMD160(SHA256(K)), where SHA256 [196] is a cryptographic hash de-
veloped by National Security Agency (NSA) and returns a 256-bit digest, whereas
RIPEMD160 [222] is a cryptographic hash designed in the open academic com-
munity and returns a 160-bit digest.

We denoted by Ay the blockchain address of the user U. In Table 4.1, the
blockchain addresses of Alice and Bob are reported. Observe that blockchain ad-
dresses are usually represented by Base58Check, an encoding similar to Base64
but modified to remove non-alphanumeric characters and letters which might
look ambiguous when printed. It is therefore designed for human users who
manually enter the data by copying from some visual source.

Finally, each user generates on the blockchain a transaction with her/his address
as both sender and receiver, having as payload (UID, E(A)), where UID is the
universal ID of the public digital identity of the user, and E(A) is the encryption
of the user’s blockchain address done by the user’s IBE private key.

Transaction. Now, both Alice and Bob have their public digital identity associ-
ated with a blockchain address. Suppose that Alice has to deliver a package with

ID = AB123 to Bob and, consequently, she needs a proof of delivery from Bob. In
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a real-life situation, we can image that carriers run a mobile app on their smart-
phones to manage transaction generations. We can suppose also that the package
ID is a QRcode printed on the box, so it can be easily read by the mobile app run-
ning on carrier’s smartphone. Moreover, the same mobile app can show another
QRcode reporting the UID of the owner, in such a way that when Alice has to
deliver the package to Bob, Bob can show his UID by his mobile smartphone and
vice versa.

Once the package ID and the UID of Alice have been collected, Bob’s mobile app
generates a transaction to Ay, (i.e., the Alice’s blockchain address) including
in the payload the type of operation carried out (i.e., package receiving) and the
id of the product. This transaction is signed by Bob with the blockchain private
key and stored on the blockchain.

Alice can read on the blockchain this transaction and checks its correctness:
clearly, this is done by the app mobile. This transaction represents the proof

of delivery of the package from Alice to Bob.

Observe that in some context it could be necessary also an additional proof: in
this case, Alice can generate a transaction to Bob having, in the payload, “package
sending” as the type of operation and the id of the product, in such a way that Bob

can proof the reception of the package from the correct user (i.e., Alice).

4.5 Conclusion

In this chapter, we discussed about the benefits deriving from the possibility of bind-
ing the sender or the receiver of a blockchain transaction to a public digital identity.
We proposed an architecture eIDAS-compliant identification schemes for handling
public digital identities and Identity-based Encryption for associating a digital iden-
tity with a public key. This architecture has been implemented by a Java prototype
and used to validate the proposal in a crowdshipping scenario.

To the best of our knowledge, this is the first attempt to create a non-anonymous
blockchain, which can be used in all cases in which the author of a transaction has

to be identified with certainty and legal effect.
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Symbol

Value

S
IBEAlice

2UBUArXzNjLYArGyk46pn6y]JVrik5x5sFRne1H2ACznMeBeAfv]yMdbdY
5aDof]2NxjTQHwCUdpRiPMfKo4Y7CNhrwVq4KDFTiA3KavkyX7b7dE
U1CVB1SwWEZKMQL2KoD5erHSVsCwcKigm6yPESsZMPWhEUkWio47D
SETVP672AYrnw4E8zMH18gvrnPaERILd9KL8Z9ZhYui7NL7NWA40]8kq
GXSsJX85gTheFyswfSXya4HrwfXtQYotrpq7uuS7rKgGGsAhazE7Ceg6mY
cMUSdbPg9drR21EUx3LrD3z3sp8QhFvDBpLkdhEZMGsngjDgdu24rZZh
M5beQUCC56WVWefRE

P
IBEAlice

C9vPE,185xNAn8quf9s4vrechMHXj6PDZakH]532]YvGbQt7obcLqyyeLub
7VTXcY8qPg3FJj3TvPgEV3CAEx4K9U8diTkGjlxe2d ZFicQLWk68KnGy
eDZim ALtNHmM2hEvjF]JSDinMtBEQAZrZUXGBrqN7QFT5imVLV821kE]
blsMh3HMfnhEmucXsn1MDKgCymhkrXHKsFfFRyta9wzQvQKRmdNhT
5FruGXTV8VbA6XG1VaszpUco7EiUzLfayZd A8YWw3umeZDr5bi3AenxM
WHXw6ptZFPg7rkf2YgmbHKqFnBCEyDT2gsF8XF9S1rkWjiqsKxef1ZC63
czWiRvfAZ3A5xfo7R9QAsk

S
IBEg ,

19HktTsakupP856Q2whGm4ExkLambnHpKNDEFUngnwdLi6RQJrL5T2R
zYKTbd1FowwHgL]nzLbNV9vNyJC3TamygAqAbzgxttboHmaR6Uj49uD3
6zAWb6Zkn7TDN6uqfaMVWwjVq6rh2GV4Rai66al EPtRBRbdxoYS9pVE
vmB74juFNxwmsbkxxCa3uU1xYi6 5SHGWB096S6z2NYkxvwEfUrbhikKhxw
jbRuCcFpubgtsHPs2k5SyrY 1shXXJMX4ZCqgb2BwseJEEiLo11j4BMgmo53
yoWrj3sA1Ysh7NNQDvVREAptZnaVhJg7RRZRvdMe7WGFxW 6yunrynV9
VXR2jwZk2KnYn96

P
IBEy

Meip8,185xNAn8quf9sdvrechMHXj6PDZakH]532]YvGbQt7obcLqyyeLub?
VTXcY8qPg3FJj3TvPgEV3CAEx4K9U8diTkGjlxe2dZFicQLWk68KnGye
DZim ALtNHm2hEvjFJSDinMtBEQAZrZUXGBrqN7QFT5imVLV821kE]Jb
1sMh3HMfnhEmucXsn1MDKgCymhkrXHKsFfFRyta9wzQvQKRmdNhT5
FruGXTV8VbA6XG1VaszpUco7EiUzLfayZd A8YWw3umeZDr5bi3AenxM
WHXw6ptZFPg7rkf2YgmbHKqFnBCEyDT2gsF8XF9S1rkWjiqsKxef1ZC6
3czWiRvfAZ3A5xfo7RIQAsk

BKCS

Alice

z4KNrFydhCHUt15g9N3MDX4Di2WfuE1JzMMZHRFtVCWkpx6DTHIH
VTgBCtdwCL1ERwVfeto3A5pU8G8Fgkv8V2G

BKCP

Alice

2£6eQs8MtzDWd1dj95Lncx AfEseGNvn7LhbUYrg8kPSUNp5gYKN9zwkvwm
ZtPFoFpjPrqdEgeYj3jzbvzKvComRQ7iF9JSE3]GY 6 UfNBYshkZzXG8qk]
WM93MDDSz6r]zYfAZ8rVU6n9xLLH2CeSSthv5QZW9MgjcT3v7Mpsahh
HtYHUK?

S
BKCg,,

22PMoQ4VMGhGwep4KxxqHLB4JtPZFJ5AvLWar5ndP3fvGHaRbsEW2H
yw55qAZRITMyG9Z49P3tApibixFZo2SwXV

P
BKCBob

2f6e6iHZ4yg6h50TaNj5tvTpgbhbjGJ63DUrA7ZiIn8autl wtWQ9IELNt3iMeZ
7taavtwv55bZUY2MQdNFmAhoozstxUt6km8j791bWwDtaZGmkxv7vb5bzy
sLtnDre8fgQ8GfLuv3F5yEmzweGv69S

AAlice

1QCw797xQbc7UjbpeMeCcdxyj9SpbVnvN4

ABob

1JCn8rVTLTK{8H1h]JQc9Jx2s9FTEwPNUDk

Table 4.1: Value of the data generated in our running example.




Ethereum Transactions and Smart Contracts among

Secure Identities

One of the limitations of the current blockchains is that recipients of transactions (orig-
inated from both users and smart contracts) must preliminarily sign up the system. In
contrast, the nature of blockchain would allow the implementation of services with a high
degree of flexibility and interoperability, once the subjects can be securely identified some-
way. In this chapter, we overcome this limitation by integrating Public Digital Identity
with Ethereum via Identity-Based-Encryption (IBE). An important feature of the solution
is that it does not require additional trust w.r.t. that necessary for IBE and Public Digital

Identity systems.

5.1 Introduction

The interest towards blockchain [193] is constantly increasing during the last years,
due to its power to enable new business scenarios. Blockchain technologies attract
the attention of both industries and researches, in various fields, besides computer
science, mainly also economics and law. As a consequence, any aspect regarding
those technological features that impact how applications can be designed and used
is very relevant.

One of the current limitations of blockchains (even smart-contract oriented) is
that actors of transactions and smart contracts are required to voluntarily subscribe
to the services of the application platform implemented over blockchain. This aspect
makes blockchain platforms little appropriate to those situations in which services
may involve dynamically unregistered subjects. The proposal of this solution regards
the following situation. Consider a set S of subjects who are identifiable in a certain
(secure) way. For the moment, it does not matter how. Suppose in this set there are
users who may be involved in a service based on blockchain (for example, Ethereum),
in different moments, depending on dynamic conditions. Thus, for example, Alice,
who is already registered to the service, has to transfer money (or a given token) to

Bob. But Bob, despite being in S, is not in the service yet. In other words, we would
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like to enable some suspended actions, to avoid to compromise the liveness of the
system. Indeed, according to the features currently supported by Ethereum (and the
other blockchains), Alice’s action should be denied by the system until Bob signs up
the system. We obtain a similar use case when the sender is a contract instead of a
human user.

Our proposal, contextualized in the Ethereum environment, is aimed to over-
come the above limitation, by enabling over Ethereum transactions and contracts
among (secure) digital identities, whose existence is independent of the specific ap-
plication platform. This allows the design of flexible, dynamic and interoperable ser-
vices, with considerable benefits in many cases, especially in crowd-based or multi-
organization domains.

To do this, we faced a number of problems. The first one is which notion of dig-
ital identity we may adopt to have a realistic result. One could think of an identity
built as a combination of (verified) social network profiles owned by the subject be-
ing identified. This could be an option, but we think that whether a Public Digital
Identity System exists, like those that are compliant in EU with the eIDAS regulation
[86], this is the best way to follow. Thus, in our schema we refer to SPID [87], which
is the Italian System of Public Digital Identity introduced in accordance with the
eIDAS initiative.

The second point is how to link in a secure way digital identities and Ethereum
addresses. Our solution leverages Identity-Based-Encryption (IBE) [2], which gives
a direct role to the notion of identity and then a direct link between Ethereum keys
and identity of the user, once she/he is able to provide the PKG (i.e., the party issuing
the IBE private key) with the proof of her/his SPID identity. From this point of view,
this solution is an evolution of the work presented in [62], in which the idea of inte-
grating IBE and blockchain is presented for the first time in the simpler context of
Bitcoin blockchain, thus without the possibility of involving unregistered users. We
highlight that the role of IBE is crucial in our proposal, because a direct integration
of SPID with blockchain (like in [29]) would require that a blockchain-side entity
(an application or a smart contract) should play as a Service Provider of the public
digital identity system. This would require the full trust in this entity, concerning

the assessment of identity.

5.2 Our proposal

The goal of this solution is to allow the association of a digital identity with a
blockchain transaction. Among the possible mechanisms to handle digital identity,

such as OAuth [198], OpenID [9] Windows CardSpace [5], we refer to the notion of
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public digital identity, which has been defined by the Regulation (EU) N. 910/2014

[86]. Our choice is motivated by the fact that we expected that, in the next years,

public digital identity will involve the most of EU people: for example, on Febru-

ary 2017, Germany notified its national identity which has more than 40 million

registered citizens [10].

1.

In our solution, we have the following types of entity:

a user, a physical or legal person using a digital identity for authentication. Each
user can be associated with one or more public digital identities.

a public identity digital system with identity provider IP, which creates and
manages public digital identities. Without loss of generality, we assume it is
unique.

an IBE system with Private Key Generator PKG. It is managed by a public or
private organization and provides the mapping between a digital identity and a
pair of asymmetric encryption keys (called IBE keys).

a Distributed Ledger allowing smart contracts (i.e., Blockchain 2.0).
In this scenario, we identify the following types of operation that users carry out.

Digital Identity Registration. To obtain a digital identity, a user must be registered
to the public identity digital system. In this phase, the real identity of the user is
verified before issuing the public digital identity and the security credentials.

A public digital identity is identified by the pair (username, IP), where IP is the
identifier of the identity provider that issued the public digital identity and user-
name is a string. For example, the user X registered by the Identity Provider Y
is identified by the X@Y. Moreover, any Public Digital Identity System compli-
ant with eIDAS defines also a string UID (Universal ID), which is a single nu-
meric identifier independent of the identity provider, in case of multiple identity

providers.

. IBE private key gathering. To obtain the IBE private key, a user contacts the Pri-

vate Key Generator (PKG) of the IBE service to receive the master public key,
if it is not already known. Then, the Private Key Generator, by acting as a ser-
vice provider of the public digital identity system, authenticates the user by an
elDAS-compliant scheme.

First, the user using a browser (User Agent)sends to PKG a request for gathering
the IBE private key (Step 1). Then, PKG replies with an authentication request to
be forwarded to Identity Provider (Step 2). If the received request is valid, Iden-
tity Provider performs a challenge-response authentication with the user (Steps

3 and 4). In case of successful user authentication, Identity Provider prepares the
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statement of user authentication, which is forwarded to PKG (Step 6). Finally,

PKG provides the user with the IBE private key (Step 7).

. Blockchain Binding. By this operation, a user associates his IBE public key IBEFI,{

with his blockchain address A. First, the user generates a pair of private and pub-
lic blockchain keys, and, then, the blockchain address A of the user is computed
as the cryptographic hash of the public key. Then, the user generates a transac-
tion from A to A on the blockchain, having in data field (UID, E(A)), where UID
is the universal ID of the public digital identity of the user, and E(A) is the en-
cryption of the user’s blockchain address by the user’s IBE secret key. This trans-
action is called binding transaction. By this transaction, the user links her/his
public digital identity to the blockchain address A: indeed, by computing E(A),
the user proves the knowledge of the IBE secret key associated with this UID.

Transaction. Suppose a user S (sender) wants to send to a user R (receiver) a trans-
action and let v be the value of the transaction (i.e., the amount of virtual money
to transfer). In this case, the following operations are done. First, S obtains the
universal ID of R, say UID, and searches for the most recent binding transaction
having UID, in the payload: this search can be successful or not. If a transaction

T =(UID,,E(A,)) of this type is found, then:

a) Sdeciphers E(A,) by using the IBE public key calculated from UID,, to verify
that the authenticity of the signature (observe that E(A,) works as a signature
to prove that the right user has generated the binding transaction). If this
check fails, T is ignored and another search is carried out.

b) After deciphering E(A,), the blockchain address of UID, is obtained.

¢) S generates a blockchain transaction from his blockchain address A to A,,

with value v.

Consider now the case in which no transaction of this type is found, which is the
most interesting case. This means that the user R exists but has not yet joined the
blockchain. In this case, S generates a blockchain transaction from his blockchain
address A to the blockchain address of a specific smart contract, say A, speci-
fying both UID, and v. This smart contract stores the information that there is a
sleeping transaction to UID,, from the sender A and value v.

Cashing. Suppose that a user R, after registering to the blockchain, wants to re-
ceive the sleeping transactions sent to him before his registration (i.e., those trans-
actions sent to the smart contract sm and intended for him). Then, he generates a
blockchain transaction, named cashing transaction, from his blockchain address
A, to the blockchain address A, (i.e., the same smart contract referred above),
having his UID (i.e., UID,) in the payload. Now, the smart contract searches for

the most recent binding transaction T sent from A, and computes the IBE pub-
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lic key IBE, calculated from UID,. Then, it extracts E(A) from the payload of
T and deciphers E(A), verifying that UID, is obtained. Finally, it extract from
the stored sleeping transactions those sent to UID, (if any): for each transaction
found, a new transaction to A, is generated, with the same value as the found

transaction.

In the next section, we show how to implement this solution in Ethereum.

5.3 Implementation

In this section, we instantiate the general approach presented in the previous section
to the specific environment of Ethereum: in particular, we show all the operations

carried out by two Ethereum users, say Alice and Bob.

1. Digital Identity Registration. Both Alice and Bob have a public digital identity:
thus, they have been identified by an identity provider, say example.com, which
gave each of them a public digital identity and a credential for authentication
(typically, a password). Now, assume that the username of Alice is alice and the
username of Bob is bob. Thus, the UIDs of Alice and Bob are alice@example.com
and bob@example.com, respectively. Observe that, for the sake of presentation,
we used the same identity provider (i.e., example.com) for both the users: how-
ever, no problem arises in case the public digital identities are issued by different
identity providers, because the solution does not depend on the particular UID
of the user.

2. IBE private key gathering. To obtain the IBE private key, a user connects to the
site of the IBE system by the browser (i.e., the user agent) and sends a request for
accessing the service. Observe that the IBE system acts as a service provider in
this step, because it needs to authenticate the user before issuing the private key.
Then, the IBE system replies to the user agent with an authentication request to
be forwarded to the identity provider. The identity provider is selected according
to the user’s UID.

If the received request is valid, the identity provider performs a challenge-
response authentication with the user. In case of successful user authentication,
the identity provider prepares the assertion containing the statement of the user
authentication for the IBE service provider. The assertion contains the reference
to the request message, the authenticated user, the identity provider, the per-
sonal information about the authenticated user, the temporal range of validity,
and the description of the authentication’s context. The assertion is signed by the

identity provider to guarantee integrity and authenticity.
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Now, the assertion returned to the user agent is forwarded via http POST Bind-
ing to the IBE service provider. The IBE system verifies the assertion and pro-
vides the user with her/his IBE private key. We denote by IBEE the IBE private
key of the user U.

Concerning the user’s IBE public key, they are computed starting from the mas-
ter public key and the user’s UID. We denote by IBEE the IBE public key of the
user U.

Blockchain Binding. Each user needs to have a private and a public blockchain
key. The private key is a randomly generated 256-bit string. The public key is
generated by the private one by means of a cryptographic function named ellip-
tic curve point multiplication. In particular, the used algorithm is Curve Digital
Signature Algorithm (ECDSA) and the elliptic curve is secp256k1 [185].

The Ethereum address A of a user is computed from the public key K by apply
Keccak-256 [43], and finally taking the last 20 bytes of that hash. We denoted
by Ay the blockchain address of the user U. Finally, each user generates the
binding transaction having as payload (UID, E(A)), where UID is the universal
ID of the public digital identity of the user, and E(A) is the encryption of the
user’s Ethereum address done by the user’s IBE private key.

Transaction. Now, both Alice and Bob have their public digital identity associated
with a blockchain address. Suppose that Alice has to send some Ether money to
Bob, but Bob has not an Ethereum wallet (i.e., he has not an Ethereum address).
Clearly, we can image that users run an application (on a PC or a smartphones)
to manage transaction generations.

First, Alice has to know the UID of Bob: the UID of Bob as well as the amount
of money to transfer are inserted into the application, which generates a trans-
action to the smart contract. In Listing 5.1, we give an implementation of this
contract written in Solidity, which is a JavaScript-like language. For the sake of
presentation, we do not explain every line of the code: we assume the reader is
familiar with Solidity and Oraclize, which is the leading oracle service for smart
contracts and blockchain [7] In particular, it is called the function pay, using the
UID of Bob as parameter (Lines 13-15): this function stores the amount that will
be given to Bob when he will register (by payUID).

Cashing. After Bob creates his wallet, he can ask for receiving the amount from
the sleeping transactions sent to him before his registration. To do this, he gen-
erates a cashing transaction to the smart contract illustrated in Listing 5.1, by
calling the function cash. The smart contract first checks if there is some amount

for Bob. If any, an oraclize function is used (Line 21), which returns the Ethereum
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address of Bob by the callback function. Finally, a money transfer to Bob is car-

ried out by the smart contract and the amount to pay to bob is reset (Lines 33-34).

By this protocol, we enable on Ethereum the possibility to send money to users
without the need to know their blockchain address. The suitable use of the secure

digital identity guarantees that only the correct user receives money.

pragma solidity ~0.4.25;

import "github.com/oraclize/ethereun-api/oraclizeAPI_0.4.25.501";

import "github.com/Arachnid/solidity-stringutils/strings.sol";

contract SleepingEther is usingOraclize {
mapping(bytes32=>string) uidMapping; //mapping between queryID and bool
mapping(string=>uint) payUid; //mapping between UID and eth value to send
address public addr;
using strings for *;

string pi;

function pay(string uid) public payable {

payUid[uid] += msg.value; // add the ether addressed to uid

function cash (string uid) public payable{
if(payUid[uid]>0)

if (oraclize.getPrice("URL") <= address(this).balance) {

O = = = = = = = = e =
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pi = "URL".toSlice().concat(uid.toSlice());

21 bytes32 queryld = oraclize_query("URL", pi);
22 uidMapping[queryld]=uid;
.
}
25
2(3 function __callback (bytes32 myid, string result, string uid) public {
27 if (msg.sender != oraclize_cbAddress())
28 revert ();
259 bytes memory tempEmptyStringTest = bytes(result);
3() if(tempEmptyStringTest.length != 0){
B1 addr = parseAddr(result);
B2 uint tot= payUid[uidMapping[myid]];
33 addr. transfer(tot);
34 payUid[uid]=0;
B5 )
B6 }
B7

Listing 5.1: Code of the smart contract.

5.4 Conclusion

In this chapter, we presented a solution to integrate Public Digital Identity with
Ethereum to enable transactions (both external and internal) directed to subjects not
yet registered to the system. The solution leverages the concept of Identity-Based-
Encryption (IBE). The goal is achieved by giving to the Private Key Generator (PKG)
of the IBE the role of Service Provider of the Public Digital Identity system. It is
worth noting that, we only treat the case in which a given amount of cryptocurrency
is transferred, but the transfer of tokens with identifier can be easily implemented

by using the interface ERC721.






Accessing Online Services with Minimal Personal

Information Disclosure

The General Data Protection Regulation highlights the principle of data minimization,
which means that only data required to successfully accomplish a given task should be
processed. In this solution, we propose a Blockchain-based scheme that allows users to
have control over the personal data revealed when accessing a service. The proposed so-
lution does not rely on sophisticated cryptographic primitives, provides mechanisms for
revoking the authorization to access a service and for guessing the identity of a user only
in cases of need, and is compliant with the recent eIlDAS Regulation. We prove that the
proposed scheme is secure and reaches the expected goal, and we present an Ethereum-

based implementation to show the effectiveness of the proposed solution.

6.1 Introduction

In the digital era, information is a valuable asset: for instance, think about social
networks, which collect information of hundreds of millions of people such as per-
sonal data, friends, visited places, listened to music, watched TV, preferences, and
interests. Such data are monetized in several ways, such as to produce context-aware
information that influences users’ preferences to recommend specific items (custom
advertising). For this reason, often accesses to services require that a user authenti-
cates.

However, in many situations, there is not a real need to be aware of personal
information, which is done only to collect rich data. Consider the case of a mer-
chant selling products for adults (e.g., liquor or cigarettes), which only needs to
check that acquirers are of a certain age: the request of the identity card to show
the birth date has the side effect of disclosing personal information, such as name,
surname, nationality. Although this situation is not very worrying in real life, the
problem is relevant in the digital world because disclosed data can be stored and pro-
cessed automatically. As collected data may contain private information that could

be transferred to unauthorized parties, privacy-preserving proposals in this context
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are gaining attention [237, 145]. Indeed, recently many service providers require the
disclosure of less sensitive information.

This privacy problem is well-known and has been recently remarked also by the
issuance of the General Data Protection Regulation [104], the new European Union
privacy law that puts guidelines and regulations on how data have to be processed,
used, stored, or exchanged to protect and ensure individuals data privacy [159, 240].
In this context, the problem we address is how to build a system able to reach four

research goals:

RG1. when accessing a service, a user should be allowed to provide the minimal
amount of personal information needed to access the service;

RG2. only authorized users should access a service;

RG3. there should be the possibility to revoke the permission given to a user to
access a service;

RG4. the user’s identity should be revealed in case of need.

For this purpose, we exploit the power of blockchain [193], a recent technology
used in many fields, such as finance, smart cities, society progress driving [239].
Blockchain is a fully distributed repository that stores transactions. Several nodes
distributed in a peer-to-peer fashion have the control over stored information and
run programmable rules in the form of smart contracts [141]. By replacing a single
centralized party with a distributed ledger of replicated, shared, and synchronized
data, blockchain guarantees transparency, traceability, and immutability of regis-
tered information.

In this solution, we propose a blockchain-based system that allows users to prove
the possession of some attributes without disclosing their identity. Moreover, our
proposal provides suitable mechanisms to allow revocation and accountability. Re-
vocation concerns the possibility to make invalid a credential when a user loses pos-
session of an attribute (for example, a driver’s license) or the credential is stolen or
expired. Accountability is a feature that allows a party in cooperation with other
trusted parties to guess the identity of a user in cases of need. Differently from the
state of the art, our proposal does not rely on sophisticated cryptographic primi-
tives, which reduce the efficiency of a solution. An important aspect is related to the
Regulation (EU) N 910/2014 [86], which regards electronic identification and trust
services for electronic transactions in the EU internal market. This regulation pro-
vides a normative basis to enable secure electronic interactions between businesses,
citizens, and public authorities. Among others, eIDAS introduces the role of the At-
tribute Provider, an entity responsible for providing information about electronic

identities. The issuance of eIDAS opens the possibility to design new solutions for
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attribute certification that can be very effective because it is expected that in the next
years eIDAS will involve most of EU people. We exploited this opportunity so that
the proposed solution is compliant with the eIDAS infrastructure, which increases
its effectiveness. We instantiated the general solution to a real-life scenario and de-
scribed the detailed data workflow to show how our approach can be implemented

by Ethereum, the most used blockchain enabling smart contracts.

6.2 Scenario and problem formulation

In this section, we introduce a scenario to present the addressed problem.

The scenario is composed of the following actors:

* Users, physical or legal people with an eIDAS-compliant digital identity.
* Identity Providers, eIDAS-compliant entities that create and manage digital iden-

tities.

Attribute Providers, eIDAS-compliant entities that are in charge of verifying and
validating the possession of attributes.
* Service Providers, which supply users with (online) services.

* a Blockchain, a Distributed Ledger in which smart contracts can be deployed.

We consider the case of a user who needs to access an online service supplied by
a service provider, but this access is granted, provided that the user has the permis-
sions and attributes to access it. The considered service is a car rental booking, in
which users need to demonstrate the possession of two attributes: a driver’s license
and the age (because the rental price depends on the user’s age). Thus, a service
provider that offers a rental car service needs to be sure about the possession of the
driver’s license and to know the age of any user who wants to rent a car. Generally,
in such cases, a service provider asks users to provide all personal data, which char-
acterize them as legal and natural people. In some cases, the identification can be
performed with the support of a third party (such as a social network authentication
procedure).

The problem is that users have to reveal many personal and (possible) sensitive
data that are not useful to gain the service requested, and this could damage their
privacy and expose them to various attacks or future vulnerabilities. The disclosure
of specific attributes can help to reduce this effect: users are responsible for the in-
formation they want to share with third parties, that is, they can decide to show data
in a granular way.

In summary, the goals to reach are:
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1. the service provider should be aware of the minimal amount of the user’s infor-
mation needed to access the service;

2. only authorized users should access a service;

3. there should be the possibility to revoke the permission given to a user to access
a service;

4. the user’s identity should be revealed in case of need.

Concerning the last item, it is worth noting that the recent definition of the eIDAS
environment can help to face this problem with new tools that did not exist until a
few years ago [212]. Indeed, the identity providers defined by eIDAS keep a series of
information related to the digital identity of users, called unqualified or elementary
attributes. Furthermore, the attribute providers defined by eIDAS are authorized to
certify a qualification and can add other attributes to the digital identity of the user.

As a consequence, we propose a solution based on the disclosure of the attributes
selected by users who want to access the service. Besides eIDAS, our proposal also re-
lies on the recent technology of blockchain, which allows us to design a decentralized
approach to maintain a hidden link between users and their attributes. blockchain is
in charge of guaranteeing transparency and immutability of actions (or transactions)
and allowing stakeholders to perform and verify a secure access control relying on

attributes through smart contracts.

6.3 Conceptual model

Starting from the scenario described in the previous section, here we describe the
solution designed to solve the considered privacy issue. The entities in our scenario

cooperate by performing the tasks described in the following.

1. Digital Identity issuing. Any user running our solution needs to have an eIDAS
digital identity. To do this, the user needs to register to one of the available iden-
tity providers, which is responsible for the verification of the user identity before
issuing the credential of the digital identity.

The identity provider of a user knows a list of elementary attributes (e.g., date
of birth) of the user. On the other side, there are also attribute providers that
manage other and not elementary attributes related to this identity (for example,
a Motor Vehicle Office plays the role of attribute provider for a driver’s license).

2. Blockchain registration. In this proposal, users will be referred by their Ethereum
address, so that any user has to create an external owned account, characterized
by a public address and controlled by a private key. The public key derives from

the private one and is computed by a cryptographic function of type elliptic curve
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point multiplication. Typically, the blockchain address is derived from the public
key by a cryptographic hash function. For example, in Bitcoin, a user with public
key K has an address computed as RIPEMD160(SHA256(K)), where [196] is a
cryptographic hash developed by National Security Agency (NSA) and returns
a 256-bit digest, whereas [222] is a cryptographic hash designed in the open
academic community and returns a 160-bit digest (i.e., the address).

3. Credential issuing. This operation is carried out by the user when a credential for
one or more attributes is needed and involves an attribute provider (say AP!).
According to the eIDAS protocol, AP acts as a service provider and needs to
identify the user by an eIDAS-compliant scheme, as illustrated in Fig. 6.1.

First of all, the user sends a request for a credential to AP (Step 1). Then, AP
replies with an authentication request to be forwarded to the Identity Provider
(Step 2). The Identity Provider performs a challenge-response authentication with
the user (Steps 3 and 4). In case of successful user authentication, the Identity
Provider prepares the assertion of user authentication, which is forwarded to AP
(Step 6). This way, AP is aware of the user’s digital identity and can verify if
the user owns the required attributes. In this case, AP performs a second task
to know the user’s blockchain address (Step 7): AP sends a random string to the
user and waits for receiving a blockchain transaction with this string from the
address of the user, say A.

If such a transaction is received, then AP replies to the user with the requested
credential: it consists of an assertion reporting the blockchain address A of
the user, the verified attributes, and a (suitable) URL belonging to the Web
domain of the attribute provider (e.g., http://www.attributeprovider.com/
8£7b19£38£4c4b10b52de9727e9£0538). Finally, the attribute provider publishes
at this URL the digest of the credential as a proof of authenticity and integrity of
the credential (this replaces a cryptographic signature).

4. Credential using. When a user needs to access a service granted only to people
with some attributes (e.g., a driver’s license or being of age), the user can ex-
ploit a credential for such attributes obtained with the procedure described in
the previous step. The user sends the credential assessing the possession of the
requested attributes to the service provider (say SP) supplying this service. The
verification of the credential validity is carried out from SP by the call to a func-
tion of the smart contract SC, which receives this credential and executes the

following steps: (1) extracts from the credential the value of the URL field, (2)

! For the sake of simplicity, let us assume only one attribute provider handles the needed
attributes: in case more attribute providers are involved, this operation is repeated for each

of them.
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Fig. 6.1: Data flow in assertion issuing process.

verifies that this URL belongs to the domain of the attribute provider, (3) down-
loads the file at this URL, (4) calculates the digest of this file, say D, and (5)
calculates the digest of the received credential, say D’. If and only if D = D’,
then the function returns that the credential is valid. Only in this case, the user
will be able to access the service; otherwise, the access is denied.

5. Credential Revocation. Revocation concerns the possibility to make invalid a cre-
dential when a user loses possession of an attribute (for example, a driver’s li-
cense) or the credential is stolen or expired. Revocation is carried out by the
attribute provider: for each credential to be revoked, the attribute provider ex-
tracts the specified URL where the credential is published and removes the doc-
ument on this URL, making the file unreachable. This way, the user cannot pro-
vide the proof of the requested attribute to any service provider, which cannot

find the credential.

The proposal here presented is defined at a conceptual level and does not con-
sider several (orthogonal) aspects, such as the smart contract and the exchanged

data. These aspects are the subject of the next section.
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6.4 Implementation and proof of concept

In this section, we instantiate the general approach presented above to a real-life
scenario to help the reader to understand better how our solution can work. We
describe the detailed data workflow to show how our approach can be implemented
in a real blockchain: we used Ethereum, which is the most used one enabling smart
contracts.

For the sake of presentation, we refer to a simplified scenario in which the ser-
vice to access requires the user to be of age (for example, in the case of age-restricted
videos, which are not visible to users who are under 18 years of age). Our imple-
mentation is based on the Ethereum blockchain, and the environment in which we
tested our solution is the Ropsten testnet blockchain, a free blockchain based on
Ethereum using proof of work. The smart contract is build using [15] and exploits
[214] to import data from external sources. We implemented a JAVA decentralized
web application (DAPP) by the [264] library and used Infura [93] as blockchain in-
frastructure to access the Ethereum blockchain.

Now, we describe how the operations defined in our proposal are implemented

in this scenario.

1. Digital Identity issuing. The public digital identity of a user U can be issued in or-
der to perform a secure authentication based on attributes. The Identity Provider
IP stores a list of the elementary attributes of the user. The Attribute Provider
AP manages not elementary attributes and checks the identity of the user.

2. Blockchain registration. We created an Ethereum address for any entity involved
(user, identity provider, and attribute provider). First, we generated a couple
of asymmetric keys for each of them. Then, the Ethereum address is computed
from the public key by applying Keccak-256 [43] and taking the last 20 bytes of
that hash. In practice, we installed the MetaMask extension in Google Chrome,
created the new accounts, and saved the seed words for restoring the MetaMask
accounts.

3. Assertion issuing. This operation is carried out by the user when a proof of at-
tribute is needed.

To obtain the assertion, the user connects to the AP’s site by a browser and sends
the request for an assertion. Now, the user is authenticated by the chosen eID
(this part is skipped in our implementation because it is a standard procedure).
Then, AP replies with a challenge-response authentication with the user (see
Fig. 6.2). In case of successful user authentication, the attribute provider shows
a page with all the user’s attributes so that the user can select the ones to be

certified, as shown in Fig. 6.3.
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Now, AP prepares a response that includes the assertion of the attributes selected
by the user: this message is based on the SAML format and according to [85] the
most relevant fields are:
- an attribute Version with the version of SAML used in the message;
- an element StatusCode with the outcome of the request;
- an attribute ID containing the assertion identifier;
- an attribute Issuelnstant, which specifies the instant at which the assertion
is issued;
- an element Issuer, which refers to the issuer of the message;
- an element AuthnInstant, which specifies the instant at which the authen-
tication has been performed.
- an element AuthnContextClassRef, which specifies the used authentication
method based on a particular class reference.
An example of a response message is shown in Fig. 6.1. The status code contains
the URL used by AP to publish the assertion. The assertion contains the version,
the ID, the issue instant, the reference to the issuer, the blockchain address of

the subject, the end of validity, and the attribute name. Moreover, the assertion
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has temporal data regarding the start of validity instant, the timestamp of the

authentication, and the type of certified attributes (proof of age).
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<saml2p:Response
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol" Version="2.0">
<saml2p:Status>
<saml2p:StatusCode>
https://attributeProvider.com/zkik10NcxdxaUToqCZfX. xm
</sam12p:StatusCode>
</saml2p:Status>
<saml2:Assertion
xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion"
ID="47fd4a3a-16ea-415a-9b16-£9f034785388"
Issuelnstant="2020-01-22T09:19:29.170Z" Version="2.0">
<saml2:Issuer>attributeProvider.com</saml2:Issuer>
<saml2:Subject>
<sam12:NameID
Format="urn:oasis:names:tc:SAML:2.0:nameid-format:persistent”>
0x8fa7173202d86C746bd884C9f116E356600c6b0E
</sam12:NameID>
<saml2:SubjectConfirmation
Method="urn:oasis:names: tc:SAML:2.0:cm:bearer">
<saml2:SubjectConfirmationData
NotOnOrAfter="2020-07-21709:19:29.163Z" />
</saml2:SubjectConfirmation>
</saml2:Subject>
<saml2:AuthnStatement
AuthnInstant="2020-01-22T09:19:27.138Z">
<saml2:AuthnContext>
<saml2:AuthnContextClassRef>
urn:oasis:names:tc:SAML:2.0:ac:classes: proof of age
</sam12:AuthnContextClassRef>
</sam12:AuthnContext>
</saml2:AuthnStatement>

</saml2:Assertion>

</saml12p:Response>

Listing 6.1: Creation of a new auction

Moreover, AP publishes at the URL reported in the assertion a file containing

the assertion and calculates the digest of this file. Finally, AP calls the function

indexDigest of the smart contract (see Fig. 12.1, Lines 54-59), which generates a

token. This token is the digest of a nonce generated from the block timestamp

and incremented by one every time a new token is generated. This ensures its

uniqueness. Observe that it is not a secret value (all data in the smart contract

are not secret). This token is used as an index to find such an assertion digest in

a mapping (Line 57).

Finally, the attribute provider sends to the user a JSON file containing the URL

where the assertion is available, and the token . An example of this file is re-

ported in Fig. 6.2.

{

"location":"https://attributeProvider.com/zkik10NcxdxaUToqCZfX.xm1",

"token":"4ce9b145974bad0dbeca705f89d3£44161£c8226348497¢d67854 bOedcf7e465"

Listing 6.2: Example of JSON credential.
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4. Assertion using. Suppose the user needs a service supplied by the service provider
SP and U is required to possess an attribute, for example, a proof of age. To
prove to be of age, U sends the JSON file received by the attribute provider in
the previous step to SP.

To verify this credential, SP calls the function verifyAssertion of the smart con-
tract SC (Fig. 12.1, Lines 38-49), giving as input the token and the location
extracted from the JSON file. This function is payable (i.e., it can receive Ether)
and exploits the Provable oracle to download the assertion located at the given
URL (Line 44). Then, it retrieves the digest of the assertion previously stored in
digestSet (Line 57) and adds it to verifiedDigest, a mapping between digests and
query identification (i.e., content in Line 45). Moreover, the query is included in
a set of pending query (line 46).

Once Provable returns the query result, the callback function is called automat-
ically. This function has the oracle query identification Id and the query result
as parameters. First, the digest of the assertion downloaded by Provable is cal-
culated (Line 29) and compared to the digest previously stored in verifiedDigest
(Line 30). The result of this comparison is stored in resultSet.

Then, the Service provider SP calls the function checkResult, which takes the
query identification Id as a parameter. This function returns the content of the
resultSet at the index Id, which represents the result of the previous function
(Lines 50-53). Specifically, the value 1 denotes a valid assertion, the value 2 de-
notes an incorrect assertion, whereas the value 0 denotes that the query result is

not available (for example, in case of wrong id of the query).

Concerning the smart contract, we showed a more extensive implementation in
which also events are used (see Lines 11-17 and the calls to function emit). Logged
events can provide support in case of need (for example, in the event of a complaint).
The implementation of this solution by a Java prototype is available on Github at the
address https://github.com/DroBaptiste/SelectiveDisclosureOfAttribute.Con-
cerning the smart contract, it has been deployed on Ropsten and is reported at
https://ropsten.etherscan.io/address/0x2cF05A44F23A92581088c¢17e7C8c7D88B
2F8d0f2#code, where the provable.sol library has been included.

6.5 Security analysis

In this section, we discuss how our proposal reaches the expected goals, which are:

1. the service provider should be aware of the minimal amount of the user’s infor-

mation needed to access the service;
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2. only authorized users should access a service;
3. there should be the possibility to revoke the permission given to a user to access
a service;

4. the user’s identity should be revealed in case of need.

Let us start with the first property. The service provider is aware of (i) the JSON
file and (ii) the assertion. The former does not contain any information about the
user; the latter contains only data that the user selected. Provided that (1) there is no
collusion among identity provider, attribute provider, and service provider, and (2)
the user does not select more information than the needed one to access the service,
the first goal is reached.

Concerning the second item, it is clear that authorized users can access the ser-
vice by following the protocol. Thus, we have to prove that unauthorized users can-
not create a valid assertion. In our analysis, we assume that the protocol is correctly
run by identity and attribute providers because they are trusted entities. Conse-
quently, an attacker cannot tamper with his/her identity or attributes, which are
guaranteed by identity and attribute providers. When the attacker is able to create
an assertion that passes all the security checks, we have to consider the following
two possibilities. The attacker has created a false assertion and is able to create the
signature done by the attribute provider. This means to break the cryptographic
primitives or to guess the private key. The probability of any of these cases is negli-
gible. Another possibility is that the attacker has violated the smart contract. If we
assume no error exists in the smart contract code, then the adversary can only try a
51% attack {sayeed2019assessing. Again, the probability of this attack is negligible.

Concerning the attribute revocation, it can occur for several reasons: 1) most of
the attributes have an expiring date from which their validity ends, 2) a user can
choose to change the status of a single attribute (in our scenario attributes could
be separate and disjointed) or 3) the most significant cause is when the attribute
provider ought to revoke the expired attribute. How the revocation occurs is evident
in the protocol. Thus, we focus on a possible misconduct of attribute providers, that
is the unfair revocation of an attribute. Consider the case of an attribute provider
AP that has issued an adult proof of age credential to a user U. Now assume that
AP revokes this credential unfairly so that the credential validation fails. However,
if U has stored this credential, then by computing the digest d of the credential and
by invoking the function indexDigest of the smart contract (see Fig. 12.1, Lines 54-
59), U can prove that a token is associated with d, and thus, that AP had issued this
credential. This possible malicious behavior of AP is detected and, thus, contrasted.

Clearly, in some cases, other information could be necessary to close the complaint.
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As for the last goal, we reach this result by exploiting an eIDAS-compliant iden-
tification scheme. The robustness of an identification scheme depends on the degree
to which it adheres to the technical specifications and best practices. Even if the
standards used for identification systems can vary by country, the compliance with
eIDAS ensures acceptable robustness. Our scheme allows a party in cooperation with
other trusted parties to guess the identity of a user in cases of need. This possibility
is given because each credential has an identifier, and each attribute provider stores
the mapping between each generated credential and the user identity. Recall that a
service provider is not aware of the identity of the user accessing the service, and
the only information known is about the user’s attributes certified by the credential.
However, in case of valid reasons (for instance, a terrorist who rented a car), the co-
operation between the service provider (which knows the credential identifier) and
the attribute provider that issued such a credential (which knows the user’s identity
associated with this credential) allows us to uncover the user’s identity.

Concerning this aspect, we observe that there is the possibility of running off-
line the scheme by relaxing some of the security requirements. Consider the case
in which the URL is not available: the protocol should deny the request of access
request because the credential cannot be retrieved. However, as it is done for micro-
payments when the economic value of the service is limited, the service provider
could accept to receive the credential from the user instead of downloading it from
the (unavailable) URL. Observe that in this case, the credential verification is done
again by the function indexDigest, thus proving that a token is associated with this
credential. Clearly, in this way, the check of credential revocation has not been car-
ried out: however, if the cost of making unavailable the web site of the attribute
provider (for example, by a Denial-of-Service attack) is higher than the price of the
service, it is not advantageous for a malicious user to run this attack for obtaining
the service. The choice about providing the service at this risk is left to the service

provider.
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pragma solidity >= 0.5.0 < 0.6.0;

import "./provable.sol";

contract verificationContract is usingProvable {
mapping (bytes32 => bytes32) private digestSet;
mapping (bytes32 => bytes32) private verifiedDigest;
mapping (bytes32 => bool) private pendingQueries;
mapping (bytes32 => uint) private resultSet;

uint nonce;

event LogConstructorInitiated(string nextStep);
event LogVerification(string saml);

event LogNewProvableQuery(string description);
event AssertionResult(uint answer);

event TokenIndexed(bytes32 token);

event querylInitiated(bytes32 id);

event TransactionMade();

constructor() public payable {

nonce = block. timestamp;

emit LogConstructorInitiated("Constructor was initiated");
}
function pay() payable public {

emit TransactionMade();

}
function __callback(bytes32 myid, string memory result) public{
if (msg.sender != provable_cbAddress())
revert();
require (pendingQueries[myid] == true);

bytes32 digest = sha256(abi.encodePacked(result));

if (verifiedDigest[myid] == digest) {
resultSet[myid] = 1;

} else {

resultSet[myid] =

™

i
emit LogVerification(result);
delete pendingQueries[myid];
}
function verifyAssertion(bytes32 _token, string memory _url) public payable{
if (provable_getPrice("URL") > address(this).balance) {
emit LogNewProvableQuery("Oraclize query was NOT sent, please add some ETH to cover for the query fee");
} else {
string memory str = strConcat("binary(",_url,").slice(0,10000)");
emit LogNewProvableQuery("Oraclize query was sent, standing by for the answer..");
bytes32 content = provable_query("URL", str ,300000);
verifiedDigest[content] = digestSet[_token];
pendingQueries[content] = true;

emit queryInitiated(content);

}

function checkResult(bytes32 id) public returns(uint) {
emit AssertionResult(resultSet[id]);
return resultSet[id];

}

function indexDigest(bytes32 _digest) public{
bytes32 token = sha256(abi.encodePacked(nonce));
nonce++;

digestSet[token] = _digest;

emit TokenIndexed(token);

Listing 6.3: Code of the smart contract.
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6.6 Conclusion

In this chapter, we proposed a system that allows users to prove the possession
of some attributes without disclosing their whole identity. Our solution relies on
blockchain, which is a very recent technology but considered mature and already
widely adopted in many application contexts. The use of a blockchain platform such
as Ethereum allowed us to make transparent cryptographic operations to user and
system, thus making the solution more effective, robust, and secure. Using certain
features of blockchain, the proposed system provides suitable mechanisms for revo-
cation and accountability. The proposed solution has been implemented by a JAVA
decentralized Web application that exploits Ethereum as blockchain. As a real sce-
nario for validation, we considered an infrastructure compliant with the eIDAS Reg-
ulation, in which the attribute providers defined by eIDAS are authorized to certify
a qualification or some attributes of a digital identity.

In this chapter, we described an example in which a company needs to know if a
user is of age but collects the user’s date of birth. This data processing violates the
minimization principle and, according to Article 83 of [104], this infringement is
subject to administrative fines up to 20M EUR or, in the case of an undertaking, up
to 4% of the total worldwide annual turnover of the preceding financial year.

This aspect highlights the practical importance of our solution: the scheme we
proposed allows a company to comply with the data minimization principle stated
by GDPR, yet ensuring that access-control policies are respected. Although the use
of our solution does not allow a company to know the identity of users accessing
a service, in case of valid reasons (for instance, a terrorist who rented a car), it is
possible to uncover user’s identity with the support of a trusted party, which is the
attribute provider that certified user’s age. This is an important added value of our
proposal, especially in this period in which the balance between privacy right and

security right is difficult to determine.



Allowing Privacy-Preserving Fog Computing with

Digital Identity Assurance

Nowadays, there is an increasing demand for cloud-based remote clinical services, both
for diagnosis and monitoring. The COVID-19 pandemic has dramatically amplified this
need. E-government programs should quickly go towards the expansion of this type of ser-
vices, also to avoid that people (especially elderly) renounce treatment or adequate health
care. However, to be effective, latency between IoT medical devices and the cloud should
be reduced as much as possible. For this reason, fog computing appears the best approach,
as part of the elaboration is moved closer to the user. However, some privacy threats arise.
Indeed, these services can be delivered only based on secure digital identity and authenti-
cation systems, but the intermediate fog layer should learn nothing about the identity of
users and the link among different service requests. In this chapter, we propose a concrete
solution to the above issue by leveraging eIDAS-compliant digital identity and by includ-
ing a cryptographic protocol to provide anonymity and unlinkability of user’s access to fog

servers.

7.1 Introduction

The use of information technology and communication to improve the delivery of
information and services to citizens is one of the main goals of e-government. Re-
mote clinical services, which consist in the digital transmission of medical information
for remote medical diagnosis and monitoring, are assuming a very important role,
also due to the increasing need determined by the COVID-19 pandemic [84, 150].
This claim is widely recognized, even just by referring to remote patient monitoring,
which allows continuous, real-time, non-invasive monitoring through wearable de-
vices that wirelessly transmit patient information to a healthcare entity.

Therefore, e-government programs should devote a lot of resources to the de-
velopment of these services, which give considerable benefits to public health, also

beyond the emergency we are living.
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Large-scale services, especially those requiring a certain server-side computa-
tional load, must be thought of as services provided under the cloud paradigm. For
massive and ubiquitous remote clinical services, it would be anachronistic not to use
this approach, because a traditional client-server solution does not scale [19].

Moreover, cloud-based solutions give many other advantages: the reduction of
the size of data centers, the dynamic adaptation of power computation for peak
times and low-use times, the improvement of worker collaboration by allowing dis-
persed groups of people to meet virtually and share information in real-time, the
availability of data and applications independently of the part of the world where a
worker is.

However, in the case of remote clinical services, there is a specific issue to con-
sider. Indeed, the latency between IoT medical devices and providers is critical.
Therefore, standard cloud-based architectures are not the best solutions.

To overcome this issue, fog computing has been proposed [50]: it extends the
cloud close to the device that produces or generates the data, exploiting its network
connection, storage, and computing features. In this case, the device is known as a
fog server, and examples include switches, routers, cameras. The literature has shown
that fog computing is the most promising solution to reduce latency without re-
nouncing to the cloud paradigm [105, 278, 191, 181]: indeed, this approach allows
a user to communicate only with the closest fog server, which queries the cloud only
when this is necessary. Moreover, by designing a suitable scheme for moving user’s
requests from a fog server to another fog server when a user moves, we can enhance
the user’s mobility [178]. In fact, mobility is another important feature to take into
account in our application setting.

Besides the numerous advantages such as efficiency, low-latency, resource-load
optimization among others, some security issues should be considered in the context
of e-health, especially remote clinical services [144]. For this reason, the provision
of services should be done by adopting strict security measures, among which the
user’s identification with a high level of assurance. Therefore, strong mechanisms to
manage digital identities and authentication should be used by the cloud provider.
However, in a solution adhering to the fog computing paradigm, there is an interme-
diate layer to consider, also from the security and privacy point of view. Indeed, the
layer between the cloud and user introduced by fog computing belongs to third par-
ties that should be not aware of the real-life identity of users as well as the content
of their interactions with the provider, even though users have to be authenticated
by fog server to allow service delivery [51, 129, 64]. Also, the possibility for a fog
server to link different (even anonymous) interactions would be an intolerable pri-

vacy leakage.



7.2 Fog Computing 67

We provide a solution to the above trade-off by proposing a fog-computing-based
approach for remote clinical services, which guarantees the security level and the
technological features introduced by the eIDAS Regulation [187] for the identifica-
tion and authentication of users. Indeed, this approach can solve the security issues
related to the access to a service relying on fog computing [232]. The privacy threats
introduced from the fog middleware are contrasted by using a cryptographic proto-
col that supports anonymity and unlinkability while ensuring strong authentication.

This solution takes origin from the proposal given in [64], which basically focuses
on the security of the device authentication by allowing a device to be authenticated
by a fog server without sharing any secret and using the same credential for any fog
server. However, the solution given in [64] is not secure in the adversarial model of
honest-but-curious fog servers considered in this scheme because the authentication
with the fog server is based on the user identity. In fact, this solution overcomes the

above drawbacks.

7.2 Fog Computing

Cloud is migrating to the edge of the network, and the components of the network
are aligning towards a virtualization infrastructure, called fog computing. Fog com-
puting extends the cloud computing paradigm to the edge of the network and facili-
tates innovative applications and services for IoT devices [50]. This emerging model
provides the end-users with some advantages such as mobility, low latency, and lo-
cation awareness related to a widespread geographical distribution of nodes. These
advantages are suitable for a wide number of applications in the fields of Smart
Cities, Grid or Wireless Sensors, and Actuators Networks.

As mentioned above, fog computing cooperates with cloud computing. In Figure
7.1, it is represented a scheme of the three-layers infrastructure made of the cloud
and fog computing, and the end-user.

Fog computing faces new security and privacy challenges besides those derived
from cloud computing. The authors of [190] observe that the existing security and
privacy measurements for cloud computing cannot be directly applied to fog com-
puting due to its features. Indeed, the surveys [144, 277] individuate the security
challenges and give the corresponding solutions about trust and authentication, net-
work security, secure data storage in the fog computing technology. These papers
face up different security areas and highlight the recommendation to take among
main applications such as healthcare systems, vehicular networks and road safety,

video stream processing.
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Cloud computing

End-user
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Fig. 7.1: Example of Fog Computing architecture.

In a fog computing application, the users’ privacy has to be preserved: partic-
ularly, location privacy and usage pattern privacy are two very relevant issues. Al-
though these two problems have been studied and addressed for various applica-
tions, the study [119] provides a solution to maintain the best possible delay and
energy consumption performance, still considering the privacy protection of users.

The authors of [281] identify the access controls problems related to fog comput-
ing technology: users must be authorized by the cloud or the fog servers to access
a resource or a service, and at the same time, fog servers and cloud need to be au-
thenticated reciprocally. Access control models are presented to highlight their ap-
plication and their aim of protecting user’s privacy and ensure system security in an
environment of fog computing.

The study [276] underlines that the access of fog computing services and re-
sources needs to be authenticated and authorized. The solution they provide is a
prototype fog computing platform, evaluating users’ privacy awareness in order to
preserve them from some known attacks. Account hijacking is an attack based on
social engineering, in which, after having stolen credentials, an attacker simulates
the victim’s behavior in the network. On the other hand, considering the access to
a fog server, the insider threat is a malicious threat [245] that involves an internal
actor of an organization who could gain the network access with no fair intentions.

Fog computing applications are growing, and the requirements of fog platforms
have to be diversified for the specific needs. The study [20] presents a representative
collection of actual or proposed solutions based on the fog computing paradigm.
By dividing the proposals into categories, the authors highlight the specific features

that fog platform designers can follow during the development of the application.
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Nowadays, the number of connected IoT devices is rising challenges into various
sectors, such as healthcare, energy, smart cities, education. The presence of these
different types of devices and technologies connected simultaneously raises some
problems.

A relevant aspect to be addressed is the security related to safe and reliable oper-
ations of IoT-connected devices. As suggested in [217], identity-based cryptography
(IBC) plays a promising role in IoT: a feasibility study of the applicability of IBC in
IoT is proposed.

The study [278] proposes some solutions to improve current security systems and
protocols and aim at addressing security and privacy challenges in fog computing.

The authors of [232] propose a smart hub to provide real-time information in a
public environment, such as an airport, and based on fog computing. They analyze
the security and privacy issues to provide users with good service. The eIDAS Reg-
ulation is taken into account as a possible option to carry out the registration at the
system.

A lightweight privacy-preserving data aggregation scheme is proposed in [177].
The authors demonstrate that this scheme is privacy-preserving and resistant to false
data injection from external attacks. An approach against stolen-device attacks is
proposed in [51]. A Physically Unclonable Function enables secure authentication
and message exchange among the IoT devices, and the proposed scheme provides
identity-based authentication and repudiation and achieves an efficient key agree-
ment between two IoT devices connected to the same authentication server.

Fog computing presents many advantages [244] for different scenarios, such as
smart traffic lights and connected vehicles or software-defined networks. The au-
thors focus on a man-in-the-middle attack, in which gateways used as fog servers
may be compromised or replaced by malicious ones. Indeed, the attacker takes con-
trol of gateways and even of victims’ communications, and, then, exploits cascading
vulnerabilities related to users and fog infrastructure.

Inside a platform that provides a carpooling service, users’ sensitive information
could be disclosed at the expense of their privacy. In order to address this issue,
a solution based on fog computing is proposed in [164]. Specifically, the authors
highlight the privacy and security aspect of the solution: a private blockchain is used
to store carpooling records. Platform users, such as passengers and drivers, perform
anonymous authentication and encrypt data before transmission.

It is evident that fog computing and its security issues are relevant topics in the
literature. To the best of our knowledge, the solution we propose is the first one

(1) exploiting eIDAS-compliant digital identity for the identification and authen-
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tication, and (2) preserving privacy and unlikability of users among different fog

Servers.

7.3 Scenario and problem formulation

In this section, we present a general scenario and define the security problems our

proposal solves.

Generally, fog servers can acquire and process data sent from authorized users:

for example, if a user is near a fog server, she/he can decide to communicate with

this server instead of the cloud. When a user moves from a fog server to another

fog server, the service used by the user can be provided by the latter fog server after

verifying the authorization of the user.

In the considered scenario, we can identify the following actors:

Users, who are the owners of processed data.

Users’ devices, which are health devices, typically wearable, generating user
data.

Cloud servers, a group of computers connected over the Internet, providing stor-
age and computing power available on-demand by users.

Fog servers, a middle layer between the cloud and the users, enabling efficient
data process. Fog servers do not know each other and could be untrusted.

The Identity Provider, an entity that creates, maintains, and manages the user’s
identity information and provides an authentication service. Note that users
can have different digital identities, for example, issued by different Identity
Providers: this is encouraged to increase system resilience. Clearly, in the case
of multiple identities, a user chooses the Identity Provider to use for authentica-

tion.

The problem we face is to strengthen classical solutions of fog computing by

achieving the following objectives:

1.

the solution should be resistant against stolen-device attacks, which occur when
an adversary has the physical possession of the device of the victim so that
device-based authentication can be performed successfully. For example, in the
literature, there exist several solutions that exploit Physical Unclonable Functions
(PUFs), which are low-cost primitive exploiting the unique random patterns in
a device and are applied for secure key generation and key agreement [51].

for privacy reasons, a fog server should not know the identity of the user exploit-

ing the service;
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3. again for privacy reasons, the unlinkability of the accesses of the user to the same

fog server in different moments should be guaranteed.

7.4 Existing solution and improvements

In this section, we describe the solution presented in [64] on which our proposal is
based.

We consider a initial situation in which a user is close to Fog Server A and is
exploiting this server for storage and computing health data. For example, the user
could be at home. Then, the user moves to another place near Fog Server B, which
will be in charge of continuing the job done by Fog Server A.

In this scenario, we aim at strengthening classical solutions of Fog computing
against several attacks, and in particular against stolen-device attacks. A stolen-
device attack occurs when an adversary has the physical possession of the device
of the victim, so that it can be performed successful device-based authentication
(for example, when only PUF is adopted [51]). We contrast this attack because in our
solution, the authentication is carried out by requiring also information known to
the user.

The steps that we can identify in our solutions are described in the following.

Digital Identity Registration. In this step, users obtain their digital identity by the
identity provider. The identity provider, after verifying user’s personal data, issues
the digital identity and credentials. The digital identity is a set of (personal) data

containing at least the following attributes:

* astring Personldentifier, which is an identifier of the digital identity;
* a string FamilyName, the surname of the user;
* a string FirstName, the name(s) of the user;

* a date DateOfBirth, the date and year the user was born.

The user’s credential is a pair (username, password) that the user will exploit to
authenticate. In general, since there can be more identity providers, a user can be
associated with one or more digital identities (for example, for redundancy reasons,
in case one identity provider is not available).

Authentication. This step starts when the user U is close to the Fog Server B, so
that there is the need to transfer data from Fog Server A (previously used by the
user) to Fog Server B, typically because U moved and is closer to B than A. First, by a
web request, U sends to the Fog server B a request for data transfer (Step 1 in Figure

7.2).



72 7 Allowing Privacy-Preserving Fog Computing with Digital Identity Assurance

Then, the user exploits her/his digital identity for authentication with the Fog
server B. In particular, the Fog server B authenticates the user by an eIDAS-compliant
scheme.

The Fog server B sends the user a request for authentication to be sent to the Iden-
tity Provider; the request is forwarded by the user’s browser to the Identity Provider
(Step 2). This authentication request contains the reference to the Fog Server B, as
starting the request.

The Identity Provider verifies the correctness of the request received and, if it is
valid, carries out a challenge authentication with the user. The user authenticates
by the credentials issued in the phase Digital Identity Registration, described above
(Steps 3 and 4).

If the user successfully completed authentication, the Identity Provider prepares
the assertion containing the user’s authentication statement intended for the Fog
Server B. This assertion is returned to the user by the Identity Provider and for-
warded to the Fog server B which verifies whether the authentication has been suc-
cessful (Step 5).

In the positive case, user’s data are moved from the Fog server A to the Fog server
B. In general, Fog Server B could not know where user’s data are (i.e., they are stored
by Fog Server A) or could not know how to contact Fog Server A. For these reasons,
the transfer of user’s data from Fog Server A to Fog Server B cannot be done directly
from these servers, but has to pass through the Cloud.

This operation is carried out as follow: initially, Fog server B makes a data re-
quest to the Cloud (Step 6), which contains the assertion of user’s authentication.
The Cloud verifies the authenticity of the request and the assertion and looks for
where user’s data are, that is Fog Server A. Then, the Cloud forwards this request to
Fog server A (Step 7), which transfers user’s data to the Fog server B (Step 8).

With regards to the three objectives defined in Section 7.3, we note that the pro-
posal presented in [64] reaches only the first objective (i.e., it is resistant against
stolen-device attacks), but fails with respect to objectives 2 and 3. In this solution,
we provide an improvement of [64] by defining a technique that is able to guaran-
tee users privacy by preventing fog server from knowing user’s identity (objective 2)

and from linking different accesses of the same user to the fog server (objective 3).

7.5 Our solution

In this section, we describe our proposal to improve the security of fog computing
in a scenario of mobility and in which the users’ privacy is considered a relevant

issue. Although the chosen application setting is that of remote clinical services, in
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Fig. 7.2: Solution presented in [64].

principle the solution can be considered from a more general point of view. As a
matter of fact, no different real-life application setting mixes all the features that
motivate our research.

The solution we present exploits anonymous credentials, which allow an entity to
prove statements about itself and its relationships with other entities anonymously.

We suppose that users are provided with their public digital identity to perform
the authentication by the cloud and fog servers in an eIDAS compliant scheme. In-
deed, the user is provided with a pair of (username, password), and these credentials
are used to access a service or a resource granted by service providers (cloud or fog
server).

We introduce the notation used in the following. We define the set F = {f,..., f,},
where fj is the cloud and fj, ..., f,, are fog servers. Moreover, ID(f) denotes the iden-
tifier of the fog/cloud f.

We define the element (anonymous) credential as C = (ID, exp_time, ID(f,),
ID(f,), C(f,), K, s), where:

* IDis the identifier of the credential, which is usually derived from the timestamp

of the issuing.
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Fig. 7.3: Data flow in our solution.

* exp_time (expiration time) is a determined date or time after which the creden-
tial should no longer be used. The validity of a credential is set on the basis of
the specific application (so that it is not a core aspect in this solution).

* f, and f; are two distinct elements of the set F, which are said (credential) origin
fog and destination fog, respectively.

* C(f,) is the certificate of the origin fog f,. This field is optional and can be set to
null.

* K is a public key.

* sis the signature of the credential.

Now, we are ready to present our proposal, whose phases are schematized in

Figure 9.1 and described in the following;:

Setup. This phase is carried out at the beginning. Here, the cloud generates a certifi-
cate, based on the standard X.509 [74], for each fog server. A certificate is signed
by the cloud and contains information about the fog server (such as its identifier)
and the fog server’s public key. Each fog server secretly stores the corresponding
private key. Observe that the cloud has a certificate too, which is self-signed and
is known by all fog servers.

Moreover, users generate a digital identity by an Identity Provider. After veri-

fying the user’s data, the Identity Provider issues the digital identity and access
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information. The digital identity is a set of (personal) data containing at least the

following attributes (according to the eIDAS scheme) that we recall are:

* astring Personldentifier, which is an identifier of the digital identity;
* astring FamilyName, the surname of the user;
* astring FirstName, the name(s) of the user;

 a date DateOfBirth, the date and year the user was born.

The user’s access information is a pair (username, password) that the user will
exploit to authenticate. In general, since there can be more Identity Providers,
a user can be associated with one or more digital identities (for example, for
redundancy reasons, in case one Identity Provider is not available).

CR. In this phase, said Credential Release, the user is authenticated by the cloud and
receives an (anonymous) credential that will be used next. Specifically, the user
exploits her/his digital identity for authentication with the cloud by an eIDAS-
compliant identification scheme.

The operations carried out in this phase are detailed in Figure 7.4. First, the
user contacts the cloud to request the credential (Step 1 of Figure 7.4); then, the
cloud sends the user a request for authentication (Step 2), which is forwarded
to the Identity Provider by the user’s browser (Step 3). The Identity Provider

verifies that the received request is valid (i.e., it is in the expected format and
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is signed by the sender), and starts a challenge authentication with the user.
The user authenticates by the access information issued in phase Setup (Steps
4 and 5). If the user completed authentication, the Identity Provider prepares
a response including an assertion, which is returned to the user by the Identity
Provider (Step 6) and forwarded to the cloud (Step 7). In case of valid assertion,
the user authentication successes (Step 8).

Now we explain how this credential is used. Suppose that the user needs to con-
nect to the fog server f (because it is the closest one). A pair of asymmetric cryp-
tographic keys (K, K;) is generated: the private key K; is known by the user, the
public key K, is also known by the cloud. Moreover, the cloud generates and
releases to the user an anonymous credential in which f, = f; (i.e., the origin fog
fo is the cloud fy), fa = f, C(f,) is null, K = K, and s is the signature of this
credential done by the cloud.

Access to the Service. Once the user has acquired a credential C, she/he can use it
for authentication with a fog server, said f (e.g., the fog server A in Figure 9.1).
First, the user sends a request to f that includes the credential C described above
(Step 1 of Figure 9.1). Observe that the fog server cannot know the identity of
the user from C, because no identifying information is included in C. The fog

server f verifies the validity of C carrying out the next checks:

1. f extracts the public key of the credential signer f, from the certificate C(f,).
Observe that if f, = f (i.e., the certificate has been released by the cloud), the
public key needed for the verification is extracted from the cloud certificate,
which is publicly available. Then, f extracts the signature s and this signa-
ture is verified to guarantee the integrity and authenticity of the credential.
In the positive case, the fog server keeps on the other checks.

2. The credential has a validity time, which, if expired, enforces the deny of the
user request.

3. The fog server checks that the value of ID(f;) in the credential is correct.

4. Each fog server maintains a list of already received credentials so that f
checks that the value of the filed ID of C is not included in this list. More-

over, this ID is now added to this list.

After the validity of the credential is checked, f randomly generates a value x
as a challenge, encrypts x by the public key K included in C, and transmits this
information to the user (Step 2), who must return the initial value x, thus proving
that she/he was able to decrypt the challenge (Step 3).

If all the above checks succeed, then the fog server accepts the user’s request and

grants the service (Step 4).
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CS. Credential Switch. In a scenario of mobility, it may occur that while a fog server
fa is elaborating the user’s data, the user moves from a point close to another fog
server f,. The user could exploit the current credential to request access to fj,.
However, in this case, the third issue described in Section 7.3 arises (i.e., we can-
not guarantee the unlinkability of the accesses of the user). The phase credential
switch is carried out by the user to solve this problem. Specifically, a new pair
of asymmetric cryptographic keys (K, K/) is generated, in which the private one
K. is known only by the user (Step 5 in Figure 9.1). Then, f, generates a new
anonymous credential C” in which f, = f;, fs = f, and K = K, (Step 6). Now,
the user has a new (different) credential and can exploit this credential to access
fp- Clearly, this credential is verified by the procedure described in phase AS.
This way, the fog server f, can authorize the user to access a service provided by

another fog server f;, without relying on the cloud.

By comparing our solution with the one described in Section 7.4, we observe that
the number of eIDAS-based authentications is reduced since anonymous credentials
are used instead of that authentication. Moreover, the use of anonymous credentials
is more efficient (and less invasive) than eIDAS authentication, because no interac-

tion with the user is needed.

7.6 Security analysis

In this section, we discuss the security of our solution. We start from our threat
model: we assume that any fog server can be an honest-but-curious adversary (i.e.,
a legitimate participant in the system that not deviates from the defined protocol
but attempts to learn all possible information from legitimately received messages
[173, 275]). We assume no collusion attack occurs [111]: thus, we do not consider
the possibility that two or more fog servers collude each other to break the security
properties.

We observe that all messages and credentials exchanged by the parties are signed
by the sender, which ensures their integrity and authenticity.

Concerning the Requirement 1 listed in Section 7.3 (i.e., robustness against
stolen-device attack), we observe that the use of digital identity allows us to contrast
stolen-device attacks because we implemented a two-factor authentication [182]: in-
deed, users authenticate by something they know (eIDAS password) and something
they have (the device).

The second security property requires that any fog server does not know the
identity of the user using the service: this is guaranteed because the (anonymous)

credential defined in Section 10.2 does not contain any personal information about
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the user. Only the cloud knows this information, and without the collusion with the
cloud (as assumed in our threat model), no fog server can guess the user identity.

The third security property requires the unlinkability of the accesses of the user
to the same fog server in different moments. Concerning this aspect, consider that
the credential-switch phase is carried out to generate a sort of authentication token,
which is used to access another fog server without the need to contact the cloud or to
provide any identifying information. Moreover, since this token changes each time,
users accesses are unlinkable, and no tracking of users is possible.

Observe that, after a phase Credential Switch having f, as origin fog and f, as
destination fog, when the user accesses f, the latter might guess that the user comes
from f,. To avoid this, we allow other switches involving further fog servers. This
way, the user introduces obfuscation in such a way that the above information (i.e.,
the fog server previously used by the user) cannot be guessed with certainty. An
example is provided in Figure 7.5, where the user contacts the fog server f. before
accessing f, in such a way to simulate to come from f. instead of the actual fog server
fa-

Note that each fog server stores the credential received by a user to access the
service. This is done to avoid that someone re-uses a credential before the expira-
tion. Moreover, replay attacks are avoided because an adversary who eavesdrops or
intercepts a credential cannot fraudulently use it to impersonate the user. Indeed,
the adversary cannot respond to the challenge because she/he does not know the

private key to be used to decrypt the challenge.
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7.7 Use case

This section aims to help the reader to understand how our solution works through
the description of a use case that is relevant from the application point of view.

Consider an e-health ecosystem: therein, patients are increasingly becoming cen-
tral in healthcare, and the IoT technology can enable this process towards patient-
centric healthcare. Fog computing is a strategic technology able to fulfill the require-
ments of computing, real-time interactions, data storage, and network connectivity
for the IoT devices connected to the cloud. Furthermore, fog servers are closer than
the cloud to the medical devices that produce data, thus reducing the latency and
traffic towards the cloud [152, 249, 151].

In this use case, fog servers process and filter personal e-health data. A user is
provided with an IoT medical device used to monitor and analyze her/his heart
rate. The device is wearable and has limited computation power and resources so
that collected data should be sent directly to the cloud, which analyzes them and
provides the user with the required results of the analysis. By adding the middle
layer of fog computing, the elaboration of such data is carried out closer to the user.

However, the adopted solution should offer the following features:

* for privacy reasons, a fog server should not know the identity of the user exploit-
ing the service;
* again for privacy reasons, the unlinkability of the accesses of the user to the same

fog server in different moments should be guaranteed.

The proposed solution guarantees these two characteristics. Indeed, users gain
access to the fog server through anonymous credentials so that their identities are
hidden to the fog server. The second feature to guarantee concerns unlinkability. We
observe that in the protocol defined in our proposal, users who need to access a ser-
vice contact various fog servers during the credential switch phase (see Figure 7.5).
At the end of this phase, an anonymous credential is returned chosen among the
credentials obtained by the fog servers. Moreover, users can collect as many anony-
mous credentials as they want; however, they use each credential only one time to
avoid that reusing the same credential makes it possible to link their accesses and

elaborated data.

7.8 Conclusion

Fog computing is an emerging topic and aims at extending the benefits of the cloud
by improving its effectiveness and efficiency in providing mobile users with data

and applications by exploiting the awareness of their location. However, moving
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data and applications from one fog server to another one raises several security and
privacy problems.

In this chapter, we focused on two privacy issues: a fog server should not know
the identity of the user, and it should be guaranteed the unlinkability of the accesses
of the user to the same fog server in different moments.

Indeed, we proposed a solution which exploits the authentication mechanism
offered by the EU Regulation eIDAS, thus directly exploitable by all EU citizens.

Thanks to the adoption of our proposal, a company can exploit the advantages
of fog computing keeping the compliance with the GDPR. Indeed, the main impli-
cation of our study is related to the possibility of offering a solution for using fog
computing in a way that is compliant with the GDPR principles, and, in particular,
with the principle of data minimization, which limits data processing to only data
that are necessary in relation to the purposes for which they are processed. Indeed,
in many applications, knowing the identity of users or linking different accesses of

the same user do not respect the data minimization principles.
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Privacy and Accountability
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In the online and offline world, we experiment with the constant need to keep
personal information confidential. This need is crucial in situations where data is
highly sensitive and concerns our private life. As a matter of fact, it is worth noting
that the leakage of such information to unauthorized subjects can harm the health
and safety of each of us. Therefore, the technology and bodies in charge of control
have to ensure the appropriate use of data. However, while it is necessary to guar-
antee this right, on the other hand, there are situations in which it is required to
keep track of actions and responsibility for actions. Therefore, there is this continu-
ous need to balance the privacy of online users on the one hand and but to develop
mechanisms that make it possible to attribute responsibility for actions on the other
hand. This part of the thesis will present privacy-preserving solutions that simulta-
neously consider the accountability requirements, which are strongly necessary for
some specific scenarios. Furthermore, we will deepen how such solutions can guar-
antee access to confidential information only to authorized persons when needed.

In Chapter 9, we face some relevant security challenges in the context of access
control by proposing an access control scheme relying on blockchain technology.
This scheme guarantees either the anonymity of users and the unlinkability of their
different requests by exploiting different blockchain addresses at each interaction
with the other entities. At the same time, we address the need of guaranteeing the
accountability of such requests by linking the users’ blockchain addresses in a ver-
ifiable chain stored by several parties in a distributed way. This research has been
published in [155].

Another need occurs in the context of attribute-based service delivery where the
power of attribute-based encryption schemas and the blockchain technology meet
the consumers’ privacy and accountability requirements. For this reason, in Chapter
10, we elaborate a practical solution that integrates the features of Ethereum’s smart
contracts with a (Ciphertext-Policy) Attribute-Based Encryption scheme. To show
the effectiveness of our proposal, we instantiate the general model to the real-life

scenario of service delivery [53].
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Likewise, during energy-based transactions, users’ privacy and data confiden-
tiality should be considered. Indeed, Chapter 11 highlights how accountability and
privacy still need to coexist in this scenario. We propose a solution for energy trad-
ing in smart grids based on Ethereum blockchain and smart contracts. The protocol
achieves the authentication of users and allows the tracking of energy-driven trans-
actions logged and stored in a public blockchain.

Assuring only authorized access to sensitive e-health records while preserving
patient’s privacy is still a challenge, especially when different healthcare organi-
zations maintain these records. In Chapter 12, we propose a solution that allows
the sharing of e-health records guaranteeing access only to authorized entities and
avoiding the linkage between patient’s identity and e-health records. The proposal
relies on a public blockchain representing an entity offering a proper trust level of
the entire system to patients and offering the needed automatism to the different

phases.



Related Work

This section surveys the most relevant proposals related to the balance of privacy
and accountability in different applications. First, we focus on the most recent ac-
cess control proposals exploiting also blockchain technology. Then, we discuss some
privacy-preserving solutions to protect users’ privacy while securely granting access
to several services.

In [233], the authors discuss various access control policies already proposed in
the literature. Access control is considered as a relevant requirement of any infor-
mation management system to protect users and resources from unauthorized ac-
cesses. Various access control models have been studied to preserve the information
protection. The authors of [200] propose a model named T-RBAC and based on the
role-based access control. The name of this model denotes the importance of the task
in an enterprise environment where T-RBAC is supposed to be used.

The Usage Control is a promising approach to handle the access control pro-
cess in an information system [204]. This model puts together access control, trust
management, and digital rights management for controlling the usage of digital in-
formation objects. The proposed solution enables finer-grained control with privacy
issues in enterprise and non-enterprise environments. The components involved in
the systems are the subjects, objects, and the policies.

In [235], the authors provide a literature review and a taxonomy of the current
ABAC models. They highlight the open or unexplored problems, such as the scal-
ability, the delegation, and the suitability of proposed solutions. The paper [227]
deals with the implementation of an anonymous authentication in a decentralized
access control scheme in the cloud for secure data storage. In the proposed system,
the cloud is in charge of verifying the users’ authorization without knowing their
identity. Moreover, the access policy for each stored record is managed by the cloud.

The authors of [160] highlight the importance of an anonymity-based authen-
tication and implement a blockchain-based RBAC model that provides role-based

access control. The model is simulated on an Ethereum-based through the use of
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smart contracts, and the authors claim that their technique is more efficient in gas
use than the existing RBAC model.

Nowadays, the security and privacy issues in the Internet of Things are enor-
mous. The paper [202] presents a distributed access control framework, named
FairAccess, which is based on blockchain. The authors exploit blockchain to enforce
access policies in distributed environments through the use of smart contracts. In
this case, smart contracts need gas to be executed, and this is the price to pay to
make authorization decisions.

In [109], the first KP-ABE scheme was proposed, where a policy is associated with
the decryption key and the attributes are associated with the ciphertext. In order to
decrypt the ciphertext, the attributes have to match the policy. Similarly, in [44], the
notion of CP-ABE was formalized, where the policy is associated with the ciphertext
and the attributes with the key.

On the other hand, regarding the ciphertext, the attributes are related to the lat-
ter and the policy states which type of user can decrypt the ciphertext. An evolution
of ABE is ABPRE [169]. In [168], a CP-ABPRE scheme is presented that uses a semi-
trusted proxy to transform a ciphertext encrypted under a certain policy to another
ciphertext under a different policy.

Platforms which rise with the aim to share services among consumers have the
need of a Trusted Third Party (TTP) [48], a Decentralised App (DAPP) based on
Ethereum smart contracts can resolve the requirement of having a trusted interme-
diary. The authors propose a DAPP for the sharing of objects and all the processes of
renting are ruled by the smart contract.

In service marketplaces scenarios, a blockchain that runs smart contracts can
enable the concept of trustless intermediation. The need of considering a trusted
figure, who plays the role of trusted intermediary, lays on the service markets nature:
the authors of [147] present a distributed approach to the problem and propose a
new concept of decentralized and trustless service marketplace.

In [116], the authors consider the delivery of physical assets, the main require-
ment is establishing, through a smart contract, a series of agreements between the
involved parties; this way, accountability of actions is preserved. In Lelantos [26], a
blockchain based anonymity-preserving physical delivery system is proposed. This
system can offer to consumers the fair exchange of services and the unlinkabil-
ity of operations. Obviously the actors can operate in a anonymous way using a
pseudonym revealed to the others parties, and all the processes are ruled also by
a smart contract.

In [250], the author provides an overview of Ethereum and the principle of op-

eration; moreover, open problems are listed and treated, differentiating the level of
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abstraction. The paper [24] collects different proposals on smart contracts, related
to security, privacy issues, codifying and performance. Several platforms for smart
contracts are compared and applications are examined. There are many technical
and social implications in using smart contracts: [197] investigates the advantages
of machine-readable smart contracts. The author highlights existing gaps in industry
solutions using smart contracts and proposes their solution.

In [103], a SWOT analysis of blockchain is drafted to outline the advantages and
disadvantages in using this technology in different areas. In particular, authors focus
on the insurance field and highlight the scenarios in which it can be worthwhile to
improve blockchain and smart-contract applications.

The survey [27] provides an overview of solutions exploiting the blockchain tech-
nology in energy sector. The authors classify the proposals into different categories
based on the field of activity (e.g., e-mobility, grid management, decentralised en-
ergy trading), the platform used, and the relative consensus algorithm. The authors
of [27] introduce security and identity management as a possible outcome of the
blockchain technology in energy applications. They conclude that smart contracts
simplify and make faster the cooperation and competition among energy suppliers.

The authors of [21] focus on the security and privacy challenges of energy trad-
ing in smart grids. The proposed system, PriWatt, relies on Bitcoin and Bitmessage:
the former technology guarantees security and privacy without the need of a third
party, and the latter assures anonymity through encrypted messages in messaging
streams. A system limitation regards the message redundancy in the communica-
tion necessary to guarantee high levels of privacy and security.

The system provided in [274] is based on an Ethereum private blockchain that
allows the participation of only authorized users. No identity management mech-
anisms are implemented but the access control and authentication are guaranteed
through the blockchain’s smart contract feature of restrict modifiers.

The authors of [82] present a Secure Private blockchain-based platform assur-
ing the privacy of producers and consumers. While the producer can exploit differ-
ent energy accounts, the consumers’ privacy is preserved by changeable public keys
of their smart meters. Nevertheless, to reduce the computation, the negotiation be-
tween the producer and consumer is conducted off-the-chain. This choice limits the
security properties of energy bids that are not evaluated by the smart contract as our
solution contemplates.

In [102], the authors propose a solution to implement traceable energy gover-
nance in Smart Grid Networks. The schema provides a transparent and traceable
tracking of energy usage and consumption via the blockchain transactions. This pro-

posal uses permissioned blockchain and super-nodes in charge of validating users’
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identities and activities. The authors of [40] deal with Energy Storage Units (ESU)
in smart grids. In their proposal, they use certified pseudonyms and smart contracts
with no centralized authority.

The authors of [101] solve the problem of privacy in an energy trading scenario
with a consortium blockchain-oriented approach. During the energy trading phases,
the authors introduce a privacy-preserving module named Black Box Module (BBM),
whose main principle is to create a mapping accounts for energy sellers.

In [243], the authors face the problem of privacy in the blockchain-based solu-
tions for energy trading in smart grids. Their proposal is based on the function-
hiding inner product encryption to match every bid with its bidder. However, this
solution requires a central trusted entity, the Distributed System Operator, that acts
as a mediator between the user and the network.

A smart and scalable distributed ledger system for smart grids is proposed in
[38]. The authors analyzed the properties of this new protocol and instantiated it
in an electrical vehicles scenario. Ecash is the energy cryptocurrency of the system,
used as a digital asset for energy transactions. These transactions are added in form
of a directed acyclic graph. The validation of transaction is done by checking the bal-
ance amount of Ecash spent or used in the transaction and through the Proof of Time
instead of the Proof of Work of Bitcoin. If the transaction is validated by more than
half of the total SmartChain then the transaction is considered valid. Two chains
are proposed: the seller and the buyer chains where the respective transactions are
stored. This proposal is opposed to the current solution relying on the already exist-
ing blockchain technologies, as our schema does. Indeed, the authors of [38] design
a new system inspired by the blockchain paradigm and aimed at meeting the limited

computational resources of electric vehicles.



Blockchain-based Access Control supporting

Anonymity and Accountability

In information security, access control is the selective restriction of access to an online
resource or service. One of the most used access control models is Attribute-based Access
Control, in which access rights are granted to users by evaluating suitable attributes (user
attributes, resource attributes, and environment conditions). An important aspect of ac-
cess control is to guarantee that the identity of the user accessing a service is preserved. In
this solution, we deal with this problem and propose a new scheme based on a blockchain
to ensure that only authorized users can access a service, yet preserving anonymity and
unlinkability of their accesses. Moreover, the cooperation among several trusted parties

allows the identification of the user accessing a service in case of need.

9.1 Introduction

Blockchain has been recently proposed as a solution to several application problems
[58, 54]. This emerging technology is a secure storage relying on a distributed con-
sensus protocol able to validate the data added to it [180]. Indeed, blockchain is a
distributed and transparent public repository of transactions executed by users and
shared among a large number of nodes [247]. Transactions are stored inside a chain
only if they are validated by blockchain nodes. Validation is done by a distributed
consensus algorithm [272], on which the performance of the blockchain network
depends.

Blockchain users create a wallet and are provided with a couple of private and
public keys. The private one is used to sign the transactions and aims to guarantee
security and authenticity. The public address of a wallet is generated starting from
the public key. The users can perform blockchain transactions once they create their
wallets [75]. Moreover, users can generate countless blockchain addresses in order to
preserve their pseudonymity, which is another important added value of blockchain
technology. Generally, a transaction is a transfer of value among blockchain users.

Inside a transaction, there is the reference to the recipient’s public address and other
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suitable data, named transaction payload. The blockchain technology presents many
advantages [282], such as the transparency and immutability of records and the
pseudonymity of transactions. These properties could be exploited in access control
systems.

Access control systems regulate the accesses to protected resources or operations
inside a computer system. The process of access control involves the authentication
and the authorization of subjects through a series of security policies in such a way
that only the legitimate accesses can take place. The security policies can rely on
several security models proposed in the literature [200] and are shared among the
different entities of the access control mechanism.

In the context of access control, some significant security research challenges are

related to:

* how to guarantee the anonymity of a user accessing an online service supplied
by a service provider;

* how to ensure that two different requests of a user to access an online service are
not linkable;

* how to disclose the identity of a user who accessed an online service in case of

need.

In this solution, we provide an access control scheme that provides the three
features above. Our scheme is based on a public blockchain and relies on identity
and access control providers. The users who request access to a protected resource
supplied by an online service provider are provided with blockchain accounts. Also
identity providers, access control providers, and service providers have blockchain
accounts, in such a way that all information needed to implement the access control
is on the blockchain and publicly available.

Any user exploits different blockchain addresses to interact with identity, access
control, or service providers. The used blockchain addresses are linked to each other,
and every entity can verify the transactions generated by the users by using the
blockchain. Moreover, our solution stores the list of the blockchain addresses used
by a user, and each provider involved in the access stores a part of this list (i.e., the
link between two addresses adjacent in the list).

Concerning the anonymity, the user reveals his/her identity only to the identity
provider, which maintains a mapping between the identity and the blockchain ad-
dress generated by the user to be identified.

The unlinkability of different requests of the same user is reached by exploiting

different blockchain addresses at each interaction with the other entities.
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At the same time, we need the guarantee the accountability of the requests. We
reached it by linking the users’ blockchain addresses in a verifiable chain locally and
partially stored by several parties. In case of need, a party in cooperation with other

trusted parties can restore the chain and guess the identity of a user.

9.2 Access control

In this section, we introduce some important concepts related to access control as
well as the access control models proposed in the literature, which are used in the
rest of the solution.

Access control regards the processes carried out to protect users and resources
from unauthorized accesses inside any information management systems. A subject
is an entity able to access a protected object containing information. An authorized
subject is provided with privilege, that is an authorization to carry out some actions
on the objects.

In order to develop an access control system, three important abstraction layers
have to be taken into account: the security policy, the security model, and the se-
curity mechanism [233]. The security policy defines high-level requirements related
to the authorization rules that are formally stated in the security model. The secu-
rity mechanism is the lower layer defining the functions that implement the control
policies described in the security model. Many security models have been proposed
in the literature to describe security properties in an access control system [200].

The discretionary access control (DAC) is a flexible policy based on the identity
of resources’ owners. That is, a resource’s owner can define the access rules and au-
thorized operations of that resource and modify them anytime. The access control
list (ACL) is an example of DAC. An access control list defines the authorized oper-
ations and the authorized users for every resource. This type of access control is not
suitable in our case because we want to guarantee the user’s anonymity.

Contrarily to the DAC, the non-discretionary access control techniques (NDAC)
rely on established and non-modifiable rules. An example of NDAC is the manda-
tory access control (MAC). In the mandatory access control, the control policies are
released by a central authority, such as the system’s administrator, not by the single
user able to access a resource.

In the role-based access control (RBAC), privileges are associated with the roles
carried out by subjects. In an organization, a role is made of permissions or respon-
sibilities referred to a subject or group of subjects. Therefore, the definition of roles

is the central point of this model.
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The attribute-based access control (ABAC) is defined as an access control method-
ology where authorization is determined by the possession of attributes associated
with the subject, object, and policy or rules. The attributes generally describe these
entities and are easily modifiable and verifiable by the authority in charge of releas-
ing them.

It is evident that in some access control models, the identity of the subject is
not necessary to gain the authorization for a resource. In the role-based access con-
trol, subjects have to demonstrate to perform a specific role, whereas the owned at-
tributes are enough in the attribute-based access control. In our solution, we exploit
an attribute-based access control scheme.

In the ABAC model, the entire process of access control can be summarized as
follow. When a subject requests access to a protected object, the access control mech-
anism has to verify that the subject is authorized. That is, the subject possesses the
attribute necessary to access the resource. Furthermore, also the object attribute and
the environmental conditions (i.e., not related to the subject or object but linked to
the environment, such as time and zone) have to be validated. If the conditions are
fulfilled, the subjects gain access. Otherwise, the subjects are not authorized for that

resource.

9.3 Our proposal

In this section, we present the proposed solution: we start by describing the scenario

considered in this solution, which is composed of the following actors:

» Users (U), who are physical people whose anonymity in accessing a service
should be guaranteed.

o Identity Providers (IP), which create and manage digital identities.

* Access Control Providers (ACP), which are in charge of verifying an access control
policy.

* Service Providers (SP), which offer online services only to authorized users.

Now, we describe the protocol allowing us to solve the faced problem. It is

schematized in Figure 9.1 and is composed of the following phases:

Setup. This phase is used to initialize the environment and to perform some prelim-
inary operations. First, the blockchain to be used is chosen. As we will see, we
exploit the basic features of a blockchain (i.e., the distributed repository) so that
any blockchain could be used. Although our solution is orthogonal to the used
blockchain, for the sake of presentation, we will refer to the Bitcoin Blockchain

when need. According to the chosen blockchain, the following two functions are
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Fig. 9.1: Scheme of our solution.

defined: sign(M,k) and verify(S,M,k), where M is a message, k is a crypto-
graphic key, and S is a signature. Specifically, the former returns the signature
of the message M by the key k, the latter verifies the validity of the signature S of
the message M by the key K and returns true if and only if S is a valid signature.
For example, in Bitcoin, these two functions are based on elliptic curves.

All the actors know the chosen blockchain and the defined functions.

BAG. Blockchain Account Generation. Our solution is based on blockchain so that
any actor needs an account to use the blockchain. This phase, which is carried
out at least one time! by any actor of the scenario, aims to generate a pair of
cryptographic (public and private) keys and a blockchain address. In most of
the blockchains, the private key is a randomly generated string with a suitable
large number of bits (typically, 256 bits), whereas the public key is obtained
by applying a cryptographic function to the private key. Then, the associated
blockchain address is obtained by applying a suitable function to the public

1 As it will be clear later, this phase is run each time a user needs a new account.
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key as A = f(K,). Typically, this function is implemented by applying a cryp-
tographic hash function and by keeping the last n bits (e.g., n = 160 in Bitcoin).
Each actor joining the system generates a pair of cryptographic keys and obtains
a blockchain address. Given an account K, K; denoted the associated secret key,
K, the public key, and A = f(K,,) the associated address.

Ul. User Identification. This phase is carried out by each user to register his/her digi-
tal identity from an identity provider ID. First, the identity provider verifies the
user identity by a recognition in person, via webcam, or online. Then, it collects
the surname, name(s), date of birth of the user, and all the other personal data
useful for identification.

Now, let K} and K;} be the user’s private and public key, respectively. The user U
needs to prove to be the owner of the blockchain address A!: for this purpose, U
sends Kl} to the identity provider. The identity provider generates a random x!
and calculates x=Encrypt (x; ,Kl} ), which is sent to the user.

The user calculates x’=Decrypt (x, K] ) and sends back this value to the identity
provider. In turn, the identity provider verifies that x’ = x!, which means that U
is the owner of the public key K, and the address A' = f(K}).
In this case, the identity provider generates the registration transaction, which is
a blockchain transaction from the address of the identity provider to the address
Al, with no further data.

The purpose of this transaction is to store on the blockchain that Al is associ-
ated with an identified user. Moreover, the identity provider stores the mapping
between A! and the personal data of U, collected in the identification step. This
mapping is useful for accountability.

AC. Access Control. In this step, the user contacts a suitable access control provider
ACP to receive a proof that he/she satisfies some requirements, say ry,..., .
First, ACP verifies that the user satisfies the requirements rq,...,r,, and, as re-
marked in Section 9.2, we use an attribute-based access control scheme.

Then, the user U creates a new account K? by using the procedure described in
the BAG step. U sends KI} and Kg to ACP. The access control provider checks on
the blockchain if there exists a registration transaction for the account K! (i.e., a
transaction from any identity provider to the address A'). If this transaction is
not found, the procedure alts. Otherwise, ACP picks a random x2 and calculates
a:Encrypt(rQ,Kg) and x:Encrypt(a,K; ). Then, ACP sent a to the user as a
challenge.

In response to the challenge, the user calculates a’=Decrypt (x,K!) and

x’=Decrypt(a’,K!). The latter value is returned to the access control provider,
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which checks that x” = x2. In the positive case, ACP has the proof that U is the
owner of both the address A! and AZ.

In this case, the ACP generates the authorization transaction, which is a blockchain
transaction from the address of the access control provider to the address A?,
having ry,..., 1, as payload (usually, the data field in a transaction).

This transaction saves on the blockchain the information that A? satisfies the re-
quirements is rq,...,r,. Moreover, the access control provider stores the mapping
between A! and A2, which is used for accountability.

SA. Service Access. In this step, the user contacts the service provider to require a
service. First, the user creates a new account K3 as described in the BAG step. To
prove to be authorized to this service, the user sends the public keys Kg and K;’
to the service provider SP. SP verifies that the account K? satisfies the require-
ments rq,...,, by searching on the blockchain for an authorization transaction
sent to the address f(Kg), having in the payload at least ry,...,r,. If this transac-
tion is not found, the procedure alts. Otherwise, SP generates a random x> and
calculates a=Encrypt (73 ,KS’ ) and x=Encrypt(a ,Kg ). Then, SP sent a to the user
as a challenge.

In response to the challenge, the user calculates a’=Decrypt (x,KSZ) and

x'=Decrypt(a’,K2). The value x’ is sent back to the service provider, which can
verify that x" = x3. In this case, the service is granted to the user, and a log
transaction is generated. This transaction is sent from the address of the ser-
vice provider to the address f (KS) and has in the payload the log information

(typically, it contains the id of the service and the timestamp).

In the next section, we discuss how our solution reaches the expected goals.

9.4 Validation

Our solution aims at providing an access control mechanism that guarantees anonymity,
unlinkability, and accountability in accessing online services. In our security analy-

sis, we assume the following properties hold:

1. the random generated numbers x;, x;, and x5 are never re-generated used by any
actor. This can be guaranteed provided that the number domain is suitably large
(for example, 128-bit random numbers currently satisfy this requirement);

2. the cryptographic primitives Encrypt and Decrypt are robust and cannot be
broken. The elliptic curves used in several blockchains (e.g., Bitcoin adopts
secp256k1 [185]) currently satisfy this requirement;

3. private keys are kept secret and cannot be guessed;
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4. the information about the mapping of the addresses stored by each entity is not
shared or made publicly available;
5. the user discloses personal information only during the Identification Step;

6. Identity Provider, Access Control Provider, and Service Provider do not collude.

Under these assumptions, we show how the expected security properties are
guaranteed. We start from anonymity, which requires that the name of the user ac-
cessing the service is not given or known from the service provider, the access con-
trol provider, or any third party (except the identity provider, which is the entity that
knows the user identity by the scheme). Observe that the identity provider publishes
the blockchain address of the user so that the user is identified by a public-key only.
In blockchain this is called pseudonymity and differs from anonymity because an at-
tacker wishing to de-anonymize a user tries to construct the one-to-many mapping
between users and public-keys [220]. We prevent this attack by storing the associa-
tion between user and address on the identity provider only. As a consequence, there
is no possibility to break pseudonymity and anonymity.

The second property is unlinkability, which means that a user may make multiple
uses of services without other parties being able to link these uses together. This is
achieved by forcing the user to generate a new account after each iteration. This way,
at each iteration, the providers see a new blockchain address that appears randomly
generated.

The last requirement is to guarantee accountability, that allows a party in coop-
eration with other trusted parties to guess the identity of a user in cases of need.
The identity of a user who accessed a given service can be guessed as follows. First,
from the log transaction of this service, the address A3 is extracted. Then, the service
provider returns the address (say A?) associated with A3, by using the locally stored
mapping. Now, an authorization transaction to A? is searched on the blockchain and
let ACP the access control provider that generated this transaction. Again, by us-
ing the ACP’s local mapping, the associated address A! is found. A new search for
a registration transaction sent to the address A! returns the identity provider that
identified the user and that can provide the requested information. Observe that all
these transactions are found if the protocol has been correctly run by the identity

provider, access control provider, and service provider.

9.5 Conclusion

In this chapter, we faced some relevant security challenges in the context of access
control, by proposing an access control scheme relying on the blockchain technol-

ogy. For this reason, users who request access to a protected resource supplied by an
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online service provider are provided with blockchain accounts. Also the other enti-
ties involved in the scenario, which are identity providers, access control providers,
and service providers, have their blockchain accounts. The aims of our solution is
to guarantee the anonymity of a user and the unlinkability of different requests of
the same user. This is reached by exploiting different blockchain addresses at each
interaction with the other entities. At the same time, we need the guarantee the ac-
countability of the requests. We reached it by linking the users’ blockchain addresses

in a verifiable chain locally stored in a distributed way by several parties.
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Privacy-Preserving Service Delivery with

Accountability Requirements

The main benefit of smart contracts over Ethereum is that different parties with conflicting
interests can exchange value without trusting each other. As a matter of fact, solutions
in which service delivery is regulated by smart contracts are proliferating. Sometimes,
services can be negotiated and delivered only on the basis of some attributes, without
disclosing the identity of the customer to the service supplier. However, accountability is
still required, so that, in case of need, the identity of the customer should be linked to the
service delivered and communicated to the appropriate parties. In this chapter, we propose
a practical solution to the above problem that integrates the features of Ethereum with a
(Ciphertext-Policy) Attribute-Based Encryption scheme. To show the effectiveness of our

proposal, we instantiate the general model to a significant use case.

10.1 Introduction

Ethereum [94] is one of the blockchain platforms attracting the interest of both re-
search and industry, mainly due to the power of smart contracts. Indeed, when differ-
ent parties with conflicting interests have to exchange value, a problem is how to pre-
vent that one of the parties, in a certain moment, misbehaves to obtain an advantage,
so that the agreement is not concluded fairly for everyone. Smart contracts solve this
problem. The consensus mechanism implemented by Ethereum guarantees that all
the contract steps are automatically executed in a transparent way, according to the
agreed rules, without the need that the parties have to trust each other.

There are many situations in which a service can be delivered to a customer only
on the basis of some requirements the customer has to satisfy, such as the age, the
professional title, the possession of a licence, etc. At the same time, it could be de-
sirable not to disclose to the (potentially untrustworthy) service supplier other iden-
tifying information to prevent data misuse even in the less severe hostile case of an

honest-but-curious provider.
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To reach this goal, one could think of standard techniques based on anonymous
credential [65], but, to be realistic, a solution to the problem of anonymous payment
should be provided, together with an appropriate level of guarantee that anonymity
does not compromise obligations, non-repudiability and accountability of the agree-
ment.

To the best of our knowledge, no solution has been proposed for this general
problem so far. The idea of this solution is to leverage the power of smart contracts
to obtain all the above requirements. Pseudonymity of Ethereum can ensure a good
level of privacy, but the problem of implementing attribute-based contracts is not
solved, at the moment, by native features of Ethereum. The focus of this solution is
just this, and the direction we follow is the integration of a public attribute certifica-
tion process (possibly based on the ecosystem designed by the eIDAS EU Regulation
[86]) into the smart-contract features at a cryptographic level, thus by exploiting a
Ciphertext-Policy Attribute-Based Encryption Scheme (CP-ABE) [44].

We observe that an attempt of bypassing the cryptographic link between at-
tribute possession and Ethereum transactions would not provide an adequate result
in terms of trustworthiness. Indeed, we should require that an entity of the applica-
tion (maybe a smart contract) should obtain by a Third Trusted Party (the Attribute
Provider, in the eIDAS system) the proof of the possession of certain attributes for a
given pseudonymous individual. This implicitly requires full trust in this node, con-
cerning the assessment of attributes. In contrast, our solution requires that only the
party certifying the attributes (assumption fully accepted in eIDAS) and the Private
Keys Generator (PKG) of the CP-ABE are trusted parties, which are parties external
to the application. Moreover, often attributes can be certified by Government bodies,
which could also play the role of Private Keys Generator.

It is worth noting that, in our solution, the link between attributes and real-life
identity is known only by the party certifying the attributes. Moreover, all the ac-
tions are immutably recorded over the blockchain and, in case of need, the link be-
tween the pseudonymous used in a certain transaction and the real-life identity of
the customer can be disclosed by collecting information from the PKG and the par-
ties certifying the attributes. This guarantees the accountability requirement of our

solution.

10.2 Proposed solution

In this section, we present the architecture and the solution we propose to allow ser-
vice delivery only to users having certain requirements, by preserving their identity.

In Figure 14.1, the entities involved in the scenario are depicted: we have a user U
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who needs a service s provided by one of the several available service suppliers (SS).
Moreover, we have several Attribute Providers (AP), which are in charge of check-
ing if a user fulfills or not some specific attributes. Finally, we have the Public Key
Generator PKG, which is the Trusted Party issuing ABE private keys.

We introduce some preliminary background notions.

1. let SS be the service supplier providing the service s;

2. let A be the access structure [41] representing the policy associated with the
service s;

3. let P ={ay,...,a,} be the attributes of U that are compliant with the policy A; L

4. we denote by OW(a;) the Attribute Provider that is in charge of checking if U
fulfills or not the attribute a;;

5. we denote by Eth, an Ethereum address owned by x, where x can be U, SS, or a
smart contract;

6. we model an Ethereum transaction T as a tuple (idr, Eths,,
Ethg,s, data), where id is the identifier (usually, it is the digest of the transac-
tion), src and dest are the sender and receiver of the transaction, resp., and data
is the payload. Observe that, transactions include also an additional field value,
which is not relevant for our scope, so that it is not considered here.

7. KCK(M) denotes the Keccak digest of the message M.

8. Setup(k): This algorithm receives a security parameter k and returns a public
parameter PK and a master secret key MSK.

9. KeyGen(MSK;P): This algorithm takes as input a set of attributes P and the
master secret key M SK. It outputs a private key SK associated with S.

10. Encrypt(PK, M, A) denotes the encryption of the message M under the policy A
(see item (2) above).
11. Decrypt(CT,SK) denotes the decryption of the ciphered message CT with the

ABE private key SK.

Now, we describe the steps carried out by the different actors of our scenario.
These steps are also summarized in Figure 14.1.
Step 1: service request. First, the user U asks for the service s supplied by SS. For
this purpose, U generates an Ethereum transaction Ty = (idr, Ethy, Ethss,datay),
where idy, and data; are the identifiers of the transaction and the service s, respec-
tively.
Step 2: challenge start. When SS receives the service request Tj, the service supplier

first checks whether Ethy; is not revoked (the detail about how this check is imple-

! For the sake of presentation, with an abuse of notation, we use .A meaning the policy rep-

resented by A.
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Fig. 10.1: Scenario and steps of our solution.

mented is given in Step 5). If Ethy; is not revoked, SS acknowledges the request and
generates a challenge needed to verify that the user is able to prove the possession
of all the required attributes to satisfy A. In particular, SS creates the new policy
A’ requiring, in addition to the conditions expected by A, also the possession of the
attribute a,,, 1, where a,,, represents the possession of the Ethereum address Eth;.
In words, the new policy enforces that the user has to satisfy the requirements of
the policy A and, moreover, she/he owns the Ethereum address Ethy;. This is done
in such a way to guarantee that only the user with address Eth;; can overcome the
challenge.

The challenge starts with the generation of the transaction T, = (idr,, Ethgs, Ethsc,
data,), where SC is a smart contract and data,
= (Xo = idy,, X, = P/, X, = Encrypt(PK,R, A’), X3 = KCK(R), X,
= Ethy), where P’ = PU{a, 1} and R is a secret value (the challenge solution). In
words, data contains the reference to the first transaction done by U, the set of at-
tributes, the challenge consisting of the encryption of a value R that can be deci-
phered only by users satisfying the policy A’, and the digest of R computed by the
Keccak function (the solution verification). The smart contract receives the transac-
tion and waits for the user reply.
Step 3: challenge reply. The user U looks for the transactions made by SS with
Xo = idr, (i.e., in the first input of data field) — thus, the transaction T,. By using
idr,, U can find the challenge and extract X; = P’.

In order to prove the possession of all the attributes in P’, U needs the ABE
private key associated with the attributes P’. The task carried out to obtain this key

is the following.

1. U contacts PKG and asks for the ABE private key associated with the attributes

P’ (message 2 in Figure 14.1);
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2. PKG computes the set AP = [J't{ OW(ay), which is composed of the attribute
providers of the attributes involved in P’;

3. now, each AP, € AP performs a challenge-response-based authentication with
the user U (messages 4 and 5);

4. In case of successful authentication, if the user owns the attributes requested,
AP; generates an assertion of attribute certification for PKG (message 6), which is
signed by AP; to guarantee integrity and authenticity. Moreover, AP; stores the
mapping between the user identity and the assertion identifier, which can be
used in case of revocation or accountability;

5. After collecting all the attributes certifications, PKG invokes KeyGen(M SK; P’),
which generates the ABE private key skp/ for U. PKG sends this key to U (mes-
sage 7) and stores the mapping between the received assertion and the Ethereum

address, again for accountability or revocation reasons.

Observe that this procedure is carried out only the first time U needs the ABE
private key: indeed, this key will be used also for the next accesses to services with
the same policy A’.

Now, U extracts X, from T, calls Decrypt(X,,skp/), and obtains R’. In order to
demonstrate the knowledge of the ABE private key and, consequently, to prove the
possession of the attributes P/, U generates another transaction T3 = (idr,, ETHy,
ETHsc,R').

Step 4: agreement. The call to the smart contract starts the automatic check of the

challenge reply. The smart contract acts as follows:

1. finds the pending challenge for the Ethereum address Ethy, and retrieves X5 =
KCK(R);

2. extracts R’ from T;;

3. computes R* = KCK(R’);

4. if R* = X3, then U overcomes the challenge and the grant for providing the user

U with the requested service is given.

Step 5: revocation. This step is performed whenever a user U loses an attribute a;.
In this case, the attribute provider OW/(a;) searches for all the assertions previously
sent to PKG mapped to U (these are stored into a map - see Step 3): this list of
assertions is sent to PKG as revoked assertions.

PKG receives this list and searches for the Ethereum address mapped to each
assertion. Then, an Ethereum transaction of revocation to each of these addresses is
generated, reporting the revocation of the ABE key associated with this Ethereum

address. This way, the list of revoked Ethereum addresses is stored on Ethereum and
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can be used in Step 2 to check if the Ethereum address of the user requiring the

service has been revoked.

10.3 Implementation

In this section, we describe the implementation of our solution. In order to test our
proposal, we implemented the adopted CP-ABE scheme in JAVA language, leverag-
ing the libraries [80]. This was necessary to include, in our system, some lightweight
implementation of the scheme, tailored with our specific scenario, in which policies
are single domain-dependent attribute (this results in concrete two-attribute policies
since each policy must include also the Ethereum address as second attribute).

Furthermore, we designed also the smart contract used to ask for a service and
decide whether to grant it. The smart contract is written in Solidity [15, 77], a high-
level Turing-complete and object-oriented language.

The smart contract, whose code is reported in Listing 15.1, stores by Owner (Line
3) the Ethereum address of the service supplier, which is initialized with the ad-
dress of the party that deployed the smart contract. The struct data (Lines 4-10)
represents the skeleton of the challenge that must be won by the user to obtain the
requested service. Mappings in Lines 11-12, are used, respectively, to save pending
transactions (on which there is an open challenge) and to retrieve the challenge from
a given transaction.

In Solidity, the modifier can be seen as an extension of a function and it is used
to check a condition prior to executing the function. So, we implement the modifier
OnlyOwner (Lines 17-20) in the function cStart (challenge start) (Lines 22-26) in
such a way the condition that has to be checked is related to the sender of the trans-
action. In particular, OnlyOwner requires that the sender must be the owner of the
smart contract, otherwise the function cannot be executed.

The function cStart can be called only by the service supplier and is used to
reply to a service request of a user. In particular, the input of the function is the
challenge, which is saved in an instance of struct data (Line 23); moreover, we
set the mapping txs_pending for the given transaction tx to true so that, from now
on, there is an open challenge for that specific request . Finally, we map the given
transaction tx to this challenge.

The function cResponse (challenge response) (Lines 27-45) is called by the ap-
plicant of the service to reply and, possibly, win the challenge. This function receives
the address of the challenge transaction and the challenge solution r1. First, if there
is an open challenge for the given transaction (Line 28), we verify that the appli-

cant who is calling the function is actually the target of that challenge (Line 30),
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and compare keccak256(r1) with kck_R of the challenge (Line 32). In case of suc-
cess, the challenge is no more pending (Line 33) and the service can be grant (this
part is application dependent so we omitted its implementation). In case any of the
previous checks are not passed, the function ends (revert()).

We implemented this smart contract by Remix - Solidity IDE [14] and used Rop-
sten as testnet, with the support of Metamask [13], which consists of a browser exten-
sion that allows us to run dApps (decentralized applications) directly on the browser
without running a full Ethereum node. The deploy of the contract on the Ropsten
Test Network costs 844 Micro(ETH) (in April 2019, this is about 0,13 $), the function
cStart costs 644 Micro(ETH) (about 0,11 $) and the function cResponse costs 24 Mi-
cro(ETH) (about 0,0037 $). From this analysis, we can say that the implementation

of our solution is feasible and cheap.

pragma experimental ABIEncoderV2;
contract Granting {
address owner; //the service supplier
struct data{ //the challenge
bytes32 tx;
string[] attributes;
bytes32 encrypted;
bytes32 kck_R;
address user;
}
mapping(bytes32 => bool) public txs_pending;
mapping(bytes32 => data) public fromTx_toData;

constructor () public {
owner = msg.sender;

}

modifier onlyOwner(){

require (owner == msg.sender);

O = = = = = = = = = =
QOO NOUIHRWNFROWVWONIO U R WN—

21 )
23 function cStart (bytes32 tx, string[] memory attributes, bytes32 encrypted, bytes32 kck_R, address user) public

onlyOwner {

2‘1 data memory d1 = data(tx, attributes, encrypted, kck_R, user);
25 txs_pending[tx]= true;

26 fromTx_toData[tx] = d1;

R7 )

28 function cResponse(bytes32 tx, uint256 r1) public {
29 if(txs_pending[tx]==true){

B0 data memory d2= fromTx_toDatal[ tx];

B1 if (msg.sender==d2.user){

32 bytes32 rs= keccak256(abi.encodePacked(r1));
B3 if(rs==d2.kck_R) {

34 txs_pending[tx]= false;

B5 //Grant the service

B6 }

37 else { revert();}

B8 }

39 else { revert();}

40 }

a1 )

42

Listing 10.1: Code of the smart contract.
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10.4 Case study

In this section, we show how our approach is instantiated to obtain a practical solu-
tion in a real-life scenario, which is a car sharing.

Suppose John wants to rent a car (i.e., the service, in our scenario) s at the company
Car4U (which plays the role of service supplier SS). As Attribute-Based Encryption,
we adopt a solution derived by the scheme [44]. Thus, we consider given a cyclic
group G with order p, a generator g of G, an hash function H : {0,1} —» G and a
bilinear map e: G x G — Gr.

The Public Key PK and the Master Secret Key MSK are calculated as PK =
(G, g, h = gP,e(g,)%) and MSK = (B,g%), where a and p are two random elements
€Zy.

For the sake of presentation, we consider the case in which the service supplier
policy consists of only one requirement. In particular, the access structure A of the
policy for renting a Car4U car consists of the attribute ay having the driving license.
Furthermore, the company Car4U has deployed its own smart contract described in
Section 13.5.

Now, we detail the use case proposed above.

Step 1: service request. Once John has decided the car to rent, he generates an
Ethereum transaction T; to Car4U. We assume that the Ethereum address of Car4U
is public and extracted by the site, or a QR code, or in a similar way. The payload
of the transaction (i.e., the data field) contains the license plate of the car to rent as
service identifier.

Step 2: challenge start. Let suppose that John’s address has not been revoked: Car4U
acknowledges the request and sends a challenge needed to verify that John satisfies
the policy A’, which means ay having the driving license and a, having the Ethereum
address Ethyyp,,.

Now, Car4U picks up a random R € Gy and encrypts R under A’. The encryption
algorithm picks up two random r,s € Z,,. The ciphertext is: X, = (C =Me(g,9)*,C =
h*,Cy =g",Cy =g**,C'y = H(ay)"™™,C 5 = H(ay)*").

Finally, Car4U generates a transaction to call the function cStart of the smart
contract having in the payload (idr,,{a;, a5}, X, KCK(R), Ethjopy,).

Step 3: challenge reply. Now, John requests to the Public Key Generator PKG the
ABE private key sk, 4, built from the attributes a;,a,. Observe that OW(a,) is the
Motor Vehicle Office, which is in charge of checking whether a user has a driver
license. In order to show to be the owner of Ethj,,, John is required to sign a chal-
lenge by the Ethereum private key associated with Ethj,,: thus, the role of OW (a,)
is played by PKG. Now, John proves his identity to the Motor Vehicle Office: this is
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done by an eIDAS-compliant identification scheme. Once the identity of the person
is verified, the Motor Vehicle Office can check whether John has a driving license. If
this is the case, the Motor Vehicle Office sends to PKG a SAML assertion [176] and
stores the mapping between the assertion identifier and the identity of the user.

If John proves also to be the owner of Ethj,;,, PKG calculates the ABE private
key for John: PKG picks up the randoms t,t,t, € Z,. The decryption key is: sk, 4, =
(D =gF,D, = g'H(ay)", D, = g'H(ay)", D, = g", D} = g"). This key is sent to John
and PKG stores the mapping between the assertion identifier and Ethj,p,.

_ eDyCy)

Now, in order to decipher X, (extracted from T;), John computes: F; = 0'C)
et

F2
Fy=4P2%) ang A= 1.
e(D,,C,) 2

Then, the deciphered text is obtained as: R" = - ¢

(C,D)/A"
: : _ eDyCy) _ eg'H(a)"1,8™) o
It is easy to check the decryption procedure. F; = ADIC) = e Since
t okt] or+s
g is a generator, H(ay) = gk for some k. Thus, F; = % = e(g,g)t(”s). Sim-

2t(r+s) =

. F? :
ilarly, F, = e(g,g)!***). Therefore, A = = % = e(g,g)"* and ﬁ =
Me(g,8)**

T = M. Finally, John calls cResponse of the same smart contract and
e(hs,g P )/e(g,9)"

sends the deciphered value R’.

Step 4: agreement. According to the called function, the service is grant if KCK(R’)
is equal to KCK(R).

Step 5: revocation. Let suppose now that John’s driving licence is revoked. Since
John has asked for and obtained the ABE private key before the revocation, he is
able to pass the challenge for rent a new car, and, thus, he could rent a car without a
driver license.

To solve this problem, when the driver licence of John is revoked, the Motor Ve-
hicle Office sends to PKG the identifiers of all the assertions sent to PKG in the past
related to John. PKG, which knows the Ethereum addresses related to these asser-
tions, generates an Ethereum transaction to John’s Ethereum address having in the
payload a field type sets to revocation and a field address sets to this Ethereum ad-
dress. In such a way, if John tries to request a service to any service supplier, this
request will be discarded because his Ethereum address is contained in a transac-
tion of revocation stored on Ethereum (recall that this check is done by the service

supplier in Step 2).

10.5 Security analysis

In this section, we briefly discuss the security properties of our solution. We remark
that this discussion is high-level and informal, accordingly to the nature of this solu-

tion, which actually aims to shortly describe the scientific core of a proposal contex-
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tualized in an industrial research project. Even though an accurate security analysis
is still in progress, besides the following general discussion, the reader may identify
throughout the solution, a number of detailed aspects related to security (for exam-
ple, the revocation) which are mentioned within the description of the solution itself
to argue its robustness.

Let start now by defining the adversary model. In our analysis, we assume that
both PKG and Attribute Providers are trust parties and that the attacker can be a
user, a service provider or external to the system. In addition to the standard security
assumptions (unbreakability of cryptographic primitives and blockchain security
properties), we assume that private keys and secret information are not disclosed by
the owners and that users and service suppliers do not collude each other. The goal
of the attacker is to break at least one of the following security properties: access-
control, privacy, accountability, unlinkability, availability, non-repudiation.

Access control is reached. Indeed, to win the challenge, the user has to decipher
a challenge by an ABE private key that PKG issues only to users who prove the
possession of the attributes required by the policy.

The privacy requirement is that a service supplier is not aware of information
identifying the user accessing the service. This goal is reached because the architec-
ture of the solution allows the service supplier to know only the Ethereum address
of the user, which is generated by the user and appears a random string. The level
of protection of such information is that of pseudonymity given by blockchain, so it
is not absolute, as de-anonymization is in general possible. However, for our specific
context, unlike cryptocurrency transfers, if the user wants to protect her/his privacy
by using always one-shot blockchain addresses, the above attacks on pseudonymity
are not applicable.

Accountability is obtained by merging information coming from different par-
ties. If we want to know the identity of the person who used the service s, we start
from the transaction T; used to require the service and extract the Ethereum address
used by this person. This can be done only by leveraging public information. Then,
since PKG stores the mapping between Ethereum address and corresponding asser-
tion, and any Attribute Provider stores the mapping between assertion identifier and
digital identity, it is possible to disclose the identity of the person who used s.

Unlinkability is guaranteed provided that a user exploits a new Ethereum ad-
dress for each service request (as discussed earlier, this measure makes ineffective
also de-anonymization attacks).

Attacks on Availability are contrasted. The only attack that can be performed is
a DoS, in which an attacker floods a service supplier with superfluous requests thus

trying to overload it and prevent legitimate requests from being fulfiled. However,
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since any service request transaction has an even small price in Ether, an attack of
this type would be very expensive.

Non-repudiation is obtained. Indeed, each action (service request, service grant,
etc.) is logged into the Ethereum blockchain and it can be verified. Moreover, trans-
actions are signed by an Ethereum private key, which is kept only by the owner of
the address. Again, Ethereum transactions cannot be modified after they are val-
idated. Moreover, the integrity of transactions is guaranteed by the properties of

public blockchains. Thus, no party can repudiate an action.

10.6 Conclusion

In this chapter, we basically presented the idea to mix the power of smart contracts
and blockchain with the power of ABE schemes, leveraging also the concrete ecosys-
tem defined by the European Regulation eIDAS to be more effective. We identified,
as a scenario in which such a combination can be fruitful, the context of attribute-
based service delivery, in which it is not required that the user fully trusts the service
supplier and that user’s privacy must be protected unless a-posteriori higher-order
reasons do not require the disclosure of her/his identity. In this case, full account-
ability is guaranteed. We defined the formal scheme of our solution, implemented it

over Ethereum, and showed in a use case how the solution performs.
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Privacy-Preserving Energy Trading in Smart Grids

The need for a flexible, dynamic, and decentralized energy market has rapidly grown in
recent years. As a matter of fact, Industry 4.0 and Smart Grids are pursuing the path of
automation of operations so that all the steps among consumers and producers are getting
closer. This leads towards solutions that exploit the paradigm of public blockchain, which
represents the best platform to design flat and liquid markets for which providing trust
and accountability to mutual interactions becomes crucial. On the other hand, one of the
risks to face in this situation is that personal information is exposed to the network, with
intolerable threats to privacy. In this chapter, we propose a solution for energy trading,
based on the blockchain Ethereum and smart contracts. The solution aims to be a concrete
proposal to accomplish the needs of energy trading in smart grids, including the important
feature that no information about the identity of the peers of the network is disclosed in

advance.

11.1 Introduction

Due to the continued growth in energy demand, the issues of increasing its produc-
tion, on the one hand, and to limit environmental pollution, on the other hand, are
becoming global challenges.

Of course, it is necessary yet not sufficient to extend the usage of renewable
energy. Only in 2018, renewable energy raised by 4%, accounting for almost one-
quarter of global energy demand growth [100].

Moreover, there is a need to improve and update the classic electric grid infras-
tructure, to make it more efficient, flexible, and dynamic. In recent years the new
concept of Smart Grids (SGs) is emerging. A smart grid can be considered as the
evolution of classic grids having the main target to be eco-friendly, faster than the
classic one, and more innovative. Smart grids are born also to improve the overall re-
liability of the whole energy cycle and to guarantee a better ratio demand/response

so that the financial field is interested as well by applying a new energy market pat-
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tern [241]. Moreover, by increasing the energy demand and the number of entities
involved in the energy market, smart grids have to face the problem of guaranteeing
a certain level of data and message availability in transmissions among peers of the
network [63].

Energy systems in smart grids are taking the direction of decentralized architec-
tures in which a device, known as smart meter, can manage requests and responses
through the whole network. Since it would be not appropriate to implement cen-
tralized protocols over smart grids, it is fundamental to accommodate this decen-
tralized and distributed direction by using technologies that are decentralized and
distributed as well. This way, blockchain technology appears to be the best solu-
tion, because of its proven properties, such as immutability, transparency and de-
centralization [205]. Indeed, thanks to the evolution of the blockchain paradigm
originally born with Bitcoin blockchain [193] (mainly devoted to the cryptocurrency
Bitcoin), blockchains supporting smart contracts, like Ethereum [92], can be viewed
as platforms for secure, interoperable, and decentralized applications, in which con-
flicting parties may establish agreements and exchange value without trusting each
other. Energy trading in smart grids perfectly fits with these features. Therefore,
an interesting research direction is to investigate how to fully exploit the power of
blockchain and smart contracts to envisage innovative applications and to increase
the effectiveness of the notion of smart grid. Observe that the use of blockchain may
introduce flexibility among operations carried out by stakeholders inside the energy
trading market. In particular, if we overlap these features with the energy industry
we can deduce that the sector that can benefit most from them is energy trading
among applicants and bidders. Indeed, a blockchain-based solution for energy trad-
ing is able to improve accountability, reliability, fairness and to reduce time and
costs.

However, there are still open challenges and limitations in the implementation
of blockchain-based applications to energy market trading, such as the scalability,
security and efficiency [112].

This solution is just placed in this research track, by proposing an Ethereum-
based solution for energy trading aimed also to enhance scalability with respect to
other approaches presented in literature. The blockchain enables parties to transfer
assets without the participation of a trusted third-party and all the transactions are
stored and validated by the network, with no centralized unit control. To the best
of our knowledge, our approach presents an innovative aspect w.r.t. existing related
proposals. Indeed, the power of smart contracts is also exploited to manage the offers

in a blind fashion, so we can actually talk about an auction, in which identities are
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disclosed only when the agreement is established. Interestingly, the entire auction is

managed with no intervention of any external referee.

11.2 Scenario and motivations

From the beginning, the electricity grid was conceived as a centralized system in
which energy is produced in huge power plants. It is clear that this kind of system
has limits in reliability, availability, and, as a consequence, in business terms. More-
over, the growing world population generates a rising demand for energy and, due
to the increasing level of pollution, the request for sustainable and renewable en-
ergy is necessary. Indeed, investing in renewable energy is becoming central in most
of the world governments for environmental protection. Energy is a raw material
and for this reason it can be exchanged; energy trading term means buying, selling,
and moving energy from where it is produced to where it is needed. The concept
of Energy Internet [283] stands for the open, collaborative, and interactive process
of energy production and consumption. Through the years, the energy systems have
been developed into four different stages: decentralized or centralized energy sys-
tems, either distributed or smart and connected energy systems.

A decentralized approach can evaluate the energy exchange [280], considering
the decreasing price of distributed energy resources in the ten past years, known en-
ergy consumers can become prosumers, that is they can both consume and generate
energy. The consumers, instead, only purchase energy. There are several business
initiatives whose aims are to improve the energy use and consumption all over a
(smart) grid. Many of these initiatives are characterized by similar actors and opera-

tions. Indeed, the actors in an energy trading scenario could be represented by:

» Consumer, a physical person who needs to buy electricity.

* Prosumer, an entity that acts as an energy supplier (such as farmers with wind
turbines or an individual who produces additional energy) and at the same time
uses and buys electricity. In detail, we can consider a prosumer as a consumer
with the ability to produce energy as well. So, every prosumer is a consumer
while the contrary is not always true.

* Retailer, which buys electricity from prosumers and sells it to customers (both
prosumers and consumers). The retailer is also responsible for getting customers

connected to the network and for customers’ billing and service.

The operations carried out by the actors could be divided into three phases, im-
plemented through different approaches, as the study [260] suggests. The first step

consists of making aware the network about the own energy supply and demand.
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This step requires the adequate controls to ensure the privacy and security of the
actors. The second step regards the matching among consumers and prosumers.
Specifically, the consumer chooses the most suitable prosumer able to fulfill the
request. Many times, this phase is implemented through an auction process. The
transaction settlement is the last phase, it consists of establishing the rules, among
the parties, to guarantee the transfer of energy.

During the various processes in which the prosumers are currently involved per-
forming an energy trading protocol, their identities are forced to be disclosed, lead-
ing to some privacy problems.

The aim of this solution is to provide a protocol that takes into account the secu-
rity and privacy requirements in an energy trading scenario.

When a consumer demands for energy, an auction starts, the winner prosumer
stipulates a contract with the consumer. During these phases, being aware of the
actors’ identity could cause a possible impairment. Furthermore, dynamicity is re-
quired because prosumers are not known first. For this reason, an important issue
(addressed in this solution) is to implement a privacy-preserving approach in the
auction phase.

Exploiting the blockchain technology in an energy trading scenario can include
the well-known advantages of distributed ledger, such as the elimination of a central
governing institution, a distributed consensus, and the immutability and account-
ability of transactions. Observe that more auctions can be executed at the same time
by suitably designing smart contracts. The execution of more auctions does not bring
more possibilities of malfunction in the consensus agreement thanks to the proper-
ties of the Ethereum blockchain that prevent from latency and propagation problems
by implementing a modified GHOST protocol (Greedy Heaviest Observed Subtree).
Furthermore, the blockchain protocol prevents from double-spending attempts by
design.

At the same time, designing a smart grid fully automated can be advantageous
and helpful in the cost reduction of transactions and electricity. Although the other
proposed solution consisting in the integration of blockchain for energy trading
seems to solve the problem, there are still open issues such as the spreading of en-
ergy trading in a public blockchain, or the responsibility in the transactions derived
from the anonymity ensured by blockchain. For these reasons, in this solution, we
propose an approach that includes the management of the actors’ identity to make
transactions accountable.

This way, the final agreement will be achieved among not anonymous entities.
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Fig. 11.1: Architecture of our solution.

11.3 Our solution

In this section, we describe our proposal. First, we present the involved entities and,
then, we present the main steps of the entire process.

Figure 13.4 illustrates the overall architecture of our solution.

As described in Section 11.2, the actors we consider are consumers, prosumers,
and retailers. We exploit the Ethereum blockchain to store the information in a dis-
tributed and immutable way and also to guarantee the security properties. Conse-
quently, in our proposal, we include a new actor, the Energy Authority, which is the
entity that deploys the smart contract needed to drive our solution.

In our solution, the following steps can be identified:

Setup.

In the initialization phase, a suitable smart contract SC is deployed on Ethereum
by the Energy Authority. It implements the functions that are described and used in
the following. Moreover, both prosumers and retailers register an Ethereum address.
System Registration.

In this phase, the entities join the system. First, the owner of the smart contract
identifies each retailer and verifies its Ethereum address by a challenge-response
scheme. In particular, the retailer must sign a challenge sent by the owner by using
the private key of its Ethereum account. For each verified retailer, the smart con-
tract owner invokes a function of SC and gives the retailer’s address Ag as an input
parameter. This function adds Ay to the list of the verified retailers Ly managed by
the smart contract. A verified retailer R can register one or more prosumers P in the
system. This operation is done by calling another function of SC and giving the pro-

sumer’s address Ap as an input. Again, the retailer verifies the prosumer’s address
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by a challenge-response procedure. The result of the function call is the inclusion
of this address to the list of the verified prosumers Lp, which is also managed by the
smart contract. These procedures are repeated every time the smart contract owner
wants to add a new retailer or a retailer wants to add a new prosumer to the sys-
tem. At the end of this phase, it is possible to verify whether an Ethereum address,
that we call Main Ethereum Address MEA, is associated with a verified retailer or
prosumer.

Energy Production.

The actor involved in this step is the prosumer, which generates energy and
trades it with the retailers. In particular, given the prosumer P;, she/he can trans-
fer a given amount of energy, say E, to the retailer R; thanks to the smart grid in-
frastructure. Indeed, in the smart grid environment, there exists an IoT device, the
smart meter, that is fundamental to link the consumer to the whole energy infras-
tructure. We propose an easy extension of such a smart meter that will include also
the possibility of connecting to the Ethereum blockchain. This can be reached by
adding a new feature on this device that will have associated an Ethereum address
and, through the Internet, it will be able to interact with the blockchain network. In
particular, this device acknowledges an input and output energy transfer in terms
of tokens via SC.

The smart contract sends a certain amount Tk of tokens to the prosumer. The
value Tk is computed as Tk = E-¢; ;, where ¢; ; is the exchange rate between the pro-
sumer P; and the retailer R;. Moreover, SC generates, at this point, an event Transfer
to log the operation carried out.

Energy Request.

In this step, a consumer (or a prosumer acting as a consumer) asks for energy
(i.e, tokens) by building a request containing the amount of energy needed. In par-
ticular, this task is carried out by calling the function newAuction() and giving as
parameters the amount of requested energy, and two timestamps d; and d, used as
deadlines of the auction. Observe that the consumer does not call this function by
the Ethereum account generated during the System Registration step, but generates
a new address for the function call, which we call Temporary Ethereum Address
(TEA). This address is generated by the same consumer or prosumer and is a dis-
posable address since it is never reused for another auction in order to avoid to link
different auctions done by the same actor. Indeed, recall that a public blockchain
allows everyone to rebuild the graph of interactions and transactions among users.
Thus, if an actor uses her/his Main Ethereum Addresses (MEA) in every step of the
solution, a competitor retrieves her/his bids so obtaining commercial and economic

advantages for the future. For this reason, our model requires that only the winner
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prosumer and the energy applicant disclose their MEAs only in the Agreement phase.
At this point, the smart contract starts a blind auction with a fixed deadline d;.
Auction.

Any prosumer can participate in the auction by bidding a price p for this supply.
In particular, the prosumer has to call the function SendBlindBid() of the smart
contract by giving it the blind offer of the price H(p||r), where r is a random value
and H stands for a cryptographic hash function. This way, the real bid is hidden to
the other competitors.

We remind that to prevent identity disclosure the prosumer uses a new TEA to
participate in this auction.

Awarding.

At the auction deadline d;, each prosumer that participated in the auction calls
the function sendBid() and passes as parameters the values p and r in plain-text to
disclose its offer.

After all participants reveal their offers or after the deadline d, established previ-
ously by the energy applicant, the auction is awarded to the best bidder. In fact, the
energy applicant retrieves the best offer related to its auction by calling the function
endAuction(), which computes the best offer and returns the winner bidder.

Before establishing the winner, this function calculates H(pl||r) and verifies that
the result is equal to the value submitted in the previous step, thus validating the
offer.

Agreement.

Now, both the consumer and the awarded prosumer must disclose their identi-
ties. For this purpose, the prosumer has to link its Temporary Ethereum Address
TEA used in the previous phase to its Main Ethereum Address MEA (which is pub-
licly available) by generating a transaction from MEA to TEA and another from TEA
to MEA.

This way, the prosumer proves to be the owner of both the Ethereum addresses.
It is now necessary to check that the MEA associated with the awarded prosumer
has, at least, p token available in its wallet. This means that the prosumer can fulfill
the consumer request. If this check fails, the smart contract discards the awarded
prosumer and, by shifting the list of prosumers participants in the auction, it repeats
the operations with the newly awarded prosumer. This cycle is repeated until all the
requirements are fully satisfied.

At this point, the consumer has to prove to be the owner of the address A used
during the auction. To do this, the prosumer generates a random value r (challenge),
which is sent to the consumer. The consumer generates a new transaction from A to

MEA of the prosumer having as payload r, thus proving to be able to win the chal-
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lenge. Moreover, the consumer uses an identity-based authentication scheme to dis-
close her/his identity: for example, schemes such as Openld-Connect and SAMLv2
[192] can be used (this aspect is out of the scope of the solution). If these operations
succeed, the consumer and prosumer complete the auction by exchanging tokens
and ethers as resulting from the energy request and auction.

Redeem Tokens for Energy.

This step can be carried out by everyone with tokens in their Ethereum wal-
lets, so both prosumers and consumers, which want to redeem tokens for energy.
In this step, the energy applicant has to send tokens towards the retailer by using a
given function of the smart contract. This function will check that the sender has the
amount of token in the wallet and that the recipient of this amount is a registered
retailer. If these controls succeed, then tokens are transferred from the applicant
wallet to the retailer one. At this point, the retailer sends to the applicant electric-
ity via the smart grid’s infrastructure and generates, at the same time, an Ethereum
transaction with the information about the amount of energy sent.

However, since the retailer is not fully trusted (as it happens in real-life archi-
tectures as well), it is necessary to adopt some countermeasures to contrast a hypo-
thetical malicious behavior of the retailer. At this point, the applicant’s smart meter
plays a fundamental role.

There are, potentially, four options: (i) the energy received is compliant with the
agreement, (ii) the energy received is less than the agreement, (iii) the energy re-
ceived is more than the agreed amount, (iiii) the energy is not received. Based on
these situations, the smart meter will generate, as an answer, an Ethereum trans-
action by calling a function of success or failure. In this last case, a dispute arises
between the energy applicant and the retailer. The Energy Authority is involved as

a super party to effectively mitigate and solve the problem.

11.4 Implementation

In this section, we present a possible implementation of our proposal and describe
the Ethereum smart contract that provides the needed functionalities. First, it is
necessary to set-up the environment useful for the development of such a smart
contract. In particular, we use Remix as Integrated Development Environment (IDE)
and MetaMask that is a browser extension that allows us to run Decentralised Appli-
cations (dApps) directly on the browser without running a full Ethereum node. The
programming language is Solidity [15] and the smart contract has been deployed on
the Ropsten TestNet. For the sake of presentation, we only focus the attention on the

most relevant aspects of the implementation.
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In Table 11.1, we show costs associated with our implementation. In particular,
we focus on the most common and used functions of the smart contract and also the
entire (and unique) deployment of the smart contract, reporting both the values in
milliether and in US dollars (in July 2020).

First, we had to declare the token ERC20 interface in such a way our smart con-
tract can inherit it by implementing its functions. We gave the token the name of
SET, which stands for both Smart Energy Token and Swmart Energy Transfer. Because
of the aim of such a token, the ICO period is not necessary so that the initial total
supply was given totally to the developer of the smart contract by means of the con-
structor function. Indeed, in Solidity, the constructor method is called and executed
only when the smart contract is deployed. We use also this properties for storing
the information about the actual developer of the smart contract in the owner vari-
able. We remind that, in our case, the developer of the smart contract is the Energy
Authority.

Another fundamental Solidity properties we exploited is the modifier, which is
used to limit the access to functions. In particular, in Listing 11.1, we implemented a
modifier that, if declared in a given function, limits the access only to the developer
of the contract. For example, we used this modifier in function _add_retailer(),
which can be called only by the Energy Authority to add the addresses of veri-
fied retailers to this particular list. An analog pattern has been used also in the
case of the insertion of verified prosumers into the list by declaring the func-
tion_add_prosumer() with the corresponding modifier onlyRetailer and. Gener-
ally speaking, this pattern is used every time a function needs this kind of restric-

tion.

modifier onlyOwner() {
if (msg.sender != owner) {
revert();
}
}

function _add_retailer(address _new_retailer)onlyOwner public{

retailers_list[_new_retailer|=true;

}

O ONA U W~

Listing 11.1: Application of the Solidity modifier in our smart contract

In the whole demand-response cycle, the first operation that is carried out in the
Ethereum environment is the Energy Request. In particular, in Listing 11.2, we im-
plemented the function newAuction() that generates a new auction on the system.
The applicant has to declare how many kWhs are needed and the periods of time
she/he wants to wait for the completion of the whole process. In detail, the appli-

cant has to give two timeouts to the function. The first timeout denotes the period of
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time in which the auction is active while the second one denotes the period of time
until the prosumer can send the plaintext bid.
When the new auction is created the smart contract adds it into the mapping

all_auctions and the function emits also an event to log this operation.

function newAuction(uint kWh, uint timeoutl, uint timeout2)public {
uint id_auction = getID();
all_auctions[id_auction].consumer = msg.sender;
all_auctions[id_auction].active = true;
all_auctions[id_auction].end_of_auction = now+timeout1;

all_auctions[id_auction].end_of_disclosurement = now+timeouti+timeout2;

NOU kW~

emit newAuctionGenerated(msg.sender, id_auction, kWh, now+timeoutl, now+timeoutl+timeout2, now+timeout1+timeout2)

3}

Listing 11.2: Creation of a new auction

At this point, prosumers can send their blind bids to answer the token request by
calling the function sendBlindBid and, before the second timeout expires, they call

the function sendBid( ), in which they reveal the real offer made 11.3.

1 function sendBlindBid(uint idAuction, bytes32 blind, bytes32 hashRandom) public returns (bool) {
2 require(all_auctions[idAuction].active==true && now<all_auctions[idAuction].end_of_auction, "The auction is now
closed");
3 blindBid[msg. sender] . idAuction=idAuction;
4 blindBid[msg.sender].blind=blind;
5 blindBid[msg. sender] . hashRandom=hashRandon;
6 blindBids[idAuction].push(blindBid[msg.sender]);
7 ceturn true;}
8
9 function sendBid( uint idAuction, uint cost , uint _random ) public returns (bool){
0 require(all_auctions[idAuction].active==true & nowsall_auctions[idAuction].end_of_disclosurement , "It’s too late
")
1 1 if(blindBid[msg.sender].blind == keccak256(abi.encodePacked(toBytes(cost),toBytes(_random)))){
12 bid[msg.sender].cost=cost;
13 bid[msg.sender].idAuction=idAuction;
14 bid[msg.sender].bidderAddress=msg.sender;
15 bid[msg.sender].random=_random;
16 bids[idAuction].push(bid[msg.sender]);}
7 return true;}

Listing 11.3: Functions sendBlindBid() and sendBlind()

The next step is to compute the winner prosumer after the end of the auction. So,
the tokens applicant calls the function endAuction() that first checks whether the
auction is closed and, if this operation successes, it computes the winner prosumer.
The code of these steps is shown in Listing 11.4.

Now, the winner prosumer and the energy applicant have to send, respectively,
tokens and ethers to the smart contract, which will collect and exchange them
with each other. Since the prosumer participated in the auction with a temporary
Ethereum address TEA, now it has to use the main Ethereum address MEA to send
tokens and receive ether. In particular, the function putToken() is called by the
main Ethereum address of the prosumer, to demonstrate it is the real owner also of
the address that won the auction. To achieve this goal, the prosumer has to carry on

the following steps. First, it has to sign the hashed MEA with the private key corre-
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H Function HMilliether‘US Dollars‘
newAuction() 0,149 0,035
sendBlindBid() 0,023 0,005
sendBid() 0,027 0,006
endAuction() 3 0,71
Whole Smart Contract|| 4,684 1,12

Table 11.1: Costs of the deployment of the Smart Contract

sponding to the temporary Ethereum address that has been used to participate in the
auction. At this point, the prosumer uses its MEA to send this signed hashed infor-
mation together with tokens in such a way to demonstrate it is the actual possessor
of both the MEA and the TEA.

Finally, the energy applicant, which can be both a prosumer or a consumer, has
to exchange its tokens with the retailer to obtain physically the energy needed. This
operation is carried out by calling another function that is used to receive tokens

and triggering the dispatch of the electricity thanks to the smart grid infrastructure.

function getBestValue(uint idAuction)public returns(offer memory){
require(all_auctions[idAuction].consumer==msg.sender & now > all_auctions[idAuction].end_of_disclosurement);
offer memory _o = bids[idAuction][0];
uint best_cost= bids[idAuction][0].cost;
uint n=bids|[idAuction].length;
uint pos = 0;
for(uint j=1;j<(n);j++) {
if (bids[idAuction][j].cost<best_cost &% bids[idAuction][j].unvalid == false ){
best_cost = bids[idAuction][j].cost;
_o = bids[idAuction][j];
pos = j;}}
bids[idAuction][pos].unvalid=true;
return _o;

}

il =y
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],7 function endAuction(uint idAuction) public returns ( address, uint) {

18 require(all_auctions[idAuction].consumer==msg.sender & now>all_auctions[idAuction].end_of_auction, "The auction
is still active");

],9 offer memory best_offer=getBestValue(idAuction);

20 address winnerAddress= best_offer.bidderAddress;

2 1 uint winnerBid = best_offer.cost;

R2 all_auctions[ idAuction] .winner=winnerAddress;

23 emit eventEndAuction(winnerAddress, winnerBid);

R4 return (winnerAddress, winnerBid);

25 }

Listing 11.4: Ending of the auction and computation of the winner prosumer

11.5 Security analysis

In this section, we discuss the security properties and the adversary model of the
solution described above. We show that the following security properties are guar-

anteed:



122 11 Privacy-Preserving Energy Trading in Smart Grids

Data confidentiality refers to protecting information from unauthorized users. In
our case, the real values of the bids should be hidden and protected from the other
auction competitors until the auction deadline.

Data integrity refers to the completeness, consistency, and accuracy of data. Data
used for energy trading should not be tampered with: in particular, once declared,
the price of bids during the auction phase should not be modified by anyone.
Privacy requires that no identifying or sensitive information is disclosed if not nec-
essary. In our case, both prosumers’ and consumers’ identity information should be
preserved during an auction to assure fairness.

Authentication guarantees the verification of the identity of the entities accessing a
protected system or a resource. We require that, after the auction, the involved actors
are aware of their reciprocal identity.

Accountability assures that the operations carried out in a collaborative system oc-
cur in an open and accountable way. In our solution, we refer to the accountability
of every transaction among actors.

Reliability is the probability that a system can perform a predetermined function
under given conditions for a given time. In our scenario, reliability means that the
actors can exploit system functionalities, such as the request for energy, the auction,
or the agreement between prosumers and consumers ensuring the continuity of cor-
rect services.

After describing the security properties to guarantee, we define the adversary
model. In our analysis, the energy authority is a trusted party and behaves respon-
sibly and correctly in the system. In contrast, a retailer, a prosumer, or a consumer
can be malicious and act as an adversary internal to the system. Clearly, the adver-
sary can also be an external entity of the system. In our attack model, the adver-
sary cannot compromise the behavior of the energy authority and cannot guess ran-
domly generated values, secret information, blockchain private keys, passwords of
the other entities. Furthermore, the adversary cannot execute transactions from the
Ethereum accounts of the other entities. The adversary cannot break the cryptogra-
phy primitives (e.g., it cannot revert cryptographic hash values or decrypt ciphered
messages) and cannot perform physical attacks on the infrastructure (e.g., tamper-
ing with smart meters). The goal of the adversary is to violate at least one of the
security properties listed above.

Let start by describing how these properties are guaranteed.

Data confidentiality is reached during the auction. Indeed, the prosumer does
not send to the smart contract the price p of the supply in plain text but sends the

value H(pl||r), where r is a random value. To violate the confidentiality of the price p,
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the adversary should either (1) break the one-wayness property of H or (2) guess the
random r and use a brute-force approach. Both of these possibilities are unfeasible.

Concerning data integrity, the price p of the supply offered in the auction as
h = H(p||lr) cannot be modified. Suppose that, in the awarding phase, the adversary
sends the values p; and ry, with p; # p, thus trying to change the offered price. As
the smart contract calculates hy = H(pyl||r1), if hy # h, this attack is detected. Having
that h; = h with p; # p is impossible because this would violate the second pre-image
resistance property of cryptographic hash function [224]. Moreover, the integrity of
the values sent to the smart contract cannot be tampered with, thanks to the im-
mutability of blockchain transactions: when transactions are mined by the network,
data contained into the transactions are stored and not modifiable any more.

The privacy of the users is obtained because the identity of the auction winner
and the consumer is disclosed only after the end of the auction, in the last phases
of the energy request/supply. Indeed, the auction participants do not use their main
Ethereum address MEA, which is linked to their identity, but a Temporary Ethereum
Address TEA that is randomly generated and used only for this auction. In effect,
the reuse of blockchain addresses is strongly discouraged since the initial adoption
of the blockchain technology [39]: Ethereum addresses are pseudo-anonymous and
their reuse can favor the break of pseudo-anonymity of the owners. It is worth noting
that not reusing the main address at each auction also contrasts an attack based
on behavior. Indeed, an attacker could track and link the activities of prosumers
and consumers to gather useful information for predictive analysis based on energy
consumption or the price offered for supply.

The authentication is achieved by using a challenge-response protocol, a proto-
col widely used for authentication [186], which is robust provided that the random
number used as a challenge is generated from a sufficiently large domain and is
never reused. The awarded prosumer has to link its TEA to its MEA. To do this,
the prosumer signs by the TEA private key the value MEA, thus declaring its MEA.
This association is guaranteed by the secretness of the TEA private key. Consumers
have also to disclose their identity when a request of energy is supplied by the win-
ner prosumer. The robustness of this authentication depends on the corresponding
robustness of the digital identity chosen. Indeed, our solution is orthogonal to the
identification scheme. We suggest the use of a digital identity compliant with the
eIDAS Regulation [83], which is recognized to be robust and provides a normative
basis for secure electronic interactions among citizens and companies all over Eu-
rope.

Accountability is reached because all the operations of energy production, energy

request, energy provision, and payment are logged and stored in a public blockchain.
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By looking at the Blockchain transactions, it is possible to verify the behavior of any
entity. The accountability of the operations carried out in the entire environment
avoids the arising of disputes among the actors: no one can claim something different
from what has been reported on the blockchain.

The reliability of the solution is based on the features of blockchain. The robust
Ethereum network counts a large number of nodes that work for keeping alive the
network, ensuring the reliability of the blockchain-based solutions. Observe that,
each actor is advantaged by well-behaving: indeed, participating in the auction re-
quires a fee to be paid by every participant. This fee is not refunded in case of proto-
col violations. For example, the prosumer winner is discouraged from not providing
the offered token because, in this case, the participation fee is not refunded by the

smart contract (thus, protecting against attacks aiming at the denial of service).

11.6 Conclusion

In this chapter, we proposed a solution for energy trading in smart grids based on
Ethereum blockchain and smart contracts. Smart grids are a domain in which the
power of blockchain can be profitably exploited to achieve the aimed goals. This
schema witnesses the above claim, by showing that smart contracts can enable a
robust solution allowing energy trading as an auction with no referee and without
requiring that different parties trust each other. An important aspect we remark here
is that the implementation issues regarding smart contracts, including efficiency,
scalability and costs, have been fully addressed, to provide a concrete proposal. Also
the security analysis does not identify drawbacks of the solution that, in conclusion,

appears promising.
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Enabling Secure Health Information sharing among

Healthcare Organizations by Public Blockchain

This work offers a solution to deal with the several security and privacy issues in sharing
and exchanging health records of patients among different healthcare organizations, yet
avoiding unauthorized access. This work relies on the use of a public blockchain, which is
an improvement with respect to existing proposals, which exploit private or consortium
blockchains. After the analysis of the advantages coming from sharing and exchanging
health records of patients to have a vision of patients’ medical histories, this work ana-
lyzes the security issues of this scenario and proposes the use of the blockchain technology
(1) to avoid the linkage between patient’s identity and e-health records and (2) to grant
access to e-health records only to entities authorized by patients. The main results are the
use of an eIDAS-based digital identity to control access to these records and a concrete
implementation by adopting the Ethereum blockchain. The resulting solution is deeply
described, and effectiveness and affordability of the proposal have been shown. The orig-
inality of this work is given by the use of 1) a public blockchain instead of a private or
consortium blockchain and 2) an eIDAS-based digital identity for access control. In this
way, the setup of the system is significantly simplified and it does not require the acquisi-

tion of additional resources and the related maintenance.

12.1 Introduction

The word e-health refers to the provision of health services using digital technology
[279]. In e-health, each patient is associated with electronic health records (EHRs)
that can be used for diagnosis and monitoring. Doctors may access a patient’s e-
health records (typically named personal health records) generated during the previ-
ous visits to have a clear and complete vision of the medical history without the need
to ask the patient. In some cases, accessing patients’ medical history is possible only
if e-health records have been generated by the same healthcare organization or if a
suitable sharing service between two organizations is available. On the other hand,

during their life patients go to different healthcare service providers, resulting in



126 12 Enabling Secure Health Information sharing among Healthcare Organizations by Public Blockchain

a widespread of their e-health records among many and independent repositories,
each one maintained by a different healthcare organization. Consequently, technol-
ogy able to improve e-health record sharing and exchanging among healthcare or-
ganizations represents a need for the healthcare domain but also a challenge in the
research community because several security and privacy problems arise in this new
setting: health data are sensitive and their access should be grant only to authorized
entities [143, 142].

Although the protection of EHRs is a primary goal in the healthcare industry, the
number of security breaches increases every year [18]. The issue of laws and regula-
tions to protect health information is not sufficient. For example, in 1996 the Health
Insurance Portability and Accountability Act was issued in the United States. This
act highlighted that the confidential section of electronic medical records needs to
be protected and established standards to protect patients’ privacy during electronic
medical record exchange and sharing [199]. Despite this act, security issues continue
to occur in many health organizations [47], and insider abuse is the prevalent cause
of privacy breaches [146].

In this scenario, e-health clouds are gaining increasing popularity to facilitate
data storage and sharing in healthcare [16, 167]. For example, the proposal described
in [137] introduces a three-factor authentication combining password, smart card,
and biometrics. This proposal resists various existing attacks, such as impersonation
attack in the registration phase, offline password guessing attack in the login, and
password change phase; furthermore, this proposal offers revocation. However, the
adoption of cloud-based solutions leads to a series of challenges, especially how to
ensure security and privacy of highly sensitive health data for the cloud. Even if the
cloud is expected to be a trusted party to manage data, the cloud could misbehave
because it is under attack or inadequately protected.

Recently, solutions based on blockchain as a distributed public repository storing
users’ transactions are very relevant. Generally, a transaction is a transfer of value
among blockchain users who create a wallet and have two keys: the private key is
used to guarantee security and authenticity of transactions, whereas the public key is
used to generate the wallet identifier (address). Blockchain nodes accept, verify, and
validated transactions received from other nodes by running a distributed consensus
algorithms [273]. Blockchain presents many advantages that could be exploited in
public health and social services and the paradigm of Blockchain 2.0 enables the
creation and the development of smart contracts, pieces of codes executed within the
entire network. Smart contracts allow the exchange of value and data among users,

automatically verifying conditions and making decisions without third parties.
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In the context of blockchain-based solutions for healthcare, important research

challenges concern how to guarantee that:

1. patient’s identity is known without error;
2. this identity is not linkable to an e-health record;

3. only authorized entities can access e-health records.

In this solution, we address these concerns. With regard to the first one, we rely
on the concept of identity introduced by the eIDAS Regulation (EU) N. 910/2014
[86], which applies to businesses, citizens, and public authorities all over EU coun-
tries. There are several advantages of using eIDAS-compliant digital identity schemes:
one of them is to have certain and legal validity all around the EU countries.

The second concern is about the link between patient and record that could be
discovered by analyzing information stored in the blockchain. To hide this link, we
designed a suitable cryptographic scheme that is proven to be secure.

With regard to the last concern, we observe that solutions proposed in the litera-
ture are based on private blockchains, in which only authorized entities can read or
write transactions [271], or consortium blockchain, which are managed by a limited
number of entities and do not implement the distributed nature of ideal blockchain
[279]. In contrast, we rely on a public blockchain and designed a scheme to allow
only entities authorized by patients to access their e-health records.

The impact of our solution in terms of economic, social or human development
is relevant: the choice of using a public blockchain reaches the result of allowing any
party anywhere in the world to access health records in a secure way. Moreover, the
use of a widespread digital identity and a public blockchain combined with a new
mechanism for controlled access to e-health records allows us to design a solution
that can be exploited by a large number of patients to share their e-health records

securely.

12.2 Proposed solution

In this section, we present the solution we propose to share electronic health records
in a secure way. First, we present an overview of the approach to allow the reader to
understand the idea underlying the proposed solution. Then, we give all the imple-

mentation and technical details.

12.2.1 Overview

An electronic health record is a collection of records storing patient health informa-

tion in a digital format. As these records can be generated by different data sources
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Fig. 12.1: Overview of the proposed solution.

and accessed by different healthcare clinics, these records should be shared among
suitable entities. In our solution, we use a public blockchain for indexing e-health
records and an eIDAS identity scheme to control access to these records. Figure 12.1
summarizes the idea underlying our proposal.

After an e-health record of a patient is generated, its indexing is done as follows.
The patient produces a suitable string, say signature, and this signature can be gen-
erated only by the patient. Then, the healthcare clinic publishes on the blockchain
the association between this signature and the e-health record. Access to e-health
records is done in the following way. First, the patient authenticates by an identity
provider, which returns a suitable assertion. The doctor who needs to access patients’
e-health records receives from the patient such assertion and the signature generated
previously. The doctor uses the blockchain to obtain the references to the patient’s
e-health records from the signature. Then, the assertion is used as proof of autho-
rization to access such records. This scheme is simple to understand but does not
explain how signatures, authentications, assertions, and references are generated to

guarantee the three expected goals. These aspects are addressed in the next section.

12.2.2 Domain model

To present the proposed solution, we formalize the domain model as described by
the UML class diagram depicted in Figure 12.2. The main concepts that can be iden-
tified in our solution are represented as UML classes in this model, where relation-
ships are modeled as UML associations.

The class Patient represents the primary concept of our domain: it represents
people who receive or need medical care. Each patient is characterized by an ID
and personal information (e.g., first name, family name, date of birth, etc.). Each
patient has a set of Devices and has associated a set of EHRs. As said before, each

EHR contains a set of Records, each of them has been generated by a DataGenerator.
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Different types of data generators exist, such as hospitals, primary care physicians,
specialists, and each record has a specific reference to the related data generator.

Moreover, each patient is associated with IdentityProvider, which represents
an entity that creates, maintains, and manages the user’s identity information and
provides an authentication service. Patients can be associated with different Identity
Providers, and this redundancy is useful in case an Identity Provider is unavailable:
in this case, a user can choose which digital identity to use. Each Identity Provider
releases to the patient her/his digital identity, which represents the unique identifier
representing the patient as a user for that specific digital identity.

At last, it is available a public Blockchain, a Distributed Ledger in which smart
contracts can be deployed. Now, we are ready to describe the interactions among

the entities that allow us to provide an effective solution to the faced problem.

12.2.3 Implementation

The scheme we propose is based on five phase: system setup, identity registration,
EHR indexing, EHR request, and EHR release. In the following sections, we describe

each phase detailing the exchanged messages.

System Setup

In this phase, the actors perform the operations to initialize the environment. First,
all data generators are associated with an identifier (e.g., an incremental counter).

In a more general way, we could think of an aggregation of data generators, for
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example, at the level of cities. In this case, this identifier could be of the form
IDgq =(IDs,I1D.,ID), where ID; and 1D, are references to the state and city in which
the data generator is, and ID is an incremental integer. For example, (UK, London,
1) could be the reference to the data generator in London associated with the number
1 (e.g., it could be the largest hospital).

Moreover, an asymmetric cryptographic scheme is chosen (e.g., RSA) that will be
used when needed. A one-way hash function H(x) that receives an input x and re-
turns a bit string y with fixed length is also chosen. The requirement is that, given v,
it should be difficult to find any message x such that H(x) = y (one-wayness). Several
hash functions can fulfill this requirement, for example, SHA-1, SHA-256, RIPEMD-
160.

Finally, a suitable smart contract SC is deployed on the public blockchain, whose

code is described in the following.

Identity registration

This phase is performed by a patient to obtain a digital identity from an Identity
Provider. After verifying the user’s data, Identity Provider issues the digital identity
and access information. The digital identity is a set of personal data containing at

least the following attributes (according to the eIDAS scheme [86]):

* astring Personldentifier, which is an identifier of the digital identity;
* a string FamilyName, the surname of the user;
* a string FirstName, the name(s) of the user;

* a date DateOfBirth, the date and year the user was born.

The user’s access information is a pair (username, password), which will be used
to authenticate. Moreover, the user generates a pair of asymmetric cryptographic
keys (K, K;) of the cryptographic scheme chosen in phase Setup: the private one K;

is known only by the user.

EHR Indexing

Consider the case in which a patient U goes to a hospital (i.e., a data generator) for a
visit. After the visit, an e-health record of U is generated (for example, the result of
an electrocardiogram), and the phase EHR indexing is carried out.

First, U is requested to authenticate by an eIDAS compliant eID scheme. The user
connects to the hospital website and receives a request for authentication, which is
forwarded to Identity Provider. Identity Provider starts a challenge authentication
with the user. If the user completed authentication by using the access informa-

tion (i.e., username and password) received in phase Identity Registration, Identity
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Provider prepares an assertion, which is returned to the user by Identity Provider
and forwarded to the hospital. In case of valid assertion, the user authentication
successes.

Now, U calculates F = H(S), where H is the cryptographic hash function chosen
in phase Setup and S is the signature of the identifier of the digital identity of U
(i.e., the encryption of the string Personldentifier) computed by the private key of U.

Then, the hospital calls the function index of the smart contract SC, which re-
ceives (F,ID4gq,IDey,), where 1Dy, is the identifier of the data generator as defined
in phase Setup and ID,y, is the identifier of the generated e-health record of U. This
function stores the mapping between F and the pair (IDygq, I Dy, ) (thus, enabling the

possibility to receive this pair starting from F).

EHR Request

Consider now the case in which U goes to another hospital and needs to access the
previous e-health records. For this purpose, U is requested to authenticate by an
eIDAS compliant eID scheme. According to the eIDAS Technical Specification [86],

the Authentication Request contains the following fields (among others):

1. a unique attribute IDauthentication_request generally obtained by a combi-
nation of origin and a timestamp;

2. an element Issuer that identifies the Service Provider from which the request
had origin;

3. an attribute Destination that is the address of the contacted Identity Provider

for the authentication.

Differently from the standard protocol described above, here the field IDauthen-
tication_request is set to the hash value H(t, IDdg,IDU), where ¢ is the timestamp,
IDgq is the identifier of the data generator, and IDy; is the identifier of the digital
identity of U.

After U authenticates, the assertion A is generated by Identity Provider and re-
turned to the hospital. Moreover, U signs ID; by her/his private key and calculates
the digest F of this signature (as done in the previous phase).

Now, the hospital calls the function access of the smart contract SC, which re-
ceives F (i.e., the generated digest) and returns a set of pairs (IDgg,,ID,; i), in which

h
ehr;

each element refers to a record of U stored by the data generator 1Dy, (clearly, this
function exploits the mapping generated by the function index).

After this list is received, a request for accessing the e-health records of the user is
sent to each data generator IDdgl,. This request is a tuple R = (A, t,IDdg, IDy, IDehr{' .

ID,;,,i ), where we recall A is the assertion previously generated, t,ID4g, IDyy are the

ehry
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timestamp, the identifier of the data generator, and the identifier of the digital iden-
tity of U used to generate A, respectively, and IDehr{""’IDehr;', are the p records
of U stored in the data generator 1Dy, (the smart contract call has returned these
references). It is worth noting that the request contains A, which is a proof of the
permission given by the patient to access her/his health data (as explained in the

next phase).

EHR Release

When a data generator 1D, receives an EHR request R, the following checks are

performed to verify the validity of the request:

1. it is verified that A is signed and the signature is not expired as requested by the
eIDAS specifications;

2. t,I1D4q,IDy is extracted from R and it is verified that H(t,ID4g, IDy) is equal to
the value of the field IDauthentication_ request;

3. it is verified that the field Personldentifier of the assertion is equal to IDy (i.e.,
the identifier of U’s digital identity).

If all of the above checks succeed, the requested records are returned (to Dy, in
our case).

This concludes the access to the e-health records of the patient, which is granted
to a healthcare service provider authorized by the patient. All these phases and in-
teractions are schematized by the UML sequence diagram reported in Figure 13.5.

In the next section, we discuss how our solution reaches the expected goals.

12.3 Validation

The validation of our proposal is here conducted against a set of requirements we
want to guarantee. The first requirement of our proposal is to guarantee that the
identity of the patient is known without error. This is reached by the use of an
eIDAS-compliant eID scheme, which is universally considered secure provided that
the minimum security requirements are respected (e.g., the user does not disclose
her/his secret access information).

The second requirement is ensuring that the patient’s identity is not linkable to
an e-health record. We observe that the only link stored on the blockchain is the tu-
ple (F,ID;q,ID,y,) generated in phase EHR Indexing, where F = H(S) is a (ciphered)
reference to the patient (i.e., F is the digest of a signature done by the patient) and
ID4q and ID,y, refer to the e-health record, respectively. Thanks to the one-wayness

of the hash function it is hard to find S starting from F. Moreover, since S can be
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Fig. 12.3: Sequence diagram describing our solution.

generated only by the patient (because her/his private key is needed for the genera-
tion), also F can be generated only by the patient. In summary, the link between user
identity and e-health record exists, but the reference to the user is ciphered and can
be decrypted only with the support of the patient.

The last requirement is to guarantee that only authorized entities can access e-
health records. Observe that Identity Provider issues the assertion after identifying
the patient and requiring her/his authorization. Moreover, the field IDauthenti-
cation_request is set to H(t,1Dyq,IDy), where t is the timestamp and [Dy is the
identifier of the digital identity of U: before releasing the record, the data generator
verifies that 1) the request is not expired and 2) field Personldentifier of the assertion
is equal to IDy; to ensure that the requested record is relative to the patient to whom
the assertion is issued.

An aspect we highlight is the simpleness and cheapness of the implementation

of our solution. For this purpose, we sketch in Listing 12.1 a basic code of the smart
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contract implementing our solution. We used Solidity [15], the language for the de-
velopment of the smart contracts in Ethereum, which is an object-oriented and high-

level language.

pragma solidity ~0.7.4;

pragma experimental ABIEncoderV2;

contract ehealth {
struct record {

uint id_dg;

uint id_ehr;

}

mapping(uint => record []) records;

function index(uint id, wint id_dg, uint id_ehr) public {
record memory _record = record(id_dg,id_ehr);
records[id].push(_record);

}

function access(uint _id) public view returns (record [] memory){

return records[_id];

}

= = e = e e e =
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Listing 12.1: Sketch of the smart contract.

For the sake of presentation, we do not show the code implementing accessory
functionalities (e.g., CRUD pattern design, modifier). The struct record models an
e-health record (Lines 4-7), and the property records stores the mapping between
patient and e-health records (Line 8). From this code, the reader can understand the
implementation of the functions index and access, which implement the function-
alities described in Section 12.2.

Finally, we consider the cheapness of the solution: we computed the cost to de-
ploy the smart contract, which is 547 Micro(ETH) (in June 2021, this is approxi-
mately 1.44$), and the cost of the call to the function index is 184 Micro(ETH), which
is approximately 48 cents. This result allows us to conclude that the implementation

of this smart contract is very cheap.

12.4 Conclusion

The novel solution for allowing the sharing of health records proposed in this chap-
ter guarantees the granted access only to authorized entities and avoids the link-
age between patient’s identity and e-health records. The proposal relies on a public
blockchain that represents an entity that can offer a proper trust level of the entire
system to patients and offers the needed automatism to the different phases. The
innovation of this solution is related to its simplicity that enables also a cheap im-

plementation in existing blockchain technologies.
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Social networks allow us to be always connected and share with the rest of the
world the pieces of our identity that we want. While these online communities have
been created to build genuine and significant connections, known risks exist in shar-
ing information within these networks. The first risk involves basic social network
users not being fully aware of their rights in terms of privacy. For example, they may
not completely know what personal information is still online and, therefore, they
are not aware of their past and present privacy choices. Therefore, the primary need
is to guarantee social networks” honesty that means avoiding their misbehaviour. On
the other hand, preserving the integrity of users’ privacy choices. In 2021, 4.48 bil-
lion users of social networks [81] exist and very often, they exploit social networks to
have access to various online services. Again, the problem that exists is the leakage
of information or the revealing of unnecessary data. In this historical moment, the
user must be central and fully aware of the information they share with the social
network and the service provider. For these reasons, in this part of the thesis, we
explore two different perspectives: How to guarantee the integrity of users’ privacy
on social networks, also relating to various additional services, such as personalized
advertising, and how social networks can implement useful mechanisms responding
to the logic of selective disclosure of attributes in accessing a service online.

In particular, in Chapter 13, we investigate the consequences of a social network’s
possible misbehavior regarding users’ privacy settings. These settings are stored by
the social network, which acts as a privileged party and could modify the user’s
choices to spread their data at any time without a user being able to prove this vio-
lation. To protect users’ privacy, we propose an approach that combines the use of
blockchain technology with a highly adaptable model to define users’ privacy set-
tings in social networks. A smart contract is able to determine whether the change
of the privacy settings is compliant with what the user has chosen and declared. The
approach aims to provide online social networks with a tool to demonstrate their
honesty while allowing users to have control over their privacy. This research has

been published in [157].



138

In Chapter 14, we give another perspective on social networks responding to the
logic of selective disclosure of attributes. In particular, we propose a new solution for
managing personal data based on the use of a social network in charge of providing
users with the means of issuing and verifying claims and credentials for accessing
online services. A service provider can verify the attributes of a user by the sup-
port of the social network as a secure and transparent repository of the selected and
hidden information. The effectiveness of our proposal has been shown in a real-life
scenario using Facebook as a social network [156].

Contextually, social networks can reach users with hundreds of advertisements
on products or services every day. As a result, users are more and more willing to
declare their interests in receiving personalized advertising [270]. In Chapter 15,
we propose an approach to match users’ preferences and the advertising campaigns
in such a way that the social network can prove this matching. Indeed, leveraging
blockchain, a social network can manage user preferences and demonstrate that a
user chose a particular interest in case of need (e.g., complaint from a user or a
company). Our solution has been developed on Ethereum and has been shown to be

cheap and effective in [154].
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Matching Desired and Real Privacy Settings of Social

Network Users

Social networks store a considerable amount of personal data, which are also a source of
information for business. To comply with users’ privacy rights, all social networks allow
users to select the level of privacy they desire. However, what occurs if the privacy choices
of a user are modified unilaterally by the social network? The privacy settings chosen
by the user are stored by the social network, which acts as a privileged party, which
could tamper with the user’s choices at any time. This solution addresses this problem and
proposes a decentralized approach to manage the privacy settings of a user. Any change in
the privacy settings of a social network user is validated by a smart contract to ensure that
it is compliant with users’ expectations. The proposed solution has been implemented as
an Ethereum-based decentralized application to validate the effectiveness of the proposed

approach.

13.1 Introduction

The amount of personal data available on the Web has grown exponentially, and a
concentration of such data is placed in the most prominent social networks, such
as Facebook, Instagram, Twitter, YouTube, and LinkedIn. The availability of a mas-
sive amount of personal information has raised privacy concerns about how social
networks manage these data [78, 218, 258]. Conversely, data are an essential asset
for social networks: they can sell personalized advertising with characteristics that
match those of users because they know users” demographic information, activities,
purchasing patterns, interests, and much more information. The contrast between
the need to preserve users’ data privacy and the need for social networks to mone-
tize users’ data is evident: for this reason, social networks allow users to choose to
what extent they want their data to be disclosed.

However, allowing a user to choose the desired privacy settings may not be suf-
ficient; for example, in 2018, the discovery that Facebook gave access to the per-

sonal data of more than 87 million users to Cambridge Analytica fueled interest in
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the risks of privacy violations [133]. In 2019, a study performed by the European
Commission [248] concluded that many people do not know how to change privacy
settings in social networks.

Concerning the problem of privacy settings in social networks, several stud-
ies have been performed, primarily focusing on enabling users to specify correct
privacy requirements [226, 68, 225, 221] and detecting incorrect sharing settings
[188, 35, 174]. In this solution, we manage a new issue related to the user’s privacy
settings in social networks. Although a user can set whether personal data can be
transferred to third parties and which data can be displayed to whom via the Inter-
net, the user’s choices are saved by the social network and used to manage his/her
data accordingly. However, what occurs if the choices of the user are modified uni-
laterally by the social network? Consider the following hypothetical example. John
accuses the social network Fantasy of having permitted a third party to access his
data and asks for compensation. Fantasy replies by showing the permission given by
John to share his data. At this point, such a dispute cannot be resolved: Fantasy could
have tampered with the stored privacy settings of John to hide a data breach; on the
other hand, John could have simulated this privacy violation to obtain compensation.
This issue occurs because the privacy settings chosen by a user are stored by the so-
cial network, which acts as a privileged party, which could modify the user’s choices
at any time. To the best of our knowledge, no solution to this problem has been
proposed in the literature. Existing approaches based on data encryption or decen-
tralized storage [69, 123, 48] cannot be used for the most popular social networks.
Indeed, social networks show their service for free and generate most of their rev-
enue by offering custom advertisements to specific types of consumers [36, 246]. Be-
cause the advertisement-based business model of social networks strongly depends
on user data, any approach aimed at hiding such data from social networks, such as
schemes based on data encryption or decentralized storage, is not effective in prac-
tice.

Our paper proposes a solution to this problem that is based on the decentral-
ized storage of users’ privacy settings in such a way that the social network cannot
modify such settings without this change being tracked. The proposed approach is
based on blockchain, a recent disruptive technology that has already been applied in
many fields, such as finance and smart cities. The blockchain is a fully distributed
cryptographic system that guarantees transparency, traceability, and immutability
of registered information. The control is distributed among several nodes in a peer-
to-peer fashion and ensures that transactions comply with programmable rules in
the form of smart contracts [141]. The blockchain is in charge of storing both the pri-

vacy preferences of a user and the privacy settings assigned to him/her by a social
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network. Moreover, using suitable smart contract functions, the blockchain deter-
mines whether the privacy settings assigned to the user by the social network are
compliant with those declared by the user.

A further benefit derived from the use of the proposed approach is that it favors
the achievement of one of the goals of the recent General Data Protection Regulation
(GDPR) [104], the new European Union privacy law. The GDPR is intended to apply
guidelines and regulations to how data are analyzed, managed, stored or exchanged
and applies to organizations that are registered in the EU, organizations that have
an establishment or subsidiary in the EU, and to any organization that sells goods
or shows services and must process or track the personal data of EU residents. The
GDPR places strict obligations in terms of accountability on organizations to show
their compliance with the regulation and also implies that organizations will have
to maintain written records of the processing activities they perform. The use of the
proposed solution achieves accountability because it allows a social network to show
the correct management of the user’s privacy choices. Indeed, such choices are not
self-certified by the social network, as currently occurs; however, they are stored in
a decentralized way on the blockchain that guarantees the integrity and authenticity
of data.

The proposed approach does not aim to prevent a social network from violat-
ing the user’s privacy but only to detect whether a violation has occurred in case of
dispute. For example, in the case of John and Fantasy introduced above, the use of
the proposed scheme allows anyone to determine whether the social network mis-
behaved based on information publicly available on the blockchain. The proposed
approach is designed in such a way that the information stored in the blockchain
does not show any sensitive information about the user.

The primary contributions of this solution are:

1. we identify an issue in the management of the user’s privacy settings that allows
a social network to perform and hide a privacy breach;

2. we propose a blockchain-based scheme for detecting the malicious behavior of a
social network that exploits this issue;

3. we analyze the privacy settings of five prominent social networks (Facebook,
Instagram, Twitter, YouTube, and LinkedIn) and define a graph-based model to
represent the concepts and relations of privacy settings concisely;

4. we implement the proposed approach for Facebook, Instagram, Twitter, YouTube,

and LinkedIn to demonstrate its effectiveness.
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13.2 Privacy settings in social networks

In this section, we describe the privacy choices that a user can make in the most used
social networks.

We start with the user’s privacy settings on Facebook [96]. The “Privacy Setting
and Tools” section allows users to choose who can see their activity (future posts).
A user can choose among several levels of visibility of posts: public, available to
friends on Facebook, available to friends on Facebook except for certain selected
users, available to a specific group of friends, available to a custom group of people,
or private. Also, users can choose who can find their profile. To be more specific, a
user can choose if anyone can send a friend request or if the sender must be friends
with at least one of the user’s friends. Other privacy settings in this section include
the possibility of choosing whether other users can see account information such
as the user’s friends list, phone number, and email address. The friends’ list can be
public, private, or available to friends of friends; the user’s phone number and email
address can be set to be available to everyone, friends, or friends of friends. In the
“Timeline and Tagging Settings” section, users are shown more privacy settings that
manage their profile privacy. Users can filter comments and decide whether to allow
their friends to post on their timeline. They can also choose who can see what others
post on their timeline and whether to allow other users to share their posts to stories
or not. Also, this section displays tagging options: users can choose who can see posts
they are tagged in, and they can also decide if they want to review tags before they
are submitted. Facebook also allows its users to block specific users, apps, or pages
from interacting with their profile or from performing specific actions. In addition
to sharing content, Facebook users can also chat: the privacy options associated with
this feature allow users to choose if they want to show their activity status or not.
Facebook users can even change their story privacy settings, and Facebook stories
can be public, available to friends and connections, available to friends, or available
to a custom set of users. Last, location services, sometimes called location access, are
available in Facebook’s mobile app and help Facebook show its users location-based
features, including allowing them to post content that is tagged with their location,
obtain more relevant ads, find places and Wi-Fi nearby, and find nearby friends.
When location services is on, a user can choose to turn Background Location on or
off, which allows Facebook to access the device’s precise location when the user is
not using the app or not.

On Instagram [130], users can manage their privacy settings on different levels.
First, users can manage account privacy, where anyone can view a user’s profile and

posts on Instagram by default. Users can decide to make their profile private so that
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only approved followers will be able to see its content. If a user’s posts are set to
private, only approved followers will see them on hashtag or location pages. Second,
users can decide how photos and videos depicting them are added to their profile
by the “Photos of you” section: they can choose to add them automatically to their
“photos and videos of you” or not. If a user’s profile is public, people can reshare
the user’s posts on their stories. There is an option to turn this feature off through
the “Resharing stories” section. Similar to Facebook, Instagram allows users to block
specific accounts from viewing their profile. Blocked accounts cannot view any sort
of content posted by the user who blocked them. Instagram users can also decide
if they want their activity status to be shown or not, and they can decide who can
see their stories. Users can choose with whom to share their stories. Everyone on
Instagram can send direct messages to any user, whether they follow them or not.
However, messages from people other than one’s followers are kept under a different
section (Requests) in direct messages. While Instagram does not let users stop direct
messages for regular messages, it can restrict direct message replies for stories. In-
stagram shows three privacy options for message replies to stories: Everyone, People
you follow, and Off. Last, in the “comment controls” section, users can filter com-
ments and choose who can post comments on their posts. Depending on what the
user chooses, comments can be posted by Everyone, followed accounts, or followers.

In Twitter [254], privacy settings are categorized into three sections. The first
section is about Tweets, which can be set to be public or protected. Public tweets,
which is the default setting, are visible to anyone, including people who do not have
a Twitter account, and protected tweets are visible only to followers. The second op-
tion in this section addresses the location of Tweets, which enables the addition of
precise location information to a Tweet. This feature is off by default. When it is en-
abled, it allows Twitter to collect, store, and use Tweets’ precise locations obtained
by GPS. The last option in this section addresses allowing people to tag users in pho-
tos: this can be set to anyone, only following, or nobody. The second section is Direct
Messages: by default, users can receive a private conversation request only by who
follows them. However, a user can choose to receive requests from anyone on Twit-
ter. The second option of this section allows users to turn on or off the notification
that they have seen a message: by turning off this setting, a user would not be able to
see read receipts from others. The third section, called Discoverability, allows others
to find the user by email address or phone number.

The privacy settings on YouTube are simple: these settings allow users to choose
who can see their liked videos, saved playlists, and subscriptions. By default, such
resources are public, but a user can maintain one or more categories of resources

private.
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LinkedIn shows privacy settings in three sections: profile and network informa-
tion, LinkedIn activity, and job-seeking preferences. Users can choose their profile
visibility for viewers not logged in LinkedIn, and the profile’s public visibility can be
turned on or off. From this level, privacy settings on personal information, posts, or
activities are generated; by default, LinkedIn sets primary information as public, but
users can decide what category of data include in the public profile. Public profiles
can be found through search engines. Public visibility can be switched on or off: if
it is off, the profile will not be visible for not logged-in members; if on, users will
show basic profile information (name, number of connections, industry, and region).
Profile photos can be shared with connections, the network (LinkedIn members con-
nected up to three degrees of separation), and anyone (all LinkedIn members). Users
can choose to show their headline or not, posts and activities, current experience,
past experiences, and education in the profile. Also, users can choose to show only
the first letter of the last name. Personal information, such as email, can be shared
with no one, 1st-degree connections, 1st- and 2nd-degree connections, and anyone
on LinkedIn. With regard to connections, users can choose to hide or not hide them
from other connections. LinkedIn also implements the concept of “views”: if a user
sees another user’s profile, the user with the viewed profile will be notified. LinkedIn
protects the user’s privacy via three different levels of profile viewing options: name
and headline, private profile characteristics, and private mode. Concurrently, a user
can manage active status by three options: no one, connections, and all LinkedIn
members. Users can choose whether or not they want to share changes in jobs or ed-
ucation with the network and to notify the network if they have been mentioned in
a blog or article post. Users can allow others to be mentioned or tagged in content,
such as posts, comments, and tags in the photo. Users can decide whether LinkedIn
can save the information entered when applying to jobs (internal or external appli-
cation) directly on LinkedIn. When users apply for a job, they can choose to share
their full profile with the job poster. Users can be open to opportunities or not: in
the first case, recruiters will be able to find users by career interests. Users can also
decide to create a job alert for companies: they will be notified of new jobs matching
their skills. Last, users can choose to share or not share their interests with recruiters.

The description of the choices that social networks show about privacy is used in

the next section to define a model to represent the privacy settings of a user.

13.3 Modeling privacy settings

The purpose of this section is to define a model to represent the privacy settings of

a user in a social network. To do this, we introduce certain preliminary definitions.
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Algorithm 1 Generation of the Privacy Feature Graph

Input S: social network
Variable PFS =(N,E): privacy feature graph of S
for each type i of user in S do
add node g; to N of PFS
for each node gj = g; in N do
if gi C gj then
add edge (g;, gj) to E of PF®
end if
end for
end for
for each type i of information in S do
add node r; to N of PFS
end for

return PFS

Definition 1. Given a social network S, the privacy feature graph of S is a direct graph
PES = (N,E), in which nodes are divided into two disjoint and independent sets G
(groups) and R (resources); thus, N = GUR. A node in G represents a group of users
(i.e., profiles) of the social network S, while a node in R represents a type of information
in a user’s profile. Given two nodes g;, g; € G with i # j, an edge from g; to g; denotes that

all the users in g are also in g;.

The generation of the privacy feature graph is formalized in Algorithm 1.

Now, we show an example to help the reader understand this definition better.

Example 1. In Figure 13.1, the privacy feature graph of Instagram is shown. In this
graph, we have four group nodes gi,...,4 (i.e., |G| = 4) and five resource nodes ry...rs
(i.e., |R| = 5). As described in Section 13.2, an Instagram user can choose to show profile
data to four categories of users: g, denotes all Instagram users; g, and gz denote the fol-
lower users and followers who are also followed by the account owner respectively; and
g4 denotes all the non-follower users who are followed by the account owner. Again, we
have seen that on Instagram, privacy settings apply to five categories of resources: rq,...,1s
denote photos and videos, stories, story message replies, comments, and active status, re-
spectively. Finally, the edges from gy to g,,93, and g4 denote that g, is a superset of all the
other group nodes (e.g., followers are included in everyone). Again, for the same reason,

note that g, is a superset of gs.

Starting from the analysis shown in Section 13.2, we show how it is possible
to build a privacy feature graph for each of the social networks considered in the

previous section.
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Fig. 13.1: Privacy feature graph of Instagram.

Facebook has five group nodes: everyone, friends, friends of friends, restricted
users, and custom (the user can decide to include or exclude certain users). Resource
nodes are made of posts, tagged posts, stories, friends’ lists, profile information, and
app information.

In Twitter, we identify three group nodes (everyone, everyone in Twitter, and
followers) and the following resource nodes: tweets, location, tag, direct messages,
notification, email, and phone number.

YouTube is simplest and only has the group node everyone and three resources:
videos, saved playlists, and subscriptions.

In LinkedIn, there are three group nodes (everyone, connections, and members),
and there are five resource nodes (posts, tagged posts, personal information, job ap-
plications, and job interests).

The model defined in this study can be extended to many other social networks.
Now, we define a model for the privacy settings that a user can choose in a social

network.

Definition 2. Given a user U and a social network S with privacy feature graph PFS =
(N,E), the privacy setting graph of U in S is a direct graph PSf] = (N,E U P), where
pePisanedge (g€ G,reR).

This graph has the same nodes as PF°, and a superset of edges: the additional

edges w.r.t. PF° are edges from a group node to a resource node. Specifically, an
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Fig. 13.2: Privacy setting graph of a customized profile.

edge (g € G,r € R) models that the users denoted by g can access the information

shown by the resource r.

Example 2. Considering Instagram again, we examine the privacy settings of three dif-
ferent users mapped by three privacy setting graphs PSSI, PSEJZ, and PSLS]3.

The first user Uy has a public profile. Then, PSISJ1 is similar to PFS and has four edges
(g1,11),...,(g1, r4), which indicates that everyone (g,) can access all resources ry...1y4.

In the second case, user U, chooses to set her/his profile as private. In a private profile,
only Uy’s followers can access resources; therefore, PSLS]2 has as edges (g2,11),...,(g2,74),
where g, are the followers of U,.

The most interesting and probably common case is when a user, say Us, has customized
privacy settings modeled by the privacy setting graph PSf&, such as the one shown in
Figure 13.2. The edge (g1,r1) represents that every Instagram user can access photos and
videos posted by Us; (g1,12) represents that every Instagram user can access stories posted
by Us. Story message replies can be sent by those users who are followed by Us; this is
shown through the edges (g3, 13) and (g4, 13). Permission to comment is given to followers
and followed accounts (i.e., “People you follow and your followers”); this is shown by the
edges (gp,14). and (g4, 14). Finally, Us has chosen not to show the activity status: this is

modeled by the lack of edges to the node activity status.

Now, we are ready to introduce the two definitions that will be widely used in

the following.
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Fig. 13.3: Extended privacy setting graph.

Definition 3. Given a privacy setting graph PS?, = (GUR, EUP), we define the extended
privacy setting graph EPS% =(GUR,PUP’) as the bipartite graph such that every edge
connects a vertex in G to one in R, and P’ is the set of edges (g;, ;) such that there exist in

PS[SJ the edges (g,,8;) and (g,,1j) with i #y.

The following example shows an intuitive idea of how to build an extended pri-

vacy setting graph.

Example 3. Consider the privacy setting graph shown in Figure 13.2. To obtain the bi-
partite graph, we must remove the edges between group nodes because they violate the
bipartite requirement. For any edge e € E from g, to gj, if g, has no edge to any resource
node, then e can be removed. Otherwise, for any edge (g,,1j) € P, we add to P” a new edge
(g,7j) before removing e. Figure 13.3 shows the extended privacy setting graph derived
from the privacy setting graph shown in Figure 13.2. For example, note that everyone can
access 1| and rp, and everyone is a superset of g,, leading to the addition of the edges

(g2,71) and (g, 12), when the edge (g1, 8>) is removed.

We conclude this section by defining a binary encoding of the model, which will

be useful in the implementation of the proposal.

Definition 4. Given an extended privacy setting graph EPS[SJ =(GUR, EUP), we define
the serialized privacy setting SPSY as the |G| - |R|-bit string such that the x-th bit with
1 <x <|Gl-|R| is 1 if and only if there exists the edge (n;,r;) with i = (x —1)/|G|+ 1 and
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81 &2 83 84

nl 1] 1|1 |1

n| 1| 1| 1|1

| 0o |1 |1

|l 0| 1| 1|1

s 0] 0| 0] o0

Table 13.1: Adjacent matrix of the considered SPS[SJ.

j = (x—1)%|G|+ 1, where / and % denote the quotient and the remainder of Euclidean

division, respectively.

This definition allows us to represent an extended privacy setting graph using a

bit string. In the following example, we show how this string is obtained.

Example 4. Consider the extended privacy setting graph shown in Figure 13.3. This
graph can be shown by the adjacency matrix reported in Table 13.1, whose 32-bit string
encoding is 0x000F F370, based on the definition given above.

13.4 Proposed solution

In this section, we present the proposed approach to ensure that the privacy settings
requested by a user cannot be modified by a social network without being detected.

We introduce a scenario in which we have four actors:

* an online social network, a decentralized and distributed computer network that
shows services through the Internet.

* a user, a person using one social network to communicate with other people and
share information and resources.

* a Blockchain, a Distributed Ledger enabling smart contracts, such as Ethereum.

* asmart contract, which is deployed on the blockchain.

Figure 13.4 shows the architecture of the proposed solution and the interactions

among the actors performed based on the following operations.

1. Social network registration. Each social network needs an External Owned Account
(EOA) to operate on the blockchain, and a blockchain address is generated as

follows: a pair of private and public blockchain keys are generated, and then, the
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Fig. 13.4: Interactions between the actors.

corresponding blockchain address is computed as the cryptographic hash of the
public key. Each social network makes its blockchain address publicly available.
User registration. A user also needs an EOA: following the same procedure de-
scribed above, each user U can generate her/his blockchain address, say A. Also,
each social network SN includes SN includes two new fields in the user’s profile:
the first is for the user’s blockchain address, the second is filled in by the user’s
secret (e.g., a password), which works as a salt. Finally, U generates a transac-
tion on the blockchain from A to the social network blockchain address, which
is publicly available, with a payload H(snid, A,salt), where snid is the ID of the
user in the social network, and H is a suitable cryptographic hash function. Via
this transaction, the user links her/his social network identifier to blockchain
address A. This mapping can be verified only by knowing salt, and this is per-
formed by the social network.

User verification. This operation is performed by a social network to verify that
the blockchain address declared by one of its users is correct. Given a user U,
this check is performed as follows: first, the social network extracts from U’s
profile the values snid, A, and salt. Then, it searches for a received transaction
coming from address A having in payload H(snid, A,salt). If no transaction is
found, then this check fails; otherwise, the mapping is correct.

Privacy setting. This operation is performed by a user to declare her/his desired
privacy settings. Specifically, this is performed by calling the function setPri-
vacy of the smart contract (say SM) and by passing the extended privacy setting

bit string as a parameter (see Definition 4) derived by the privacy feature graph
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that represents the desired privacy settings of the user (see Definition 2). The
smart contract stores the settings associated with the user’s blockchain address.
5. Privacy compliance. When a social network wants to assign or modify the privacy
settings of user U, the function checkSettingGraph of SM is called to ensure
that the new settings are compliant with the user’s preferences stored on the
blockchain,
This function has A and By, where A is the blockchain address of the user, and
By is the extended privacy setting bit string derived from the privacy feature
graph representing the privacy settings to be assigned to the user. This function
(1) extracts the bit string P representing the preferences of the user saved locally,
if any, and (2) compares bitwise P and By to verify that a zero bit in P is associ-
ated with a zero bit in By. Only if this check does not fail, the function returns

that the settings are compliant with the user’s preferences.

In summary, the idea underlying the proposed approach is to exploit a blockchain
smart contract to store both the desired privacy preferences of the user and the pri-
vacy settings assigned to the user by the social network. Also, the smart contract
verifies whether the privacy settings assigned to the user by the social network are
compliant with those declared by the user. Because all operations are stored in the
blockchain, and transactions cannot be modified, this solution implements an easy
method to show accountability of all the privacy assignments performed by a social
network. A social network can use this solution as proof of having acted correctly,
based on the accountability requirement of the recent General Data Protection Reg-

ulation (GDPR) [104].

13.5 Design and implementation

In this section, we describe the development of the proposed solution, which is based
on a decentralized application (DApp), called Your Privacy Manager DApp, which
runs on a blockchain. We start by discussing the choices concerning the architecture

of the system.

13.5.1 System architecture

We start by surveying the most commonly used blockchain technologies and high-
lighting their advantages and drawbacks based on the interesting analysis reported
in [231].

Ethereum [269] is considered the second largest and global cryptocurrency plat-
form and is a permissionless blockchain enabling the creation of decentralized appli-

cations through the use of smart contracts. This platform can be considered a system
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that is globally shared and implementing a cryptographically secure transaction-
based state machine [269]. A smart contract is defined as a piece of code verifying
and enforcing conditions that stipulate a digital contract between parties that does
not require a third intermediary. Smart contracts are written in Solidity, an object-
oriented and high-level Turing complete programming language.

IOTA [211] networks were designed for IoT applications and are permissionless
blockchain networks that are built on Tangle, a new data structure based on a di-
rected acyclic graph, which does not need blocks, miners, or any chain. For this rea-
son, IOTA transactions are free. Although this platform can yield better performance
than Ethereum and Hyperledger blockchains, its primary limitation is that devices
may not be not capable of performing the Proof of Work, resulting in a bottleneck
when transactions occur [98].

EOSIO [90] is the first blockchain platform that uses the Delegated Proof of Stake
consensus algorithm. Converse to traditional proof-of-work-based systems, EOSIO
is public, permissionless, and suffers from serious attacks derived from exploiting
vulnerabilities in DApps and leading to millions of dollars lost for EOSIO users, as
discussed in references [124, 215].

Among permissioned blockchains, Hyperledger Fabric [28] is an implementation
of an open-source private blockchain running smart contracts and is intended to
form a foundation for developing applications with a modular architecture. Hyper-
ledger Fabric allows components, such as consensus and membership services, to be
plug-and-play.

MultiChain [110] is a platform enabling the creation and deployment of private
blockchains to be developed and used inside organizations. The system administra-
tor sets a series of user permissions to introduce controls over transactions and block
size.

Chain Core [89] is another platform for private blockchains and is typically used
to initiate and transfer financial assets based on permission from the blockchain in-
frastructure. Corda [52] is a distributed ledger platform for recording and enforcing
business agreements among institutions. Chain Core and Corda also rely on smart
contracts and allow participants to manage permissions.

Open Chain [201] is an open-source distributed ledger technology based on
the Partitioned Consensus: every Open Chain instance has one authority validat-
ing transactions. This platform aims to manage the digital assets of organizations in
a scalable and secure way.

This analysis provides a way to verify the suitability of each technology with re-
spect to the needs of the proposed solution. The Hyperledger Fabric, MultiChain,

Chain Core, and Open Chain platforms suffer from limitations due to their permis-
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sioned nature and goals [28, 89, 52, 201]: users belong to disparate environments and
organizations, which makes it difficult to individuate who can arrange permissions
[110].

Therefore, from the perspective of users’” accessibility, Ethereum, IOTA, and EO-
SIO are valid options for the implementation of the proposed solution. Among these
platforms, we choose Ethereum for developing the proposed solution because it is

the most used and widespread permissionless Blockchain enabling smart contracts.

13.5.2 Implementation

In this section, we describe the implementation of the DApp called Your Privacy Man-
ager DApp. This DApp provides a front-end to interact with the Ethereum blockchain
via a smart contract, and the application’s back-end code is executed on a peer-to-
peer decentralized network.

The development environment relies on Truffle, a testing framework for blockchain
that uses the Ethereum Virtual Machine (EVM)), which simplifies the DApp imple-
mentation process for developers.

For the deployment of the smart contract, Ganache is used. Ganache is part of
the Truffle suite and is a personal blockchain used to develop distributed applica-
tions for Ethereum and Corda. Additionally, Ganache can be used to run tests and
deploy contracts. The local test network produced by Ganache can be used for de-
velopment purposes only. To deploy the smart contract on the Ethereum blockchain,
a connection to the primary network is necessary.

A user can interact with the Ethereum decentralized application through the
browser without the need to run a full Ethereum node but does need MetaMask. Un-
like other wallets, MetaMask is a web browser plug-in that supports Brave, Google
Chrome, and Firefox and provides a user interface to sign blockchain transactions
and to manage identities.

For the implementation of the proposed application, we used Node.js, an open-
source, cross-platform JavaScript run-time environment. The use of Node.js enables
the use of the same programming language to develop both server- and client-side
scripts.

The user interface consists of HTML and JQuery functions that display different
DOM elements depending on what options the user selects. The core of the client-
side application is a JavaScript file that contains all the functions necessary to load
the smart contract, connect with the wallet, capture the user’s desired privacy set-
tings and call the smart contract functions.

Figure 13.5 schematizes the sequence diagram of the privacy setup process. A

similar diagram can be traced to represent the verification of compliance. A user
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Fig. 13.5: Sequence diagram showing functional calls and events.

accesses the DApp using a web browser with Metamask and submits the desired
privacy settings through a form. Then, the JavaScript asynchronous function set-
Privacy() calls the setPrivacy function of the smart contract. The smart contract
then saves the setting graph of the user (sender): Alternative 2 in Figure 13.5 records
if this is the first time the user sets his/her privacy, and how smart contract associates
this graph with the new user. The result of this operation is logged on the blockchain
using the proper event. Alternative 1 represents the result of the operation requested
by the user: if no error occurred in the process, a confirmation message is sent to the
user. An error message is shown to the user in the case the transactions failed for any
reason (e.g., out of gas, incorrect signature, exceeding block gas limit).

Now, we show the implementation of the privacy settings in the case of an In-
stagram user. We present the data flow among several actors: the user, its Dapp, the
social network Instagram, and the Ethereum blockchain with the smart contract.

A preliminary operation that occurs only once regards the link between the user’s
Instagram account and blockchain address. For this purpose, the DApp includes

three fields to be filled in by the user:

» Username, which is the username of the user on Instagram;
* Blockchain address, which is set to the user’s blockchain account address, say A;

* Password, which is set to the password of the user on Instagram.
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Fig. 13.6: Selection of the desired privacy settings on the DApp.

Once the user fills in these fields, the application generates a transaction to the social
network blockchain address with a payload (H(username, A, password?)).

The social network receives this transaction, extracts the blockchain address of
the sender (i.e., A), searches for the username who has declared this address, and re-
trieves the password of this user. Now, the social network has all the data required to
calculate the same digest and to verify that the digest received by the transaction has
been correctly generated. This process assures that the link between the username
and blockchain address has been sent by the user. To generate such a transaction,
the password of the user and the private key associated with the blockchain address
must be known because the transaction is signed.

Then, the user can select their desired privacy setting on the DApp. The part of
the user interface relative to this operation is shown in Figure 13.6, which shows
privacy settings that the user can choose. After having selected the desired options
and input their password by clicking the button Submit, the DApp generates an

Ethereum transaction for the smart contract. This transaction is built based on the

1 For the sake of presentation, we assume that the OSN knows the user’s password. Actually,
only the password digest is known: thus, the password digest should be used in place of

the password.
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operation described in Section 13.3 and is handled by the function called Privacy-
Manager; the code of this function and the entire smart contract is reported in Listing
13.1. The smart contract is implemented in Solidity, a statically typed programming
language designed for developing smart contracts, compiled to bytecode, and ex-
ecuted on a suitable virtual machine (EVM). The smart contract has been written
using the CRUD pattern. Considering how the EVM currently works, this process is
recommended. In the first portion of the code, a structure, UserSettingStruct, is

defined using the struct keyword. This structure contains two types of information:

* setting_graph, of type bytes, is a dynamically sized array used to represent the
setting graph.
* index, of type uint, represents the position of a user’s blockchain address in the

userSettingIndex array, based on the CRUD pattern.

Line 8 defines a mapping between the address of a user and an element of the
previously defined structure. Finally, the array userSettingIndex is used to verify
the correctness of this mapping.

The following events are also part of the smart contract:

* PrivacySetting: This event is emitted every time a user declares a desired privacy
setting for the first time;

* SettingChange: This event is emitted every time a user updates the desired pri-
vacy settings;

* CheckSetting: This event is emitted whenever a privacy setup is configured
through the OSN front-end and shows whether the privacy setting graph re-

ceived as an input is compliant with the one previously set by the user.

The function isSet (Lines 14-17) checks if a user is associated with a setting
graph. To do this, the function first checks if the userSettingIndex array is empty
(Line 15). If the array is empty, no association exists, and the function returns false.
If the array is not empty, the function retrieves the index associated with the input
from the userSettingStruct struct through the mapping. Then, the function re-
trieves the address contained in the userSettingIndex array at the retrieved index
position and checks if this address matches the input. A Boolean value is returned
based on a comparison result.

The function setPrivacy (Lines 18-30) is used by users to set or update their pri-
vacy preferences. The input _setting_graph is a dynamically sized array of bytes
used to represent the privacy setting graph associated with the user’s preferences
(see Definition 4). First, the isSet function is called (Line 19). If isSet returns

false, the function indicates that the sender has never submitted a graph; thus, the
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new setting_graph value is stored as the value of setting_graph in the userSet-
tingStruct struct associated with the address of the sender through the mapping
(Line 21). Then, the address of the sender is pushed in the array userSettingIn-
dex, and the new index is stored as a value for the index attribute in the structure.
Finally, the PrivacySetting event is emitted.

Everything works similarly if the user had already submitted a graph in the past
(Lines 25-29). In this case, only an update is required. Thus, only the graph con-
tained in the structure must change, and the index remains the same. Once the up-
date has occurred, the SettingChange event is emitted.

The function checkSettingGraph (Lines 31-50) is called by an OSN interested
in associating a set of privacy options with a user. First, the function checks if the
user address has ever been associated with a privacy preference graph. To do this,
the isSet function is called. If the result of this call is false, the CheckSetting event
is emitted, and the value of its third parameter is false because the user has never
defined her/his privacy preferences. Otherwise, if isSet returns true, the checkSet-
tingGraph function checks if the input privacy settings and those already associated
with the user are compatible in size. If their sizes do not match, then the CheckSet-

ting event is emitted, and the value of its third parameter is set to false.

pragma solidity ~0.5.10;

contract PrivacyManager {
struct UserSettingStruct {
bytes setting_graph;
uint index;
}
mapping(address => UserSettingStruct) private userSettingStructs;
address|[] private userSettingIndex;
event PrivacySetting(address user, bytes setting);
event SettingChange(address user, bytes setting);

event CheckSetting(address OSN, address user, bool result);

function isSet(address _address) public view returns(bool exists) {
if (userSettingIndex.length == 0)
return false;
return (userSettingIndex[userSettingStructs[_address].index] == _address);
}

function setPrivacy(bytes memory _setting_graph) public returns(bool success) {

O = = = = = = = = e =
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userSettingStructs[msg.sender].setting_graph = _setting_graph;
21 if (lisSet(msg.sender)) {
2:2 userSettingStructs[msg.sender].index = userSettingIndex.push(msg.sender) - 1;
23 emit PrivacySetting(msg.sender, _setting_graph);
R4 return true;
25 )
26 else {
27 emit SettingChange(msg.sender, _setting_graph);
28 return true;
29 }
B0 }
B1 function checkSettingGraph(address _user, bytes memory _request) public {

if (lisSet(_user)) {
emit CheckSetting(msg.sender, _user, false);
return;

}

bytes memory setting_graph = userSettingStructs[_user].setting_graph;

WO WL LWLWWLWW
O CONONUT =W

if (setting_graph.length != _request.length) {
emit CheckSetting(msg.sender, _user, false);
return;
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10 }
41 else {

h2 for (uint i = 0; i < setting_graph.length; i++)
13 if ((setting_graphli] | _request[i]) > setting_graph[i]) {
44 emit CheckSetting(msg.sender, _user, false);

45 return;
16 }

47 emit CheckSetting(msg.sender, _user, true);

Listing 13.1: Code of the smart contract.

Otherwise, the function compares the input setting graph request coming from
the OSN with the user’s request. This comparison is performed for each correspond-
ing byte of the byte arrays by a bitwise OR: if the output of this OR operation is
greater than the byte in the stored setting_graph in the userSettingStructs, then
the settings are not compliant with the user’s preferences. Eventually, a CheckSet-
ting event that displays the OSN address (msg.sender), the user’s address, and the
result of the call is emitted: in particular, the result will be true if the request from
the OSN is compliant with the user’s, false otherwise.

Finally, we consider the case in which a user wants to update the privacy setting.
This case is similar to the setting of the privacy seen above, with the only difference
that instead of the PrivacySetting event, the SettingChange event is emitted. The
use of events is necessary because the real value returned by a function is always the
hash of the transaction that is created: transactions do not return a value to the front
end because they are not immediately mined and included in the blockchain. As a
solution, to obtain the return value from the function, the front end must maintain
watching for that event. This process also implies that a listener must be active in
detecting the events. Specifically, the OSN listens to the events, and when the Set-
tingChange event occurs, the social network checks if the new privacy settings of the
users are compliant with the existing settings associated with the user. If they are not
compliant, then the social network has to update the user settings accordingly.

To validate the proposed smart contract, we used Etherscan, a Block Explorer and
Analytics Platform for Ethereum, where it is possible to find all Ethereum transac-
tions. When a function of the smart contract is called, the transaction begins, and
after a few seconds, it is visible on Etherscan. Also, in the Event Logs section, the
events emitted during the execution of the function are also shown. The contract
has been implemented by Remix - Solidity IDE connected with Metamask, an exten-
sion for accessing Ethereum enabled distributed applications from the browser: the
Ethereum testnet used is Ropsten.

The implementation of the proposed solution can be found on GitHub at https:

//github.com/Lara-F/Your-Privacy-Manager. The smart contract has been de-
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ployed on Ropsten and is reported at https://ropsten.etherscan.io/address/

0x3657b2322f2dde1fead4af963ae2f5b7837db4fe.

13.6 Related Work

In this section, we survey the most important proposals related to the proposed ap-
proach. We start by considering the literature related to social networks.

Facebook, Twitter, and Instagram are social media platforms that are familiar
to many people, and many online users use them every day [246]. Studies [33, 30]
explore the growing importance of social networks in contemporary development,
investigating the relationship between social media and crime or homicide. Con-
sidering Facebook, the authors suggest that the association between Facebook pen-
etration and crime or homicide is overall negative because social media are used
essentially for productive ends. However, reference [33] highlights the prominence
of a positive relationship between social media in terms of Facebook penetration and
terrorism. The direct link between social media and governance dynamics is studied
in references [32, 135], while that between social media and corruption is discussed
in reference [136]. These studies show the growing importance of information and
communication technology and the spread of social media in the daily life of citi-
zens. These relationships also describe on the tourism sector [31].

With regard to user privacy, [268] highlights the fact OSNs’ privacy settings and
features are frequently concealed, too difficult to understand, or change so quickly
that it is nearly impossible for users to maintain them. This complexity raises the
question of whether OSN users’ privacy settings match what they intend to share. In
reference [179], the authors present the results of an empirical evaluation that esti-
mates privacy objectives and behaviors and compares these with the privacy settings
on Facebook. This study emphasizes that, although Facebook provides the opportu-
nity to configure privacy preferences at a detailed level on most user data (e.g. each
album, video, photo or status update), users have to manage so much data that, even
if they used privacy-preserving features regularly, they would not be able to moni-
tor everything. Considering that every participant in this study stated that they had
identified at least a sharing violation, the results of this paper show that managing
privacy settings is not an easy task both for OSNs and users. A similar study [174]
shows results obtained by deploying a survey implemented as a Facebook applica-
tion. The primary purpose of this study is to quantify the extent of the problem of
handling privacy and measuring the discrepancy between the desired and real pri-

vacy features. The analysis shows that nearly half of the content users uploading
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to Facebook are exposed to all Facebook users as a result of being shared with the
default privacy settings.

Another interesting perspective on this topic is given in reference [251], which
discusses the privacy risks that come from various recent personalization tendencies.
The authors note that, depending on the functionalities offered, each social network
handles its users’ privacy differently. In reference [284] the authors consider the fact
that third parties have control over an enormous amount of personal data and, con-
sidering the recent rise in reported privacy violation incidents, they acknowledge
that a solution to such problems is possible thanks to verifiable computing achieved
using a decentralized network of peers accompanied by a public ledger.

A relevant topic related to the proposed approach is blockchain. In reference
[123] the limitations and the advantages of using private blockchain in businesses
are explored. The authors propose an attribute-based encryption security system
that relies on a private-over-public (PoP) blockchain approach to overcome the draw-
backs of private blockchain and simultaneously to benefit fully from the positive
features of the public blockchain.

Blockchain and smart contracts are applied to many domains including Al, 5G,
IoT, and proof of delivery systems. The study shown in reference [231] suggests how
blockchain technology could transform Al, solving many shortcomings and chal-
lenges related to AI such as data security, collective decision making, and decen-
tralized intelligence. Investigating on the features of blockchain architecture and
platforms, the authors show a wide range of open research challenges for combining
AT and blockchain technologies.

The authors of reference [67] discuss the key opportunities offered by blockchain
technology in 5G networks, highlighting the challenges of scalability and interop-
erability among different blockchain platforms and 5G stakeholders. Concurrently,
IoT applications are continuously growing and, these devices are deployed at a mas-
sive scale. The authors of reference [25] propose a blockchain-based authentication
system and implementation relying on Ethereum smart contracts for IoT devices.

With regard to the proof of delivery of assets, references [116, 117] explore the
use of the Ethereum blockchain to create decentralized PoD systems ensuring ac-
countability and integrity. Their solution includes the contemporary presence of
multiple transporters, eliminating the need for a trusted third party. In reference
[118], another blockchain-based solution to show the delivery of digital assets is
shown. Their proposal is developed by smart contracts exploiting the IPFS decen-
tralized file system to ensure that the integrity of the agreement form between the

parties is well maintained.
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Every day sensitive and behavioral data about users are collected by social net-
works [69] and present a means for companies or attackers that use them for market-
ing or other purposes. The authors propose a blockchain-based model to guarantee
the privacy of users and to protect sensitive personal information in a distributed
environment. This approach focuses on data storage applications, and the DEPLEST
algorithm solves the problem of data synchronization integrated with a new consen-
sus protocol for blockchain ledgers.

The investigation of transactions recorded inside blockchains is also important.
Reference [113] studies transaction features and the relationships between them.
The authors introduce statistical laws of the data related to a framework of network
science and they represent the relations between different user accounts as a graph.
They believe that this statistical approach can be replicated to other cryptocurrency
platforms.

The most recent literature related to the privacy aspects discussed in this pa-
per is described in the following. The authors of reference [226] highlight the im-
portance of self-determining privacy settings by digital service users: specifically,
the selected privacy requirements must be correct and describe the real privacy de-
mands of users. The study shows a categorization of the common types of specifi-
cation privacy interfaces and different user types. The experiments identify how to
increase the effectiveness, efficiency, and satisfaction of privacy policy specification
interfaces.

In some cases, the privacy settings of many mobile apps are difficult to under-
stand and locate by users [68]. These difficulties expose user privacy to various risks,
without proper consent. The authors of reference [68] report a systematic study of
this problem and analyze the user perception of privacy settings. They discovered
that 82.16% of hidden privacy settings are set to leak user privacy by default. Pri-
vacy settings suffer from the “set it and forget it” issue [188]. The decisions made
about users’ personal preferences could change over time and users tend to forget
this type of setting. The survey analyzes the behavior of 78 Facebook users to un-
derstand the potential risks of the incorrect shifting of privacy preferences and to
identify error-prone and mismatched privacy settings.

Reference [225] describes the basic interest of users in transparency and pri-
vacy control measures, individuating two important topics: transparency and self-
determination. Privacy settings are generally perceived as too complex, and taking
actions and making decisions about privacy are difficult for many users. Even if users
are interested in protecting their privacy, they are frequently hindered from making

decisions.
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This review of the literature shows the potential of blockchain technology in ap-
plications that support privacy and authorization management. The importance of
privacy aspects in OSNSs, such as users’ awareness of validating their privacy choices,
is evident. To the best of our knowledge, the unfair behavior of a social network that
changes the privacy settings of the user is a new problem and no solution has been
proposed in the literature. The proposed approach is the first technique that detects
the alteration of the privacy settings of a user performed by a social network, and

this result is obtained by exploiting the power of blockchain technology.

13.7 Discussion

In this section, we discuss certain aspects of the proposed solution.

We start by managing how the goals of the proposed solution are reached. The
blockchain stores all events related to the privacy settings of a user, which are when a
user states the desired privacy settings and when a social network assigns the privacy
settings to a user. In the event of a complaint, a misbehaving party can be detected
by looking at the events on the blockchain

The events on the blockchain allow a social network to demonstrate that they
have acted honestly, thus providing accountability, because the smart contract veri-
fies that the privacy settings assigned to a user are compliant with her/his expecta-
tions.

The blockchain stores the privacy settings of a user. However, no party except the
user and the social network can link these settings to the user, because the settings
are associated with just a blockchain address, which is pseudo-anonymous [284].
The link is generated in the step user verification and is published on the Blockchain
as a digest and can be known only by guessing the password of the user, which can
be assumed to be a secret only known by the user and the social network.

We include certain considerations related to the cost of implementing this solu-
tion by reporting the price of the operations related to the creation of and the calls to
the smart contract. The deployment of the smart contract, which is performed only
once, costs 525 Micro(ETH) (in December 2020, this is approximately 0.12 $); the
call to the function setPrivacy costs 91 Micro(ETH) (approximately 0.02 $) and the
function checkSettingGraph costs 29 Micro(ETH) (approximately 0.0065 $). Thus,
we can conclude that by paying about 2 cents, users can set their privacy settings,
and the OSN, with a cost of 0.65 cents per user, can check whether the privacy set-
tings of the users are compliant with their privacy features. We believe that these

costs can be borne by the social network, even though there can be applications in
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which this service is paid by users. This result allows us to state that the implemen-
tation of the proposed solution is cheap and effective.

Despite these important results, the proposed solution have certain limitations.
As discussed above, the drawback of using Ethereum is related to the transaction
fee. We noted in Section 13.5.1 that other implementations of blockchain could be
used, such as IOTA [211] and EOSIO [90], to overcome this problem.

Another limitation of the proposed solution is related to the creation of the pri-
vacy feature graph of a social network (see Definition 1). The identification of group
and resource nodes requires a study of the social network and cannot be automated.
Also, any change in the privacy options of a social network requires updating the
graph. Fortunately, these changes are not frequent in social networks but do also
require a change in the user interface of the website and app.

A final aspect to consider regards the security of the smart contract code: it is
critical to ensure that the smart contract code is bug-free and is not vulnerable to
almost any security threats [118, 25]. One of the most effective approaches to create
secure applications is to make the implementation open source (as we did) in such
a way that many programmers may access and test the code. However, we must

remember that it is impossible to make a system completely secure and still usable.

13.8 Conclusion

The problem of guaranteeing the privacy of users in the context of social networks
is receiving increasing attention from the research community. The case of Cam-
bridge Analytica and the issue of the GDPR Regulation have highlighted the need to
increase research to discover possible privacy issues and suitable solutions.

This chapter provides knowledge to this field of study by highlighting possible
misbehavior of a social network that can result in a privacy violation. The privacy
settings of a user are stored by the social network, which acts as a privileged party
and could modify the user’s choices to spread his/her data at any time without a user
being able to prove this violation. These aspects have become critical challenges with
the issuance of the GDPR Regulation, and the proposed approach aims to provide
OSNs with a tool to demonstrate their honesty. The proposed approach combines the
use of blockchain technology with a highly adaptable model to define the privacy
settings of users in social networks. The proposed solution has been implemented
to show its effectiveness and cheapness: the Ethereum smart contract implementing
the required functionality, and the decentralized web application that serves as a

user interface to interact with the smart contract.
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The change required for a social network is minimal. They should show users
the possibility to declare the blockchain address used to manage privacy, which is
associated with the decentralized application. Despite this negligible change, social

networks would markedly benefit from using the proposed solution.
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Exploiting Social Networks for Data Minimization

according to the GDPR

In many application domains, there is a need to ensure that users satisfy some require-
ments to use a service: for example, there is a minimum age to buy alcoholic beverages or
to watch some videos on YouTube. In these situations, organizations typically collect more
personal information than the necessary to provide a better service. The consequence is a
personal data leakage that violates the data minimization principle stated by the General
Data Protection Regulation 2016/679. The proposed solution is a new approach for al-
lowing individuals to maintain control over the disclosure of their data, deciding which
information to disclose and for how long. Our approach is based on the use of social net-
works, and an implementation on Facebook is presented to show that the proposed solution

is effective, cheap, friendly, and simple to adopt.

14.1 Introduction

Nowadays, the number of accessible online services is growing considerably and
users have become the major players in the process of information exchange among
parties. Often, when accessing an online service, users must perform authentication
to prove their real identities. However, in some cases, the grant of a service could be
based on the disclosure of only certain subject’s characteristics [122]. Consider an
online user who wants to access a media content reserved for subjects in possession
of specific attributes, such as to be of age. Commonly, the user must fill in fields that
contain also unnecessary information, such as name, surname, and nationality, and
this results in a leakage of personal data. Moreover, users often are not sufficiently
aware of the treatment of their data and ignore their privacy rights [158, 171].

With reference to the above example, the problem we address is finding a solu-
tion that guarantees two properties: 1) only adult people should access this content
(access control) and 2) the service provider should know only that the accessing user
is adult and not any further information (minimization). To remark the importance

of this problem, we observe that one of the ten principles of self-sovereign identity [72]
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stands for the minimization of disclosed information, that is, the disclosure should
involve the minimum and necessary amount of data. Recently, this principle has
been claimed with the issuance of the General Data Protection Regulation (GDPR)
[104], which makes data minimization a relevant goal in accessing online services.
Most of the proposed solutions to this problem are based on blockchain technol-
ogy, whose main advantage is that saved information is distributed and cannot get
lost. However, if private information is lost, data on blockchain cannot be removed,
modified, or hidden [262]. As observed in [257], blockchain technology is a good
foundation but it is not a necessity: this result suggests us to think of a different
approach.

We propose a new solution based on the use of a social network in charge of
providing users with the means of issuing and verifying claims and credentials. Re-
sponding to the logic of selective disclosure of attributes, a user knows and controls
the information shared with the social network and with other actors, such as at-
tribute providers or service providers. The primitive operations on which our so-
lution is based are the exclusive-or function, a hash function, and a pseudo-random
number generator: using these simple functions and with the support of an attribute
provider, a user can generate a credential. A service provider can verify a creden-
tial with the help of the social network, which works as a secure and transparent
repository of hidden information. Moreover, users are identified and authenticated
through an eIDAS authentication [86]. We instantiated the general solution to a real-
life scenario using Facebook as a social network and described the detailed data
workflow to show the effectiveness of our proposal.

Our solution offers several advantages with respect to the state of the art. The
first is related to user-friendliness [138], as people are favorably disposed to work
in the environment of social networks, which they well know. The second advantage
concerns costs, as social networks can be used typically for free. The third advantage
regards scalability and availability: social networks can manage a very high num-
ber of users, and redundancy is implemented to ensure service availability. Conse-
quently, the probability of service interruption is very low. A further advantage is
about compliance with GDPR. Indeed, art. 83 of GDPR states that the supervisory
authority shall impose administrative fines in respect of infringements of privacy
rights and fines should be effective, proportionate, and dissuasive. The use of a tech-
nique that reduce saved data in relation to the purposes for which they are processed
can provide a company with a tool to avoid administrative fines. A final observation
is that the presented technique applies to various contexts for protecting user’s pri-
vacy in accessing online services, like e-health applications [163, 267] or wireless

sensor networks [265, 266].
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U User
SP Service Provider
A Attribute
AP Attribute Provider
IP Identity Provider
SN Social Network
cX Credential issued by X
P |Pseudo-random number generator
H | Cryptographic hash function
r Random

Table 14.1: Notation.

14.2 Proposal description

In this section, we present the approach proposed to allow users to keep control
over the personal data used for accessing services on the Web. We start by introduc-

ing the scenario and the notation.

14.2.1 Preliminaries

The scenario we consider is composed of the following typologies of entities:

* let U be the user, an individual who should own and control the personal data
used to access online services;

* let SP be the service provider, a party creating and offering end-user services;

* let A be an attribute regarding a quality, a characteristic, or a competence as-
cribed to U;

* let AP be the Attribute Provider, an organization responsible for establishing
and maintaining attributes of individuals, and issuing attribute credentials;

* let IP be the identity provider, an entity in charge of creating and managing
digital identities;

¢ let SN be a social network.
We introduce the notation used in this solution (Table 14.1):

* given a social network SN, we denote the following functions of SN:
— Send(M, U), which denotes the sending of the private message M to the user
U;
— Post(T, h), which denotes the posting of the text T indexed by the hashtag h;
— Search(h), which returns the texts posted with hashtag h.
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* we denote by C¥ a credential generated by an entity X;
* let P be a pseudo-random number generator;
* let H be a cryptographic hash function;

* r denotes a random bit string.

14.2.2 Proposal definition

The basic idea underlying our solution is that after the identity provider authenti-
cates the user, the user’s credential needed to access a service is composed of two
parts: the attribute provider publishes the former, the user shares the latter via the
social network. The two credential parts are built in such a way that each single com-
ponent does not disclose any useful information (it appears like a random bit string),
but it is possible to reconstruct the credential only by knowing both the parts. The
attribute provider and the user can stop sharing the handled part, and this results

in the revocation of the credential. Figure 14.1 depicts a conceptual overview of our

approach.
A Dy
Credential Post
Request Credential
[
(Credential
Release
By Dz
Auth B Access
2
Request Reques
Authentication E1
Authentication,
B3 =2
Senice
Grant

Fig. 14.1: Conceptual overview of our solution.

Our proposal is built on a social network offering the three functions described
above (i.e., Send, Post, and Search(h)). Once the social network SN is chosen, its refer-
ence is communicated to all users and attribute providers. We expect that both users
and attribute providers have a profile in SN. Thus, any new user or attribute provider
has to register a profile in SN. As this profile is created specifically to access services
by revealing minimal personal data, the user does not register (true) personal data
and does not give any link to his/her real identity (this is done by setting the highest
privacy degree). The connection to the profile of attribute providers in SN is publicly
available.

There is a preliminary step used to initialize the environment, where two func-

tions are defined:
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* H(x)is a one-way hash function that receives an input x and returns a bit string
with a fixed length. In words, we require that given a value y, it should be diffi-
cult to find any message x such that h(x) = y. A cryptographic hash function is
an excellent candidate to implement H (for example, SHA-1, SHA-256, RIPEMD-
160).

* P(x) is a function that receives an input x and, depending on x, generates a se-
quence of bits having the same properties as a series of random numbers. A

Pseudo-Random-Number generator can implement this function.

These two functions are publicly available and known by all actors.
Now, we describe the procedures carried out by the different actors to implement

our approach.

A. Credential request. This step is performed every time a user needs to certify the
possession of some attribute. Let A be such an attribute and AP be an attribute
provider in charge of certifying A. For the sake of presentation, here we assume
that the credential contains only one attribute. However, in the case of more
attributes, this procedure is repeated for each attribute.

The credential request is sent by a private message from the social profile of the
user to that of the attribute provider (Step A of Figure 14.1). Specifically, the user
generates a random r{, calculates ry = H(r{') where H is the cryptographic hash
function, and creates the request containing:

a) the attribute of the user to be certified (i.e., A);

b) the value r}.
This request is sent to AP by calling the social network function Send({(A,ry ), AP).

B. User identification. After receiving the request, AP needs to identify the user: for
this purpose, an eIDAS authentication is performed by using the eID scheme
requested by the user (Step By). Observe that this authentication can be done by
any elD scheme compliant with eIDAS: for the sake of completeness, we provide
detail of this authentication process, which is schematized in Figure 14.2.

First, the user sends the credential request to AP by using a browser named
User Agent (UA) in Figure 14.2 (Step 1). Then, AP replies with an authentica-
tion request to be forwarded to the eIDAS identity provider declared by the user
(Step 2). Now, the identity provider performs the authentication of the user by
a challenge-response procedure (Steps 3 and 4), in which (typically) the user is
requested to authenticate by login and password or similar mechanisms (for ex-
ample, by sending an SMS to the phone number declared by the registering user
and by asking to send back the text inside the SMS). In case of successful user au-

thentication, the identity provider generates the response with the result of user
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Fig. 14.2: Authentication process.

authentication (Step 5), which is forwarded to AP (Step 6). Finally, AP notifies the
result of the authentication procedure (Step 7), and only in case of success, the
next phase is carried on. The whole authentication is summed up by the steps
By, B, and Bj of Figure 14.1.

Credential generation (AP side). The attribute credential is generated by the coop-
eration between AP and the user.

After identifying the user, AP verifies that the requested attribute A is own by
the user. If this is the case, AP prepares a credential C containing the certified
characteristics, the temporal validity of the credential, and the reference to the
user profile in SN (Step C).

Then, AP generates a random rAP and calculates CAP = C EBP(rg) @P(rAP), where
® is the exclusive-or (XOR) function and P is the function defined in the prelim-

inary step. In other words, CA?

A

can be seen as C encrypted by two keys: r} is

chosen by the user, r” is selected by the attribute provider.

CAP

Finally, AP posts on its profile in SN, using H(ry) as an index of this post,

thus calling the social network function Post(CA?, H (%))

. Credential use. Suppose now that the user needs to access a service requiring the

possession of the attribute certified by C and that this service is supplied by the
service provider SP.

First, the user generates CY = P(rAP) @ P(r{') and posts CY on his/her profile in
SN (Step D, of Figure 14.1), using H(r}') as an index of this post (i.e., by exploit-
ing the function Post(CU,H(ri‘))). In words, CU can be seen as the key of the

attribute provider used to encrypt C (i.e., P(rAF)) encrypted by P(r}").
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Then, the user opens the web page of the site of SP and logins to the service
by the social network account to prove to be the owner of this profile (Step D,).
Then, the user discloses r{‘ and AP to SP, which is enough to show the possession
of the requested attribute, as discussed below.

E. Credential verification. SP needs to verify the correctness and validity of the proof
presented by the user (Step E;). Thus, it calculates r) = H(r{') and searches for
EU and EAP (they are the posts indexed by H(r{') and H(ry ), respectively). This
is done by calling the social network functions EU = Search(H(r{')) and EAP =
Search(H(r})).
1f C" is not found in the profile of the user or ™" is not found in the profile
of an attribute provider, then the credential verification fails, and the service is
not granted. Otherwise, SP computes EU @P(r{‘)EBP(rAP) and verifies that this is
equal to zero. In this case, SP calculates C = EU EBEAPEBP(H(ri‘))@P(r{‘) and tests
that the result is a valid credential. Specifically, SP extracts from the credential
the profile of the user and checks that it is equal to the profile of the user who
authenticates. Then, SP extracts from the credential the certified attribute and
checks that it is sufficient to access the service (Step E,). In the positive case, the
service is granted to the user. If any of the previous checks fails, the procedure
is stopped, and the service access is denied.

F. Revocation (AP side). An important aspect concerns the credential revocation. AP

should revoke a credential when a user loses the possession of an attribute, to
make unusable a credential (for example, in case of withdrawal of the driving
license of a user). Another reason for credential revocation is when the secrecy
of the user’s password to access the social network profile is compromised.
In this case, AP can make unusable a user’s credential C by merely removing
the post CAP from its social network profile. Clearly, if the user tries to use C,
the service provider cannot find the deleted post in the profile of the attribute
provider so that the verification procedure fails.

G. Revocation (user side). Also the user can wish to remove personal information
after it has been used to access some service. Consider a patient with a disease
credential, who wants to hide this information after the use. The patient can
reach this goal by merely removing CY from the profile in such a way that the
credential C cannot be recovered. Clearly, excluding the case in which C U has
been copied while it is published in the profile (in this case, no solution to this

problem exists), C cannot be recovered without the knowledge of CY.

We will discuss the advantages and improvements of our solution with respect

to the state of the art in Section 14.6.



172 14 Exploiting Social Networks for Data Minimization according to the GDPR

14.2.3 Social network choice

As seen in the previous section, the proposed approach exploits some features pro-
vided by social networks, and in this sense, our solution is orthogonal to the un-
derlying social network. Consequently, the aspect regarding how to implement our
approach can be adequately addressed once the social network SN is given.

We analyzed the most known social networks concerning the requested features,
which are sending a private message M to a user U (i.e., Send(M, U)); posting of the
text T indexed by the hashtag h (i.e., Post(T,h)) and searching an indexed text with
hashtag h (i.e., Search(h)).

The results of this analysis are reported in Table 14.2, in which the social net-
works are classified into three categories. The first category lists some social net-
works that are fully compliant with our proposal because they provide the requested
features. We observed that most of the social networks offer such features. For in-
stance, Instagram users (1) can send direct messages to other users, (2) can post tex-
tual information, named post, and they must be authenticated to post anything; (3)
can use the hashtag symbol # to categorize their post by keywords, (4) can search for
posts indexed by a given hashtag typically to find a conversation about a particular
topic. Observe that on Instagram, posts have to be composed of at least an image or
a video.

The second category (with Twitter, Weibo, Snapchat) is composed of social net-
works that have some limitations in the post function. Specifically, they have a limit
in the length of the text to post (e.g., this limitation is 280 characters in Twitter), and,
thus, in the credential size. As a consequence, they could be used only with a limited
number of certified attributes or by applying compression in the represented text.

Finally, the last category shows social networks that do not support our solution.

14.3 Running example

In this section, we show the application of our proposal to a real-life case in which
the students of a university U play the role of users, an e-learning site that offers for
free some lectures only to such students is the service provider, whereas the attribute
provider is done by the university U. Our solution aims to guarantee the following
two requirements: 1) the service provider should know whether a given user is a
student of U (access-control requirement) and 2) the service provider does not have
to know the user identity (privacy requirement).

For the implementation of our solution, among all the social networks that could
be used according to the analysis reported in Section 14.2.3, we selected Facebook

because (1) it is one of the most famous one offering the required features and (2)
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Send(M,U)| Post(T,h) |Search(h)

Instagram Yes Yes Yes
Facebook Yes Yes Yes
Linkedin Yes Yes Yes
VKontakte Yes Yes Yes
Twitter Yes Yes (limited)| Yes
Weibo Yes Yes (limited)| Yes

Snapchat Yes Yes (limited)| Yes

YouTube No Yes Yes
Whatsapp Yes No No
WeChat Yes No No
Skype Yes No No
Viber Yes No No
WeChat Yes No No

Table 14.2: Social networks versus requested features.

it has been widely used for developing applications in the research context [166].
Indeed, Facebook allows the exchange of private messages between two users with
an encrypted connection, the publication of stories and posts that can be indexed by
hashtags, and the search for stories by a given hashtag.

The main idea underlying our approach can be summarized as follows: first, the
university authenticates the user and publishes on its Facebook profile the first part
of the user’s credential to access the e-learning site. When the user needs to access
the site, she/he publishes on Facebook the second part of the credential. Clearly,
each part of the credential appears randomly generated and does not disclose any
private information of the user: however, the combination of the two parts allows
the e-learning site to verify whether the user is authorized to access the service.
The university can revoke the user’s access by removing the published part of the
credential. Moreover, the user can remove her/his Facebook post after accessing the
service to delete the credential.

We describe how the steps of our solution are implemented.

1. Setup. For the sake of presentation and without loss of generality, we implement
the two functions H and P by exploiting only the SHA-256 function [196], a
well-known cryptographic hash function designed by the United States National
Security Agency (NSA), widely used for its robustness against attacks. Thus, we
define:

e H(x) =SHA-256(x);
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C & www.example_university.com

Password sTuD13579

Hash value

12eTY8VU1D5pEfQErwY0l/+071eP2N1T1zY3EGbCZJE=

Submit

Fig. 14.3: Web page used by students to send r5.

* P(x)=ay,...,a,, where a; = SHA-256(x) and a; = SHA-256(a;_;), with 2 < j <
n.

These definitions are made available to all the students, the university, and the
e-learning site.
OSN Registration. In this step, the university creates and makes public its Face-
book profile, which we assume to be example_university. Every student reg-
isters a Facebook profile, using information (e.g., screen-name, name, photos)
unlinkable to the real identity. Moreover, the student sets the highest privacy
degree, in such a way that no information is disclosed.
Credential request. The student needs to prove to be a member of the univer-
sity. Consequently, the credential request is sent to the university. When the
student submits the request for a credential, the university starts a Facebook
login procedure. The student proves the possession of the Facebook profile, say
example_student, using a single sign-on operation. After successful authentica-
tion, the student can type in a password (sTuD13579 in our example), which will
be used as the random r{'. Then, a javascript calculates ry =SHA-256(r{'), which
is I12eTY8VU1D5pE£QErwY0I/+07IeP2 N1T12Y3EGbCZJE= by the base64 represen-
tation [140], used to convert a bit sequence into a text (to be included in a post).
This value is sent to the university server: observe that only rJ, which is gener-
ated by a javascript, is sent to the server, not the password, which is not included
in the HTML form. This step is depicted in Figure 14.3.
User identification. In this step, the user is requested to prove to be a student.
First, the user performs the eID-based identification. Then, he/she uses the login
and password of the university site to prove to be a student of that university.
Credential generation (AP side). In case of successful authentication, the university
prepares a credential C containing the certified attribute, the temporal validity

of the credential, and the reference to the user profile in SN. There exist several



14.3 Running example 175

ways to represent a credential, for example, by the standard SAML [125] (as done
in eIDAS-compliant elDs).

In Figure 14.4, we show an example of a credential represented by JSON, which
is very easy to understand. The credential describes the type of attribute proved
(to be a student), the name of the university, the expiration date, and the screen

name of the user.

"attribute": "student",

"university": "example_university",

"profile": "example_student"

1
2
3
4 "expiration”: "30/08/2020",
5
6

Fig. 14.4: Example of credential.

The university generates a random password 4, which is uNiV2468 in our ex-
ample, and calculates CAP = CoP(r¥)®P(rA). CA? is posted in the Facebook pro-
file of the university and indexed by SHA-256(r}') = GmRLGp tZWvdpyGwsKzHN5e 10
aTLDG1S£k27bmOPMAdI. This post is reported in Figure 14.5, and the password
digest is hashtagged (see the symbol # at the beginning of the second line): this
post will be returned when searching for this hashtag.

. Credential use. When the student needs to access the e-learning site and to prove
to be a member of the university, then the student calculates and posts in the
Facebook profile CV = P(r4") @ P(r!*) using H(r!') as a hashtag (see Figure 14.6).
Then, the student goes to the e-learning site and logins by Facebook (as done in
Figure 14.3). Then, the user fills in the password used earlier (i.e., sTuD13579) to
give the service provider the possibility to restore the credential.

. Credential verification. The service provider calculates ry = SHA-256(r{) and
searches for the posts C; and C, indexed by 12eTY8VU1D5pE£fQErwY0I/+07IeP2N
1T1zY3EGbCZJE and GmRLGptZWv dpyGwsKzHN5e 10aTLDG1S£k27bmOPMAdI, respec-
tively.

Now, the service provider calculates C; @ C, ® P(r}) ® P(r{'), thus obtaining the
initial credential C (reported in Figure 14.4). Since this credential satisfies all the
checks, the student receives the grant to access the e-learning course for free.

. Credential revocation. When the student wants to hide the possession of this at-
tribute, it is sufficient to remove the generated post so that the credential C can-
not be recovered.

On the other hand, also the university can revoke the attribute possession, for

example, in case the student leaves the university before the credential expira-
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Fig. 14.5: Post publishing (university side).
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Fig. 14.6: Post publishing (student side).

tion time. Again, removing the post associated with this credential is sufficient

to make the verification procedure fail.

14.4 Quantitative analysis

In this section, we measure some parameters related to our proposal with the aim of
showing the effectiveness of our solution.

The first parameter is efficiency. We quantify the time costs of the operations of
our solution, which are: the number of requests over the network, the number of

hash functions executed, and the number of pseudo-random numbers generated.

* Step A. In this phase, the user generates a random and calculates its hash. Then,
she/he generates a connection request to the attribute provider.

 Step B. The attribute provider performs an authentication request and receives
a response. Observe that we do not consider the cost of the user’s authentication
because it depends on the user’s speed in the authentication.

» Step C. The attribute provider creates the credential by the generation of three
pseudo-random numbers. Then, it calculates one hash function and sends a re-
quest to the social network.

* Step D. The user generates the credential by calculating two pseudo-random
numbers and applying the hash function to one of them. Then, the user sends a
request to the social network and another request to the service provider.

* Step E. The attribute provider calculates one hash function and performs two

request connections to the social network. The service provider calculates four
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pseudo-random numbers and applies one hash function. To verify such that cre-
dential, the service provider performs a connection request to the social network.
If the verification succeeds, the service provider connects to the user.

» Step F. The attribute provider sends a request to the social network.

* Step G. The user sends a request to the social network.

Observe that Steps A, B, and C refer to operations that are done by users prelim-
inarily (i.e., before they access a service), whereas Steps D and E are performed by
a user and a service provider to grant a service. In contrast, Steps F and G refer to
an infrequent operation (revocation). Thus, we focus our attention on Steps D and
E, which are the most important operations related to service access; moreover, their
time cost is the highest.

We ran some experiments to measure the time required by the different oper-
ations and used a 64-bit Windows 10 machine with Intel Core™ i7-7700K CPU
4.20GHz and 16GB RAM. We measured that the time of 1 million calculations of
SHA-256 hashes is about 0.6 seconds and is 10 milliseconds for a single hash. Again,
we measured that the time to generate 500 random numbers is about 1 millisecond.
Concerning the network request time taken for operations Send, Post, and Search, we
measured an average time of 500 milliseconds (the amount of data sent/received is
very limited). As we found that the average time of hash computation and random
generation is negligible with respect to the time of network request (they differ by 3
orders of magnitude), we omit in our analysis the time of the calculation of hashes
and random numbers.

The second parameter we consider is related to user-friendliness, which refers
to the ability of a service to be used easily by the users and is commonly adopted
to evaluate a range of end-user computing technologies. It is well-known that if a
social network website does not provide an efficient and user-friendly interface, then
its users may be disappointed and switch to another social network [88].

The actions performed by the user are easy: the user visits the website of the
service provider and is requested to authenticate by a social-network-based login
procedure. After the authentication, the user inserts the password in the website
and creates a post containing a simple text with a hashtag. In the occurrence, the
user can delete such a post. Which and how many operations a user performs are
reported in Table 14.3. It is evident that these operations are very friendly as social
networks are daily used by billions of people. Thus, we conclude that the use of a
social network positively affects perceptions of people, who are favorably disposed
to work in an environment that they well know.

The third parameter considered is scalability, which refers to the ability of a sys-

tem to maintain its functionalities despite the scaling of users’ requests. This param-
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Site Form Post |Hashtag| Post

browsing|compilation|creation| search |removing

2 4 1 1 1

Table 14.3: Number of user’s operations.

Service |Identi- | SN |Hashtag| Post

Provider|fication |site| search |removing

1 5 2 4 2

Table 14.4: Number of requests for a full service access.

eter can be calculated by different types of performance measure attributes, such as
the number of processed requests and network usage. In Table 14.4, we measure the
number of requests for each service access: the number of requests related to the
post removing refers to both the user and service provider side. We observe that the
measured values are constant with respect to the number of users, which is an in-
dicator of good scalability. Moreover, also the size of exchanged messages is limited
and does not depend on the number of users (see Section 14.3). Consequently, we can
state that the proposed solution offers high scalability and can support a very high
number of users: the upper bound of the number of users is given by the number of
users supported by the adopted social network. Consider that several strategies are
used to ensure service availability [184] so that the probability of service interrup-
tion is negligible. Scalability is also favored because our solution does not require
the use of heavy cryptography (hash functions are more efficient than encryption).
This point is strongly related to the response time too.

Finally, we consider the cost of the solution related to the implementation and
set-up costs. The price of our solution is limited because its architecture is mainly
based on a social network. Social networks monetize their services with the precious
information the users voluntarily reveal in their profiles, in their relationships, in
their behavior [195], so that social networks can offer their services to registered
users for free (differently from Blockchains). By relying on already existing social
network systems, our costs are only those for set-up. Furthermore, it is worth noting
that our solution, being compliant with the GDPR principles, can save up to 20M €
or up to 4% of the total worldwide annual turnover of the preceding financial year, as
stated in [104]. On the other hand, solutions based on a blockchain have an increased
cost of blockchain development and maintenance that are estimated between 40$-

80KS.
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14.5 Security analysis

In this section, we discuss how our solution reaches the expected goals and how
possible attacks are contrasted.

We start by defining the adversary model. In our analysis, we assume that identity
providers, attribute providers, and social networks are trusted parties, and they run
the protocol correctly. Thus, the adversary can be a user, a service provider, or an
entity external to the system. In our attack model, the adversary cannot compromise
the behavior of the identity provider, the attribute provider, and the social network,
and cannot modify the posts published by other users on their social profile. The ad-
versary cannot break the cryptographic primitives (e.g., the adversary cannot gener-
ate a message that yields a given hash value) and cannot guess the user’s password,
secret information, or randomly generated values. Finally, we assume that users and
service providers do not collude with each other.

The attacker aims to violate one of the security properties guaranteed by our
solution, which are access-control and privacy. We describe how these properties are
guaranteed.

In the verification phase, the service provider calculates CY @ CAP ®P(H(r{)) ®
P(rl'), and the attribute provider generates CAP after verifying the user owns the
attributes to be certified. By construction, we have that cV - P(rAP) @ P(r}') and
CAP = Co P(H(r!'))® P(r4F) so that CY & CAP @ P(H(r!")) @ P(r{') = C. If C is a valid
credential, then the access can be granted because C is obtained starting from CA?,
which is generated by the attribute provider. It is worth noting that the XOR function
is well-known not only for its efficiency but also for some weaknesses documented
in the literature and already exploited in some application contexts, like WEP [153].
The weakness is related to the possibility for a user to generate a new credential
c}f such that ij ® C, = C,, where C, is a fake credential (see Step 7 of Section
14.3). Specifically, to break the access control property, the adversary should be able
to create a valid C. The most favorable case is that the user is the attacker so that
he/she can generate CU. In this case, the attacker has to use a suitable CAF, which
can be obtained in three ways: 1) by creating a new one, 2) by modifying an existing
one, or 3) by using an existing one. Our threat model prevents cases 1 and 2 because
the adversary cannot modify information uploaded by the attribute provider so that
only the third possibility is available. In this case, given C; = CY @ CAP @ P(H(x))) ®
P(xy) a valid credential, the attacker has to create a new credential C, = X @ Cf‘P ®
P(H(x;)) @ P(x;), where CX is information handled by the attacker. We have that
CX should be equal to C, ® C2¥ = C, @ (C; @ P(H(r,)) ® P(rP)). Now, the attacker
has to find x; and x, such that P(x;) ® P(x;) = CX (which is the information the
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user has to publish). Thus, P(x;) ® P(x;) = C, ® C; @ P(H(x1)) ® P(x,), then P(x;) =
C,®C1®P(H(x1)), and P(H(x1)) = P(x1)®C,®Cy = P(x1)®K, where K is a constant.
Now, the attacker has to find two seeds x; and x; such that the generated random
number sequences are equal up to a constant K: this violates the assumption that P
is a random number generator function. Moreover, x, should also be the hash value
of x1, and this violates the one-wayness property of the hash function H.

An attack we contrast is the replay attack, which is carried out by taking a cre-
dential used by a user to access a service and trying to use it. This attack is contrasted
because the credential contains the screen-name of the social network profile so that
another account cannot use it.

Concerning privacy, we observe that the credential does not contain any iden-
tifying information so that the service provider does not know the identity of the
user accessing the service. As described in Section 14.2, the plain-text credential C
is encrypted by the one-time pad function, an encryption technique that cannot be
cracked, provided that the key used in the XOR function is random. In our case,
the key is obtained by the function P, which has been defined to generate pseudo-
random numbers. Thus, it is unlikely that an adversary can recover C by knowing
CY or CA? if P is well-implemented (our implementation satisfies this requirement).
Another observation is about the use of the randoms r; and r, in Step A (credential
request) of Section 14.2. They are used so that the attribute provider is not aware of
when the user exploits the credential (i.e., when the user publishes CV) or terminates
the use of this credential. Indeed, CY is indexed by H(r;), and the attribute provider
is not aware of r; so that it cannot know which hashtag has to be searched. This
mechanism reduces the information about the user behavior known by the attribute
provider and by the other actors in general.

Finally, we observe that also unlinkability can be achieved. Unlinkability means
that the service provider is not able to guess that two different requests come from
the same user. To achieve unlinkability, the user must require a new credential for

each service request.

14.6 Related Work

In this section, we review the state of the art starting from Self-Sovereign Identity. A
Self-Sovereign Identity must allow ordinary users to make claims, which could in-
clude personally identifying information or facts about personal capability or group
membership. Ten principles of Self-Sovereign Identity are proposed in [72] A sur-
vey of solutions for Self-Sovereign Identity with and without the use of blockchain

technology is presented in [257].
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Blockchain technology has the potential to support emerging solutions on the
data ownership and governance models. The study done in [161] categorizes these
solutions into a taxonomy based on architecture, governance models, and other fea-
tures.

EverID [95] is a user-centric solution which includes a scalable payment solution
(EverChain) with a multi-currency wallet (EverWallet). Through the use of EverID,
individuals control their database of identity elements, including their biometrics.
This architecture is distributed and lays on an Identity Network (a private Ethereum
Blockchain) and a Decentralized App (DApp), a software working on the decentral-
ized network.

A decentralized identity based on hierarchically deterministic keys controlled
and generated by the users is proposed in [139]. The architecture is based on a pub-
lic blockchain in charge of providing a trusted storage layer and a mapping between
each decentralized identifier (DID) and the corresponding DID document object
(DDO). The lifeID Platform [170] is an identity service based on a permissionless
blockchain able to run smart contracts. Users can create their identity by using a
biometric-capable smartphone and the lifelD app.

The uPort technology is built on the Ethereum Blockchain [256] uses smart con-
tracts, a mobile application, servers, data, and attestations to be proved. Sovrin is
a global public utility for Self-Sovereign Identity and verifiable claims, and imple-
ments the concept “identity for all” [219]. It is built on a public blockchain and
claims and credentials are represented by Sovrin’s tokens which can be used for ed-
ucation, healthcare, and insurance.

A limitation of self-sovereign identity systems is the lack of qualified eID data
[216]. For example, in the context of e-Government, employees may need to satisfy
additional requirements about their identities that are mapped through qualified
electronic identities (eIDs). The main advantage of blockchain-based solutions is
that saved information is distributed and cannot get lost. However, if a private key is
stolen, it is impossible to hide data. Differently, in our solution, even if the randoms
or passwords used to generate the credential are made public, to hide the credential
it is enough to remove the corresponding posts. As observed by [257], blockchain
technology is an excellent foundation to face the problem, but it is not a necessity.
Indeed, there exist other solutions that do not rely on blockchain.

An attribute-based credential [115, 70] is a cryptographic container of a few at-
tributes and is signed by an authoritative party. In the IRMA identity platform [132],
personal attributes are stored in the user’s devices IRMA app: in the case of stolen

or lost devices, users have to create all attributes one more time.
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The Private Data System (PDS) proposed in [23] enables self-sovereign storage
and sharing of private data among online users. This system is composed of spread
online nodes, and their role is not based on distributed consensus. ReclaimID is a de-
centralized service for identity management [234]. The attributes used to access an
online service are stored over a name system and under name-spaces of users. Fur-
thermore, attributes are encrypted by the attribute-based encryption (ABE) method.

After describing the related literature, we compare our solution with the state of

the art by considering the five aspects presented in Section 14.4, which are:

1. If the solution has been implemented (Implementation).

2. How long the service access takes for the user (Efficiency).

3. The degree to which the solution can be used by consumers with satisfaction
(Usability).

4. How much the solution is scalable (Scalability).

5. The price of the solution (Cost).

Implementation is a boolean measure, whereas we use the values low, medium,
and high for measuring the other parameters. Table 14.5 summarizes the results ob-

tained by comparing the different techniques.

Table 14.5: Comparison with existing solutions.

[23] [234] [[132]([256]| [219] |[95]| This
solution
Impl.| No Yes Yes | Yes Yes Yes Yes

Eff. n.a. High |[High|Low | High |Low | High
Usab.|[Medium| High |High|Low | Low |Low | High
Scal. |[Medium [Medium | Low | Low |Medium | Low | High
Cost | n.a. Low |Low |High| High |High| Low

Concerning [23], we note that although the authors provide a workflow of the dif-
ferent phases of the solution, a real use-case implementation is not presented (thus,
efficiency cannot be measured). The use of executable choreographies and the divi-
sion of roles among the nodes result in medium scalability. In the second examined
solution [234], the attributes are encrypted, and the system is developed compliant
with the OpenlD standard, but it is suitable for small or medium applications. It
has the same number of operations as our approach and is distributed. The third
approach we consider is presented in [132]: this system has low scalability because
it is centralized: the Privacy by Design Foundation has published the schema on
GitHub for various issuers [131] and these schemas are used by the IRMA app using
an auto-update mechanism [194]. Nevertheless, the idea of exploiting the user’s de-

vice to manage credentials makes this system user-friendly. The solutions [95], [219],
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and [256] provide users with a wallet to generate transactions over a blockchain
network. Since managing blockchain wallets is not easy, their usability is low. The
transaction verification relies on the consensus mechanism of the network, which in-
troduces delays at the expense of scalability. Furthermore, these solutions are based
on a blockchain, which increases the solution price because each transaction has a
fee. The different efficiency of the three solutions is due to the blockchain technol-
ogy adopted: [95] and [256] exploit the Ethereum blockchain, which is based on
the Proof of Work as a consensus algorithm. Instead, [219] implements the Plenum
Consensus Protocol, which is considered faster than the Proof of Work. Concerning
our approach, according to the results presented in Section 14.4, it presents the best

behavior compared to all the considered metrics.

14.7 Conclusion

In this chapter, we proposed a new solution for the management of personal data
that is based on the use of a social network in charge of providing users with the
means of issuing and verifying claims and credentials. Our solution allows a user to
control the information shared with other actors by using very efficient operations,
which are the exclusive-or function, the hash function, and the pseudo-random
number generator. A service provider can verify the attributes of a user by the sup-
port of the social network as a secure and transparent repository of the selected and
hidden information. The effectiveness of our proposal has been shown in a real-life
scenario using Facebook as a social network.

We showed that our solution offers several advantages, such as user-friendliness,
cheapness, scalability, and availability. To remark the practical significance of the
proposed approach, we highlight the importance of our solution concerning the Eu-
ropean Union General Data Protection Regulation (GDPR) [104], and in particular,
with the data minimization principle. Article 5(1)(c) says that personal data shall be
adequate, relevant, and limited to what is necessary in relation to the purposes for which

they are processed.
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Enforcing User’s Preference in OSN Advertising

Social network advertising is currently one of the most effective advertising types available
to promote a product or a brand. The problem discussed in this solution concerns the
possibility to ensure that advertising reaches really interested users, and also to prove
this. At this aim, we propose the use of blockchain to store users’ interest and to obtain
an assertion that a user is interested in a product before the advertising is shown. The
proposal has been implemented by a Solidity smart contract in Ethereum and has been

shown to be effective and cheap.

15.1 Introduction

Social networks represent one of the revolutionary applications of the Internet and
are currently the place where hundreds of millions of people reveal the most of their
information, from personal data to visited places, friends, listen music, watched TV,
and, in general, preferences and interests. Often, these data are publicly available,
so that anyone can elaborate and obtain useful information: for example, there have
been companies that have built their business by analyzing social network data to
offer support in optimizing marketing campaigns. However, for legal reasons, this
can be done on aggregated data.

In the last years, social networks have looked at the possibility to monetize the
information coming from the membership of their users by third-party advertisers.
One of the most famous examples is Facebook Adv [12], which supported by the
fact that more than two billion people use Facebook every month, is able to create
and run campaigns using simple self-service tools, allowing the client to choose an
objective, select an audience, decide where to run the advertising, and set a budget.
Moreover, Facebook Adv offers tools to check if one version of advertising is work-
ing better than another, or if it is being delivered efficiently, and make tweaks and

adjustments as needed.
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In facts, social network advertising is surely the most effective solution to draw
attention to a product, a service, or an event. One of the major reasons of this ef-
fectiveness is that social networks can take advantage of the users’ information and
target their ads appropriately. Indeed, users provide social networks with demo-
graphic information, images, interests, purchasing patterns, device usage, and other
activities and this piece of information is exploited to display advertising with char-
acteristics that match those of users. This is important also from the user-side, since
users see advertisements that might actually interest them, instead of general not
personalized advertising. In these cases, social network is the only owner of user’s
interest and this piece of information is an important asset which cannot be shared,
so that it is not possible for a third party to be sure that a social network has sent
advertising only to really interested users.

A recent technology is that of Distributed Ledger, whose most famous example is
blockchain. It is based on the concept of pseudo-anonymity [62], in order to preserve
the linkability of the transactions made by users. Moreover, there exist solutions that
integrate digital identity with the various advantages in using blockchain technology
for a real scenario [59].

In this solution, we face this problem by proposing a technique allowing a social
network to prove to a third party that a user reached by the advertising is really
interested in that. The key idea is to rely on blockchain to store users’ interest and
to obtain an assertion that a user is interested in a product or a category before
the advertising is shown. Everyday companies invest resources to obtain consistent
revenues from advertising campaigns, our approach could improve the strategy used
in advertising and marketing to prevent the waste of time and money derived from
wrong targeting options. Furthermore, users could disclose interests in receiving
targeting advertising and in having a proof of declared interest.

Specifically, we implemented our proposal on Ethereum, a global, open-source
platform for decentralized applications, which control digital value, run exactly as
programmed, and are available anywhere in the world. We wrote a smart contract
that is exploited by social network users to publish their interests. Since users are
referred by Ethereum address, which are pseudo-anonymous alphanumeric strings,
no information leakage occurs, and users’ privacy is kept. On the other part, social
networks use the same smart contract to have a proof that the user receiving adver-
tising matches the targeting: this proof is publicly available on the blockchain as an
event. Finally, by analyzing the implementation costs of our proposal, we conclude

that it is also a cheap solution.
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15.2 Proposal

To introduce our proposal, we describe a scenario motivating our research. We have
a company that wants to create a social advertising campaign in order to get more
people to buy its products. Let SN the social network on which the campaign will
be carried on. The company chooses the audience that it wants to reach with the
advertising campaign (this is called targeting). There are a lot of targeting options,
including choosing an audience based on demographics, age, social state: however,
the company wants to reach people interested in what it offers. The social network
allows its users to declare their interests and likes, so that the mapping between
company requests and users’ interests can be easily found.

However, since users’ interests are private and known only to the social network,
the company wants to be sure that the targeting is correctly identified, that is the
company wants to contrast the possibility that the social network sends advertising
to not interested people with the only purpose of increasing the money gain.

The system we propose aims at solving this problem by exploiting the power
of blockchain, a distributed database storing a continuously-growing list of blocks.
Each block contains a certain number of transactions and the digest of the previ-
ous block, so that an order of transactions is established and the older the block,
the harder it will become to tamper it. In our proposal, we exploit smart contract,
general purpose applications that take place on the blockchain and are able to gener-
ate transactions depending on certain conditions. Such applications implement self-
enforcing business logic, and a non-repudiable and authoritative record of transac-
tions is left on the blockchain. For space limitation, we cannot discuss such aspects:
the interested reader can find useful information about blockchain, smart contract,
and applications in [208].

In our scenario, we consider a generic social network user U and let I = (iy,...,1,)
be an ordered set of interests, such as Arts, Music, Movies, Reading, Games.

Let SM be a smart contract deployed in the blockchain, declaring two functions
setPref and checkPref, whose use will be described below. Now we show the ac-

tions carried out by the social network and its users according to our protocol.

1. Blockchain registration. First, both the social network and its users register a
blockchain account. Each one generates a pair of private and public blockchain
keys and the corresponding blockchain address (typically, it is a portion of
the cryptographic hash of the public key). The information about the user’s
blockchain address is added to the social network profile of the user, and it can

be a piece of private or public information.
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2. Declaration of interests. When the user declares the own interests on the social
network, a bit-string B = (by,..., b,) is generated such that b]» =1lwithl<j<n
if and only if the user is interested in i;. Then, the user generates a blockchain
transaction to call the function setPref, which has B as input. This function
stores in the smart contract the interests declared by the user.

For example, consider I = (Arts, Music, Movies, Reading, Games). If U is inter-
ested in Arts and Reading, then B=(1,0,0,1,0).

3. Advertise sending. After the advert has been created, the company defines the
targeting by means of the interests: let B’ be the bit-string {b],...,b;} such that
b]’- =1 with 1 < j <nif and only if the advert should be shown to users interested
in i;. Again, with reference to the example above on the interests in I, if the
campaign is for users interested in Arts, then B’ =(1,0,0,0,0).

Now, the social network extracts the list of users interested in the advert and, to
prove such an interest, the social network generates, for each user, a blockchain
transaction to call the function checkPref, which has A and B’ as inputs, where
A is the blockchain address of the user. This function verifies that there is an
interest of this user in the advert (by comparing the bit-strings B and B’) and

emits an event that logs the result of this check.

Once the advertising campaign carries on, the company can measure the spread
of the campaign by looking at the events on the blockchain. Moreover, the social
network can prove to have sent the advertising only to people who declared such an
interest.

In the next section, we show an implementation of our solution on Ethereum,
which is the most used one for this kind of applications. Moreover, we give some

detail about the cost of implementing our solution.

15.3 Implementation

In this section, we describe the detail regarding the implementation of our solu-
tion. We designed and deployed a smart contract, which implements the functions
described in the previous sections. The smart contract, called Advertising, is im-
plemented in Solidity, a statically-typed programming language designed for de-
veloping smart contracts, compiled to bytecode and executed on a suitable virtual
machine (EVM).

The developed smart contract, which contains two functions, is reported in List-
ing 15.1. Every user is associated with an Ethereum address and can have a property
userMapping indicating an advertising setting (Line 5). We decide to introduce an

event Setting, which has as input the address of the social network, the address of
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the user and the result of the function, which is used to notify if an advertising is
compliant with the user preference. The function setPref (Lines 8-10) is used by the
user to set preferences: this choice is stored in the mapping userMapping. It is worth
noting that the mapping is generated from msg. sender, the address of the user who
calls the function setPref. The function checkPref (Lines 12-18) is called by an
OSN interested in providing a targeted advertise for the user. This function compare
the advertising request coming from the OSN with the one of the user (Line 14): the
first comparison is done by an exclusive OR, which returns 1 where corresponding
bits are different. This result is compared by an AND with not u_preference, in
such a way that the result is zero if and only if the difference reported by the XOR is
due to a bit equal to 1 of u_preference. In words, the result is true only if the user
is interested in all the topic of the advertising.

The call to this function generates a Setting event reporting the reference to
the user and the OSN, and the result of the call: in particular, the result will be
true if the advertising request from the OSN is compliant with the user one, false
otherwise. The use of events is necessary because the actual value returned by a
function is always the hash of the transaction that’s created: indeed, transactions
do not return a value to the front-end because they are not immediately mined and
included in the blockchain. As a solution, to obtain return value from the function,

the front-end needs to keep watching for that event.

pragma solidity ~0.5.9;

contract Advertising {

mapping(address=>uint) private userMapping;

event Setting(address osn, address user, bool result);

function setPref(uint pref) public {
userMapping[msg.sender]=pref;

}

function checkPref(address a, uint osn_request) public {
uint u_preference=userMapping[al;
if ((u_preference~osn_request)&($\sim$u_preference)>0)
emit Setting(msg.sender, a, false);
else

emit Setting(msg.sender, a, true);

= = = e = e = e
OCONAOUIHRWNFOWOVWONAUTIRWN -

Listing 15.1: Code of the smart contract.

In order to test this smart contract we used Etherscan [11], a Block Explorer and
Analytics Platform for Ethereum, where it is possible finding all the Ethereum trans-
actions. Particularly, when a function of the smart contract is called, the transaction
starts and, after few seconds, it is visible on Etherscan. Moreover, in the section Event
Logs, the events emitted during the execution of the function are also shown. The

contract has been implemented by Remix - Solidity IDE [14] connected with Meta-
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mask [13], an extension for accessing Ethereum enabled distributed applications
from the browser: the Ethereum testnet used is Ropsten.

The deploy of the contract, which is done one-tantum, costs 210 Micro(ETH)
(in June 2019, this is about 0,051 $); the call to the function setPref costs 42 Mi-
cro(ETH) (about 0,010 $) and the function checkPref costs 23 Micro(ETH) (about
0,0056 $).

In summary, by paying 1 cent, a user can set the advertising preferences, whereas
an OSN can check the compliance with users’ choices of about 200 advertisings for

about 1 dollar.

15.4 Related Work

In this section, we survey papers related to our proposal, which focuses on advertis-
ing in OSNS.

Targeted advertisement can enhance the success rate for selling products. The
aim of [165] is presenting a model of advertising in OSNs. Particularly, the authors
want to establish the following purchasing of a product from a given number of
OSNs users and buyers. In their model, they consider several influence mechanisms
and multiple rating levels.

In [242], the authors propose a study to analyze the advertising response in on-
line social networks. This study defines a model based on collected data about the
role of perceived enjoyment in advertising, that is perceived enjoyment is considered
as a predicting variable of social influence and advertising variables.

In [175], OSN advertising services are explored as phenomena influencing online
advertising markets. The authors suggest that most of OSNs are funded via adver-
tising on their site. They concentrate on Facebook: they measure the Facebook Ad-
vertising Platform with suggested bids and then analyze bid data. They state that
suggests bids to advertisers are calculated via sampling recent winning bids, fur-
thermore, advertiser interest is focused on different parameters such as location,
user interest, and age.

The paper [270] is focused on the targeting problem for advertisers. The authors
identify two algorithms based on two prospective: OSN and advertiser. The former
algorithms is a polynomial time algorithm, the latter reveals that advertisers reach
more target audience by targeting subsets than directly targeting the users.

In [209], social relationships through online social networks are documented to
validate the marketing value based on OSNs. The authors distinguish bonding and
bridging connections in online social network and they analyze the impact of so-

cial capital, social status and sociability on response to advertising. Social capital
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has a positive effect regarding response to advertising, this concept brings about
relationally-oriented and marketing-oriented management OSNs.

The paper [213] individuates the need for more effective advertising strategies
in OSNs, because many of them are not able to generate consistent profits through
advertising. The authors provide a probability-based method to forecast communi-
cation activity in Online Social Networks of users. They suppose that can be useful
to identify more influential and active users, these ones can affect connections and
contents online.

Several issues [172] arise regarding the implications of online advertising for the
privacy of web users. These issues can expose users to attacks exploiting person-
alized advertising campaigns based on target bids; for example, a company with
malicious aims, could extract information about the user.

The paper [148] analyzes the possible causes of privacy breaches and proposes
several attacks generated from advertising systems with micro-targeting capabili-
ties. The authors focus on the Facebook case study, in particular, on the risks of user
privacy leakage. They argue that even the result of internal data mining, and not
only using improper anonymization techniques, can attempt to breach the privacy
of users.

In [107], the authors investigate how privacy regulation influences online adver-
tising effectiveness in the European Union. This regulation defines restrictions for
advertisers about collecting data on web users, the paper gives explanations about
the loss of potency in not targeted advertising techniques. “Reactance” [253] is a
motivational state when consumers resist something they find different by behaving
in the opposite way to the one intended. This way, users can have the perception of
unexpected control over personal information.

From the review of the state of the art, we conclude that targeting operation in the
advertising coming from social network is relevant both for SN users and companies
and that the aspect of users’ privacy is very important. We believe that our proposal
is the one that reaches the purpose of maintaining a correct and verifiable connection
between the preferences of users and the advertising campaign of companies, yet

keeping private user’s information.

15.5 Conclusion

Blockchain technology is currently used in a lot of applications, from banking to in-
dustry, because it provides a registry and inventory system for the recording, track-

ing, monitoring, and transacting assets [247]. By relying on this technology, in this
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chapter, we proposed an approach to match user’s preferences and the advertising
campaign, in such a way that this matching can be proved by the social network.

A strong motivation for users to declare their interests is to receive personalized
advertising: after they have published their interests, any social network can reach
them with the most suitable products or services, provided that a user is registered
in that social network. It is worth noting that in our approach user’s interests are
not declared on the online social network (as currently happens), but only on the
blockchain. So, it is not necessary to ensure that the interests declared by the users
match those they defined in the online social networks.

Our solution has been developed on Ethereum and has been shown to be cheap
and effective. It enables a social network to comply with the general principle of
accountability, also stated by the General Data Protection Regulation (GDPR) intro-
duced recently. Indeed, leveraging blockchain, a social network is able to manage
user preferences and can demonstrate that a user chose a particular interest in case

of need (e.g., complaint from a user or a company).
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Final Conclusions
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In this thesis, we have presented new perspectives on balancing the demands of
anonymity, privacy, and accountability in various application contexts. These points
of view regard: (i) anonymity and digital identity, (ii) privacy and accountability and
(iii) privacy and social network.

In the first part of this thesis, we described some basic concepts that are in com-
mon for every proposal included in this thesis.

In the second part of this thesis, we started by proposing a model that enables the
execution of blockchain transactions linked with a public digital identity to enable
digital-identity aware applications. Then, we applied this primitive to several chal-
lenges and contexts. In particular, we developed a solution that enables Ethereum
transactions among secure digital identities not yet registered to a blockchain-based
system. We also proposed a system that guarantees a certain degree of anonymity by
not revealing users’ whole identities while allowing users to prove the possession of
some attributes to access an online service. Then, we explored the advantages of fog
computing compared with the GDPR principle of data minimization in a healthcare
scenario.

The third part of this thesis starts defining an access control scheme relying on
blockchain technology that guarantees users’ anonymity and the unlinkability of
their different requests. Then, we presented a practical system for a real-life ser-
vice delivery scenario that integrates the features of Ethereum’s smart contracts with
an Attribute-Based Encryption scheme. Then, we faced the challenges of an energy
trading scenario by proposing a solution based on Ethereum and smart contracts
that meets accountability and privacy requirements in smart grids. Finally, we de-
fined a solution that allows the sharing of health records guaranteeing unlinkability
between patient’s identity and e-health records.

As for the fourth part, we first proposed an approach that combines blockchain
technology with a highly adaptable model to define and verify users’ privacy set-
tings in social networks. Then, we explored how social networks can be exploited
to issue and verify claims and credentials for accessing online services responding
to the logic of selective disclosure of attributes. Finally, we developed a solution to
match user preferences and advertising campaigns to manage user preferences and
demonstrate, in case of need, the compliance with interests already declared and

registered on the blockchain.
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