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ABSTRACT This paper deals with the principal aspects emerging from the application of trust techniques
to the IoT domains with respect to the particular viewpoint of an IoT environment. We consider intelligent
agents technology to add social behavior to the community of the smart objects, and we analyze the
fundamental role of the concepts of trust and reputation in this perspective. Also, we analyze the existing
architectures for IoT and explain how to integrate IoT with fog/edge computing. Besides discussing the main
proposals present in the literature, the key contribution of this paper consists of providing a comparative
study of the main current architectures for modeling trust in IoT environments. In this setting, we propose a
comparison based on the important characteristics of the IoT layer and the architecture type. Such an analysis
allows us to highlight both advantages and limitations of each approach, and to discuss the emerging research
challenges.

INDEX TERMS Internet of Things, multi-agent system, reputation, trust, edge/fog computing.

I. INTRODUCTION
In 1999, Kevin Ashton predicted the Internet of Things (IoT)
age [8], as an era in which people and objects would be
linked over the Internet. The most relevant aspect of IoT is
that it achieves multi-dimensional and context-aware smart
environments for every aspect of our life. From a general
viewpoint, IoT can be assumed to form a global network
infrastructure formed by smart objects which can be hetero-
geneous and provided of cooperating, sensing and reasoning
capabilities. More in detail, in real time such smart objects
can sense the environment where they are living and acting
to modify it by using a wide range of different sensory, com-
munication, networking, information technologies and social
interactions. These smart objects can monitor and collect data
about human life, and these data can be aggregated, fused,
processed and analyzed in order to extract helpful information
to allow omnipresent services. Recently, an overwhelming
amount of IoT applications and services have been emerging
intomarkets, e.g., supervision, health care, security, transport,
and distant object monitor and control.

The associate editor coordinating the review of this manuscript and
approving it for publication was Francesco Piccialli.

In this context, Trust management (TM) plays an important
role for allowing reliable data mining and fusion, in order
to provide qualified services with context-aware intelligence,
and for enhancing user privacy and information security.
It helps people to overcome perceptions of uncertainty and
risk, and engages in user acceptance and consumption on IoT
services and applications.

In this paper, we describe the principal aspects emerg-
ing from the application of trust techniques to IoT domains
discussing in particular how the traditional trust concepts
developed in the domains of the Information Systems and
Multi-Agent Systems (that we will consider in Section II)
can be adapted to the IoT. In particular, we will consider the
particular viewpoint of an IoT that exploits the intelligent
agents technology to add social behavior to the community
of the smart objects and we will analyze the fundamental role
of the concepts of trust and reputation in this perspective.
Section V is entirely devoted to examine this aspect. Then,
in Section III, we analyze the existing architectures for IoT,
highlighting the problems of Three-Layer architecture that
have been largely overcome by the SoA architecture. While
in the Section IV, we explain how to integrate IoT with
fog/edge computing. Also, in Section VI, we will discuss
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the features of the main proposals present in the literature,
categorized on the basis of the particular used approach
(hierarchical model, reputation mechanisms, derived from
social networking, fuzzy techniques, mechanisms based on
nodes past behavior or on routing strategies) and we analyze
the most relevant available solutions related to trust in IoT.
Furthermore, the key contribution of this paper consists of
providing a comparative study of the main architectures pro-
posed in the literature for modeling trust in IoT environments.
In this setting, we propose a comparison based on some
important characteristics of the IoT layer and the architecture
type. This analysis allows us to highlight both advantages and
limitations of every approach, and to discuss the emerging
research challenges. We present the results of this analysis in
the final Section VII.

II. TRUST
Trust is a complex concept influenced by different measur-
able and non-measurable properties. It is linked to security
because system security and user safety is necessary to obtain
trust. On the other hand trust is more than security. It relates
goodness, strength, reliability, availability, ability, or other
characters of an entity. For this reasons, trust is more arduous
to establish, ensure and maintain.

The term trust is being used in the literature with a variety
of meanings. Among them, there are two widely accepted,
common definitions of trust: reliability trust and decision
trust. Reliability trust can be understood as the reliability of
something or somebody, as confirmed by the definition of
Gambetta [29]:
Definition 1 (Reliability Trust): Trust is the subjective

probability by which an individual, A, expects that another
individual, B, performs a given action on which its welfare
depends.

However, trust can be more complex than Gambetta’s
definition indicates. Indeed, Falcone and Castelfranchi [25]
admit that having high reliability in a person is not enough to
start a situation of dependence on that person. In particular,
they write: ‘‘For example, it is possible that the value of the
damage per se (in case of failure) is too high to choose a
given decision branch, and this independently either from the
probability of the failure (even if it is very low) or from the
possible payoff (even if it is very high). In other words, that
danger might seem to the agent an intolerable risk.’’ For this
reason, the trust definition of McKnight and Chervany [52] is
more accurate and general.
Definition 2 (Decision Trust): Trust is the extent to which

one party is willing to depend on something or somebody in a
given situation with a feeling of relative security, even though
negative consequences are possible.

This definition implies a certain risk attitude in the sense
that the trusting party is willing to accept the situational
risk. In the literature, there are a few computational trust
models that explicitly take risk into account [30]. In [50],
the author avoids expressing measures of trust directly, and
instead develops a model around other elements such as

transaction values and the transaction history of the trusted
party. Instead [36] discerns reliability trust from decision
trust, and develops a mathematical model for decision trust
based on more finely grained primitives, such as agent relia-
bility, utility values, and the risk attitude of the trusting agent.

A. TRUST MODEL CONCEPTS
By our studies we can observe that trust has been conceptual-
ized in several ways. Indeed in the literature, there are many
trust models [7], [20]–[22], [32], [60], [62]. Moreover, some
of them address behavioral problems [18], [32], [41].

In the following of this section, we briefly discuss the main
trust concepts: behavior trust, reputation, honesty, accuracy.

1) BEHAVIOR TRUST
Behavior trust is considered as a needful element in any
Internet-based transaction. In open and dynamic environ-
ments, the devices come into contact with other unknown
and possibly hostile devices. In the literature, there is a lot
of confusion regarding the definition and management of the
behavior trust [5], [20], [23], [32]. Thus we cite a common,
accepted definition of behavior trust: a device is trustworthy
if there is a firm belief in the competence of the device to
act as expected such that this firm belief is not a fixed value
associated with the device but rather it is subject to the
device‘s behavior and applies only within a specific context
at a given time [13].

2) REPUTATION
In a dynamic environment, devices are vulnerable to risks
because of unknown, incomplete, or distorted information
about each other. One way to solve this problem is to use
the concept of reputation [24], [53]. When a device x wants
to collaborate with another unknown device y, it can rely
on other for information pertaining to y. The definition of
reputation is contained in [13]: The reputation of an entity
is an expectation of its behavior based on other entities’
observations or the collective information about the entity’s
past behavior within a specific context at a given time.

Moreover, the reputation value depends on two factors:
(i) the honesty of the information source and (ii) the accuracy
of the information received.

3) HONESTY
When asking for information about a device, the reputation
value could be compromised by devices that are not well-
informed or that have a wrong perception. This happens
because there are devices that have a malicious behavior
and want to alter the reputation calculation. The definition
of honesty is: A recommender is said to be honest if the
information, pertaining to a specific entity within a specific
context at a given time, received from entity is the same
information that entity believes in [13].

Honesty is a critical factor in any trust model. It cannot
be assumed that the devices are honest. For this reason, it is
necessary to implement a mechanism to compute honesty and
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use this measure to weed out and prevent dishonest recom-
menders from influencing the recommendation network.

4) ACCURACY
The goal is to ensure that the received information pertaining
to device y is reliable. The definition of accuracy is: a rec-
ommender is said to be accurate, if the deviation between the
information received from it pertaining to the trustworthiness
of a given entity y in a specific context at a given time and the
actual trustworthiness of y within the same context and time
is within a precision threshold [13].

III. IoT ARCHITECTURE
This section analyzes the existing architectures for
IoT: (i) Three-Layer Architecture and (ii) SoA-Based
Architecture.

A. THREE-LAYER ARCHITECTURE
The three-layer architecture represents a common basis archi-
tecture which is realized in many systems [72]. The generic
IoT architecture is composed by three layers: 1) application
layer, 2) network layer, and 3) perception layer.

1) PERCEPTION LAYER
This layer (also known as sensor layer) is located at the
bottom of the architecture [10]. The perception layer coop-
erates with physical objects using smart devices (as RFID,
sensors, etc.). The main goal is to interrelate objects in the
IoT network, and to estimate, gather and process the state
information of these objects through deployed smart devices.
Finally, the processed information is transmitted to the upper
level through layer interfaces.

2) NETWORK LAYER
The network layer is central in the IoT architecture: because it
is located in the middle layer of architecture [40] and receives
all the information released by perception layer; it establishes
the path that the data must travel to the IoT hubs, devices, and
applications through integrated networks.

3) APPLICATION LAYER
The application layer, also called the business layer, is located
in the top of the architecture [3]. It receives the data from the
network layer and exploits it to release the required services.
This layer contains a number of applications with different
requirements. For example, smart grid, smart transportation,
smart cities, etc. [67].

In order to overcome the limits of the three-layer architec-
ture, the recent literature has proposed the service-oriented
architectures (SoAs), which represents a generic and flexible
multilayer architecture for IoT.

B. SoA-BASED ARCHITECTURE
SoA is a component-based approach used to connect several
functional units of an application through interfaces and pro-
tocols [9]. SoA represents a tool to design the workflow of

coordinated services, and favors the reuse of software and
hardware components.

Adopting the SoA approach in the IoT architecture will
generate four layers: the perception layer, network layer,
service layer, and application layer. In particular, the per-
ception layer is the bottom layer of the architecture, and
estimates, gathers and extracts the data of the devices [33].
The network layer defines routes and caters data transmission
through integrated heterogeneous networks. The service layer
is between network layer and application layer, produces
services to the application layer, as service discovery, service
composition, service management, and service interfaces [9].
The application layer supports several applications, like smart
grid, smart cities, and so on.

IV. FOG/EDGE COMPUTING FOR IoT
Now, we present an approach on how to integrate IoT with
fog/edge computing. First of all, we remark that the IoT
devices produce more information that can be collected and
processed through big data to turn it into something that
is useful. Moreover, data coming from IoT applications are
unstructured, and need further processing to deduce helpful
information. The big data and IoT can operate well with each
other. IoT will influence big data in data storage, data pro-
cessing, and analytics. In particular, in IoT, continuous flows
of data will influence the data storage capacity in various
organizations. A solution is to displace the data into the cloud,
but an organization must consider the nature of the IoT data
to select a technology for performing big data processing
and analytics. For example, NoSQL document databases may
be appropriate because they supply high throughput and low
latency.

In several IoT applications, the miriads of IoT devices
are located in large geographical areas. The large amount
of produced data must be stored, processed, and analyzed
efficiently [26]. Unlike the cloud infrastructure can perform
all the operations related to the data, fog/edge computing can
support the entire process because fog resources are closer to
the IoT devices [66].

A fog/edge computing node is any devicewith the ability of
storage, computing, and network connectivity, as illustrated
in the Figure 1. These devices are placed anywhere with
a network connection, and gather the data of other devices
affiliated with IoT applications. In this way, data with high
priority can be processed at once by fog/edge computing
nodes, as they are closer to the IoT devices that produce the
data.

On the other hand, the fog/edge computing introduce new
challenges in the IoT. For example, it is necessary to effi-
ciently handle fog/edge computing infrastructure and assign
the resources to IoT devices. Each fog/edge service node has
limited computing and storage capability, therefore they must
be optimally administrated and positioned for IoT devices
to supply requested services efficiently. Another challenge
is how to efficiently manage fog/edge computing resources.
The allocation of the fog/edge nodes is a delicate and
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FIGURE 1. The Fog/Edge computing.

TABLE 1. Related works on trust assessment.

complex phase because fog/edge nodes, such as service avail-
ability, energy consumption, and even revenue. Also, trust,
security and privacy issues (authentication, access control,
intrusion detection, trust management, etc.) in fog/edge com-
puting infrastructures that integrate with IoT resent numerous
challenges [17], [19], [28], [54], [59], [70].

V. TRUST IN IoT
The concept of trust is already present in different IoT con-
texts and with different meanings. As shown in previous
section, it is an elaborate notion which currently has not
been correctly contextualized in the scientific literature. The
primary problem with most approaches towards trust defini-
tion is that they do not allow to fix metrics and evaluation
methodologies. Also, in order to meet the trust requirements,
it is necessary to manage identity and access control.

The proposals present in the literature are based on: hier-
archical model, reputation mechanisms, approaches derived
from social networking, fuzzy techniques, mechanisms based
on nodes past behavior or on routing strategies. Our work
analyzes the most relevant available solutions related to trust
in IoT field. We summarize them in Table 1 and we present
the related discussion later in this section.

A. SOCIAL NETWORKING
In [14] and [15], the authors analyze the impact of the trust
of the individual IoT entities. The smart objects are human-
carried or human-related devices, so they are located in public
areas and communicate with each other via wireless channels,
thus are subject to malicious attacks. Often smart objects are
heterogeneous and must work together to complete a task.
The social relationships are divided into three categories:

friendship, ownership and community. In particular, the users
are friends among them (i.e., friendship), users have the
devices (i.e., ownership) and the devices are part of several
communities (i.e., community).

Malicious nodes realize trust related attacks to interrupt
the basic operation of IoT, as self-promoting, bad-mouthing
and good-mouthing. In [14], the authors propose trust man-
agement protocol for IoT that is distributed, encounter-based,
and activity-based. In particular, two nodes that interact with
each other release a trust evaluation and exchange it with
other nodes, so they calculate an indirect rate that seems
a recommendation. The parameters used for the calculation
of the trust are: honesty, cooperativeness, and community-
interest. Therefore, this dynamic protocol is able to find
the best parameter of trust even if the environments change
dynamically, in order to maximize the performance of the
application.

An analogue approach to evaluate the trust is presented
in [56]. The authors propose the integration of social net-
working concepts into IoT, called Social Internet of Things
(SIoT). In other words, the smart objects in IoT are able to
institute social relationships in an autonomous way. Also,
they introduce a reputation-based trust mechanism to limit
the malicious behaviors aimed at misleading other nodes, In
this way, only trusted nodes can use services and information
delivery. A subjective model for the management of trustwor-
thiness is defined, such as those introduced in [37], [42], [64],
[74], [75]. Every node calculates the trust of the friends by
using its experience and the opinion of the common friends.
Therefore, a node selects the service provider with the highest
trust level.

In the social network context, in [39] Lacuesta et al. intro-
duce a secure distributed ad hoc network. It ensures a quick,
easy and secure access to users to surf the Web because is
based on direct peer-to-peer interactions and communities
creation. In the network, every device and community have
an identity and change the trust of other nodes by considering
their behavior. Among the parameters to be taken into con-
sideration are: physical proximity, fulfillment, consistency
of answer, hierarchy on the trusted chain, similar properties,
common goals and warrants, history of interaction, avail-
ability. Chains of confidence will allow the establishment of
groups or communities and unique identities for the access
to services as well as for the spreading of group information.
Security is establishedwhen users access the network through
the use of the trust chain generated by nodes, which he/she
crosses.

B. FUZZY TECHNIQUE
In [49], the authors show that the traditional access con-
trol models are not appropriate in contexts where identi-
ties are not known in advance, as the decentralized and
dynamic IoT scenarios. Indeed, the devices prefer to share
services and resources only with those it trusts [14], [56].
Then the authors introduce a Fuzzy approach to the Trust
Based Access Control (FTBAC). The trust is computed in
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FTBAC by considering the following factors: experience,
knowledge and recommendation. The trust values are then
mapped to permissions, requests for access along with cre-
dentials establish a proof for consenting the access or not.
FTBAC consists of three levels: Device Layer, Request Layer
and Access Control Layer. The first layer comprise all IoT
devices and our communications. The second layer collects
experience, knowledge and recommendation information and
computes fuzzy trust value. The third layer is involved in
decision making process and associates the calculated fuzzy
trust value with the access permissions, by following the
principle of least privilege. The simulation results prove that
FTBAC ensures flexibility and scalability and it is energy
efficient. Indeed, managing access through a solution based
on cryptographic protection enhances the trust level, but
it produces extra overhead in terms of time and energy
consumption.

Wang et al. [71] presents a fuzzy approach to calculate
the trust. It is composed by three layers: sensor layer con-
sisting of physical devices, core layer that includes access
network and Internet, and application layer that comprises
distributed networks, application systems and interfaces. For
the users, IoT system is considered as a Service Provider
and the trust management allows the IoT to provide more
qualified services to any Service Requester. This trust model
incorporates three passages: extraction, transmission, and
decision-making. To carry out the layered trust mecha-
nism, the authors utilize a fuzzy set theory and formal
semantics-based language. Also, they define security poli-
cies based on a decision-making function according to user
trust score. The user can enter to the IoT only if his/her
credential satisfies these security policies. Noteworthy, this
paper does not define a new trust model, but institutes an
overall framework that includes the trust models already
defined.

In [45], [46], the authors describe a trust model to preserve
the user security by matching location-aware, identity-aware
information and authentication history. When a user requires
a service, he/she obtains a value of trust. There are three
authentication approaches, one for each trust value (i.e, high,
medium and low). In the case of low trust value, the users
must provide biometric information. If the value trust is
medium, they must use a PIN for login. Finally, in the case
of high trust value, they do not use extra key because already
signed on the VID. The target is to obtain a classification of
the services through a fuzzy approach in order to appraise the
sensitivity of the transmitted information.

For trust management, Gu et al. [31] propose a layered
IoT architecture composed by three layers: sensor, core and
application. In particular, a formal semantics-based and the
fuzzy set theory are exploited to implement the trust mecha-
nism. Each level has a different management of the trust to
achieve the following objectives: self-organization, routing
and multi-service. Each user (i.e., service request) collects
the trust information and executes the final decision-making
taking into account his policy requests.

C. COOPERATIVE APPROACH
Liu et al. [44] introduce a hierarchical trust model for IoT
to detect malicious behavior of neighboring nodes. They
propose a Verifiable Caching Interaction Digest (VCID) to
monitor object-reader interaction. Also, the paper contains a
long-term reputation mechanism to administrate the trust of
organizations.

In [63], the authors define a decentralized approach to
handle cooperation in a heterogeneous IoT architecture. In
particular, they introduce a trust management system for
IoT able to evaluate the trust of a node based on its past
behavior. This model calculate trust value regarding both
direct observations and indirect observation coming from
the neighboring nodes. The trust management system con-
sists of several phases: (i) collects the trust value of the
nodes; (ii) establishes a collaborative service with the nodes;
(iii) performs self-updates by retrieving information from
past experiences; (iv) for each interaction during the learning
phase, sets a recommendation score to each node.

In [58], Ping et al. define an attack-resistant trust man-
agement model for distributed routing in IoT. In distributed
routing systems, this model calculates and propagates the
reputation, allows to establish reliable trust relations between
self-organized nodes and overcomes possible attacks. Ref-
erence [47], the authors propose a trust system based on
node behavior detection. The recommended trust and history
statistical trust are computed by evidence combination and
Bayes algorithm.

D. IDENTITY-BASED METHOD
Liu et al. [43] use a Web Social Networks and determine
a trust management for IoT based on an identity-based key
agreement that happens through a distributed self-organizing
key negotiation process. To improve security for the network
lifetime, this protocol limits attacks from outside the network
and identifies malicious nodes.

In [51], the authors introduce an identity-based network
protocol to monitor the movements of the nodes from a host-
to-host during the delivery processes. Also, it must divide
the node identification from host addressing. The mutual
authentication of nodes takes place through signature of the
identity attributes, emitted by a trusted third party. Note that
the identity information is disclosed only to the authorized
subjects. Also, nodes and a Domain Trusted Entity constitute
a globally trusted infrastructure by the pre-sharing of cryp-
tographic certificates. The communications that take place
between them are protected by cryptographic protocols and
signature mechanisms.

Reference [68] highlights that existing trust and reputation
approaches are inflexible because they not dynamically adapt
themselves to the evolution of the environment. Therefore,
they are not suitable for the heterogeneous and dynamic IoT
context. For this reason, the authors define a flexible mech-
anism to identify the most appropriate trust and reputation
model in heterogeneous environments.
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FIGURE 2. The architecture type.

TABLE 2. The IoT architectures.

VI. IoT ARCHITECTURES FOR TRUST
In this section, we summarize the architectures proposed
in the literature for modeling trust in IoT environments,
as shown in Figure 2. The trust values are saved in the things,
the fog, or the cloud. In particular, if the information is stored
in the things, when the candidate is selected, the following
factors must be taken into account: power and computation
capabilities, thing availability, and link quality metrics. In
Table 2, we show the two architectures used in the case just
discussed: centralized and distributed. In particular, there are
two architectures when the fog node is a directory: centralized
or distributed. While, if the trust information is stored in the
cloud, a fully centralized architecture is used.

A. CENTRALIZED ARCHITECTURES
Jayasinghe et al. [34] introduce a centralized architecture
for trust evaluation in IoT. In this proposal, trust comput-
ing and prediction module work on the cloud. They use a
publish-subscribe paradigm in which Service Providers (SPs)
and Service Consumers (SCs) exchange information with
the broker. In particular, SPs post the sensor data to the
broker and SCs receive notifications regarding their interests
from the broker. Abderrahim et al. [2] propose a centralized

architecture for their trust model. Each IoT device must regis-
ter with a centralized service server and itemize their services.
After receiving the feedback from the devices, the server cal-
culates and stores the reputation and contextual trust values.
Also, these authors enhance the proposal in [34] introducing
a clustered architecture to strengthen security and minimize
the number of stored trust values on each object [1].

Truong et al. [69] describe a centralized architecture for
trust management based on recommendation, reputation and
knowledge trust metrics. Recommendation metric is con-
sidered as the opinion of trustor-related entities to trustee.
Reputation metric is inserted to collect the global opinions on
the trustee. The knowledge metric represents the information
released by the trustee to ascertain its trustworthiness based
on trust metrics (i.e., cooperativeness, honesty, experience,
and community of interest). They propose a fog-based archi-
tecture to solve the scalability issue. In [63], the authors
propose a centralized architecture where a trust entity stores
the trust value of each IoT device and selects the best device
to offer a request. Also, in [73], the authors introduce a
centralized architecture to manage the trust. In particular,
service and path discovery are stored in a centralized database
server. There is also a central server that calculates, stores,
and updates trust values of the IoT objects.

Chen et al. [18] propose a new IoT trust architecture that
contains five layers: reputation management layer, organiza-
tion layer, software defined network control layer, node layer,
and object layer. Also in this case, the node and organization
reputations are managed through a reputation management
centralized repository. In [55], Namal et al. suggest a sys-
tem of distributed trust agents to produce and filter trust
parameters managed in a centralized manner. Also, in [6]
a centralized trust management architecture is introduced
where a supernode plays the role of centralized trust manager.
In particular, the system is partitioned into clusters and the
supernode uses a central repository to store the trust value of
the smart objects. In [65], the authors propose a centralized
scheme to estimate the entity trusts that offloads the overhead
from the resource-constrained IoT devices to a central unit in
the cloud, and avoids much of the communication overhead.

B. DISTRIBUTED ARCHITECTURES
In [11], the authors propose a distributed architecture for
modelling trust. Each object releases services and feedback
trust values. The reputation score for machines are calculated
in a distributed manner. The encrypted feedback and the
reported non-interactive zero-knowledge proof by interacting
machines are stored in decentralized public bulletin board.
Bao and Chen [14] model the trust through a distributed IoT
architecture, where the trust management is executed on each
smart object. Subsequently, they improve the architecture to
minimize the computation and the storage cost: each object
saves and updates only trust of the objects of its interest [16].
In order to allow IoT objects to save tamper-proof trust
information, Kouicem et al. [38] use their blockchain-based
architecture to model trust. The blockchain provides a
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TABLE 3. Research challenge.

tamper-proof data structure but it is not efficient compared to
storage footprint and lookup time [27], [35], [57], [61], [76].
But in this case, each object creates unnecessary redundancy
by storing the data of the whole system.

Mabodi et al. [48] introduce a multi-level trust-based
intelligence schema using the cryptographic authentication
to avoid gray hole attacks in IoT. In particular, the scheme
checks the trust level for the nodes in the network, finds
and eliminates the malicious gray hole nodes using control
packets. Moreover, Azad et al. [12] present a framework for
computing and updating the trustworthiness of participants
in the network in a self-enforcing manner. The trust score of
each device is automatically updated based on its previous
trust score and the up-to-date tally of the votes by its peers in
the network with zero-knowledge proofs to enforce that every
participant follows the protocol honestly. Alqahtani et al. [4]
design a trust-based monitoring scheme to improve the secu-
rity features in cloud-assisted IoT environments. This scheme
employs middleware and intelligent agents for managing user
and communication-level security.

VII. CONCLUSION AND RESEARCH CHALLENGES
The goal of this section is to point out on the main limitations
of the proposals analyzed in this work and to highlight the
points to be strengthened in the near future. We summarize
the main issues in Table 3, with particular reference to the
emerging challenges.

First of all, centralized trust architectures for IoT have sev-
eral problems: they introduce a single-point of failure and are
unable to handle the dynamic nature of IoT systems. Further-
more, with this architecture bottlenecks are possible, as all
devices must interact with a single centralized trust entity
consuming energy and disrupting communication bandwidth.

Distributed trust architectures for IoT are divided in the fol-
lowing manner: thing-layer-based, fog-layer-based, or cloud-
layer-based. For example, in [11], [14], [16] the authors
propose trust model at the things layer which has limited
computing and energy resources. Note that the things are
unable to offer like trust computation, trust propagation, trust
updates, and trust storage. In fact, only the architecture in [38]
introduce the trust model in the fog layer. The use of the
blockchain allows to store the trust values of the nodes and
to ensure scalability mobility.

Another issue to consider is that trust model functionality is
often implemented in the cloud, which introduces limitations
very similar to centralized IoT architectures. Recall that
our goal is to create safe and reliable smart environments,
this becomes very complicated with things that have low

power, memory, and processing data sources. In literature
there are various trust models that cope with trust attacks
but use high consumption of resources, therefore they are
not compatible with IoT. A suitable solution is represented
by the fog computing because it enables trust operations to
be done directly at the network’s edge. We discussed exten-
sively on how integrate IoT with fog/edge computing and we
have highlighted that there are several open problems. We
observed that, in literature, the application of trust models is
not adequately addressed, for this reason we discussed the
integration of the edge/computing and the IOT.

We also discussed the important issues that are still open.
In praticular, it is necessary to propose new IoT architectures
for modeling trust. These architectures must be efficient,
scalable, support mobility and taking into account the con-
strained capabilities of IoT devices. Hence, the distributed
architectures at the fog layer need to be deepened to avoid
the problems of bottleneck deriving from the cloud and the
limited capabilities of the things. The fog layer enables trust
computation, trust storage, and advertisement. So in order
to fill this research gap, trust models with fog computing
needs further investigation. In conclusion, the main goal of
this survey is to supply a accurate understanding of IoT and
its integration with fog/edge computing, an explanation of
the concepts of trust and reputation and all the problems that
derive from their application to the IoT context, the highlight-
ing areas that remain unresolved, in an effort to advance the
development of IoT.
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