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Abstract

An important issue in Online Social Networks consists of the capability to

generate useful recommendations for users, as peers to contact in order to

establish friendships and collaborations, interesting resources to use and so

on. This implies the necessity of evaluating the trustworthiness a user should

assign to other members of his/her online community. In the past literature,

a common approach for predicting trust is represented by a number of mod-

els that rely on “global” reputation: they are based on the evaluation of the

behaviors of the users, that is shared across the entire community. These

models, however, show an evident limitation due to the difficulty of taking

the effects of malicious or fraudulent behaviors into account, thus making the

feedback themselves . Other approaches, that consider also a local perspec-

tive of the trust, are limited by the fact they are supervised, i.e. they need

a training phase in generating recommendations. In this paper, we propose
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a novel approach to extend global reputation models with a local reputa-

tion, computed on the ego-network of the user, by means of an unsupervised

approach.

We characterize our model by considering (i) the different relevance given

to local and global reputation, (ii) the threshold that is used to consider a

user unreliable and (iii) the dimension of the user’s ego-network. Exper-

iments performed on a real data set show that global reputation is useful

only if the size of the user ego-network is small, as in the case of a newcomer.

Moreover, the combined usage of global and local reputation leads to predict

the expected trust with a high level of precision.

Key words: Online Social Network, Ego-network, reputation,

trustworthiness, complex network.

1. Introduction

Nowadays, an important issue in Online Social Networks (OSNs) research

is about the design of Recommender Systems capable of providing OSN users

with useful suggestions about peers to contact for friendships or collabora-

tions or content to access [4, 7, 45]. Such an issue leads to the necessity of

considering the opinions that different OSN users express about the other

users or each OSN content in order to evaluate, by means of suitable mea-

sures, the potential interest of a user about them. However, also in real

OSNs, recommender systems have to face with the general problem of ma-

licious or even fraudulent behaviors of some users, that results in unreliable

opinions which can negatively affect the effectiveness of the generated rec-

ommendations [2]. Therefore, the evaluation of the trustworthiness of users
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contacted in the past is crucial for any recommender system to identify un-

reliable opinions.

The issue of trusting own interlocutors widely emerged in large online e-

Commerce communities as, for instance eBay, and now it is largely discussed

in many OSNs which allow their users to create and share contents with other

users as well as opinions [41]. This is the case, for example, of specialized

OSNs like EPINIONS1 and CIAO2, in which users provide reviews concerning

commercial products falling in different categories, but also of more generalist

OSNs like the well known Facebook3 and Twitter4 and many others.

1.1. Limitations of global reputations models and research question

Almost all of these platforms face the issue of evaluating users’ trustwor-

thiness by adopting a reputation system. Reputation is a form of indirect

trust, where a user takes advantage from the opinions coming from other

users for evaluating the probable trustworthiness of an interlocutor [23]. In

these contexts, the reputation of a user is evaluated by weighting the feed-

back provided by the other users of the community: in CIAO and in EPIN-

IONS, for example, each user can post a review that can be evaluated by

the other users, such that a value of helpfulness is associated with each re-

view. Such a form of reputation is called global reputation, to highlight that

it has been generated by “averaging” on the feedback issued from the entire

community. Global reputation has been largely used in past recommender

1www.epinions.com
2www.ciao.com
3www.facebook.com
4twitter.com
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systems for OSNs [3, 11, 12] but its effectiveness in estimating trustworthi-

ness of unknown users is limited by the uncertainty about the reliability

of the recommendations. In other words, the question is: “who does cer-

tify the reputation?” Some approaches for facing such a problem, based on

methods for producing a certified reputation, have been proposed [5], but

these proposals do not seem suitable to be applied in an OSN context, due

to the difficulty of managing certification in large and strongly distributed

environments. Differently, it is a matter of fact that in almost all OSN envi-

ronments, there is the possibility for a user to create and maintain a network

of trusted users, generally called friends [14], whose opinions probably will

be considered particularly reliable by the user himself/herself.

In the aforementioned scenario, here we would like to pose the following

research question: “In order to compute recommendations for a user, is it

generally convenient to use the suggestions coming from all the other users of

the OSN, or would it be better to take into account only suggestions coming

from the user’s friends?” Giving an answer to this question it is not a trivial

task due to the issues explained below.

First of all, we have to consider that the number of user’s friends could be

insufficient to collect a (statistically significant) number of recommendations.

This is the case of a newcomer member, or a user that is not socially much

active. In these very common situations, the use of the sole suggestions

coming from the user’s friends does not appear very suitable in order to

generate effective item recommendations. As a consequence, it is necessary

also to use suggestions coming from the other members, not directly known

by our user and whose reputation should be computed by the recommender
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system.

A second crucial issue to consider is the necessity to have a reputation

model representing also the trustworthiness of the members that are not

friends of our user.

Regarding the first issue, in order to generate recommendations to a user,

it would be necessary to assign different weights to the suggestions (i) coming

from user’s friends (local recommendations) and (ii) those provided by the

other OSN members (global recommendations).

In order to deal with the second issue, it is necessary to compute for each

user of the community, say u, a trust score σ(u, v) for each OSN member v

that is not friend of u, and using this measure for generating effective rec-

ommendation to u. In other words, the recommender system should be able

to generate recommendations for the user u concerning the trustworthiness

to assign to each other user v not belonging to the friends of u.

The necessity of facing the second issue is a consequence of the first

one. Indeed, for evaluating the relative importance that u has to give to

local vs global recommendations of items, it is necessary to evaluate the

trustworthiness to assign to the OSN members that are not friends of u, and

thus computing recommendations of trust.

In the related literature, it has been widely recognized that the avail-

ability of social relations provides important opportunities for traditional

recommender systems. As stated above, social relations can be viewed from

local and global perspectives [31]. While local perspective deals with the

correlations among the user and his/her neighborhood, the latter one fo-

cuses on the reputation of the user in the whole social network. It has been

5



highlighted that OSN users are likely to ask for suggestions from their local

friends while they also tend to seek suggestions coming from users with high

global reputations. Therefore, both local and global views of social relations

can be potentially exploited in order to improve the performance of recom-

mender systems [42]. In consequence, some approaches exploiting local and

global perspective of social relations for recommender systems have been pre-

sented [42, 40, 29, 30]. In particular, these approaches have been recently

compared in [42] to demonstrate that the combination of local and global

contexts for recommendations introduces some advantages. However, the

aforementioned approaches are based on supervised recommendation models

that need of estimating their internal parameters on a set of training data,

and this fact implies some difficulties for a real-time updating of the model.

1.2. Our Contribution

In [9] we proposed to integrate the traditional use of the global reputation

with another form of reputation, called local reputation, that is based on the

recommendations coming by the entourage of the user (friends, friends of

friends and so on). This leads to consider the concept of the ego-network of

a user u, representing all the users both directly and indirectly trusted by u.

This ego-network is a sub-network of the entire social network, containing

all the information coming from the direct experience of u (i.e. the past

interactions that u had with his friend) and the information coming from

users that have at least a indirect link with u (i.e., friends of friends of u).

Consequently, this ego-network has a particular relevance for u, with respect

to the remaining portion of the social network, that instead contains only

nodes with which u did not have any direct interactions, and at the same
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time do not exist other users trusted by u that had any interactions with

these nodes.

Such a model depends on three main parameters, namely: (i) the rel-

evance given to local reputation with respect to global reputation; (ii) the

threshold of reputation under which a user can be considered as unreliable;

(iii) the size of the ego-network associated with a target user, i.e., the sub-

graph of the social graph containing all the OSN members connected to the

user via a path of trust links. This proposal was limited only to recommend

users that could be request as possible interlocutors, and does not deal with

recommendations of items.

In this work we extend the model proposed in [9] to a more general

framework for recommending interesting items in an OSN. The proposed

approach is not supervised and does not need of a training phase, since

the predictions that it produces at a given time on a configuration of a social

network are based on the data available at that time. Furthermore, we discuss

the results of an experimental campaign aimed at studying the performance

of the recommendation framework on a data set extracted from the above

mentioned social network CIAO. In particular, the obtained results have been

compared with those of four well-known recommender systems, namely MF,

SoRec, SoReg, LOCALBAL [40, 29, 30, 43]. From this analysis, we highlight

that the role of the global reputation is significant only for those users having

an ego-network small enough. As a second result, we observed that the use

of the sole local reputation is the best choice to minimize the average error

in predicting the users’ interests for the items.

The relevance of these two results is particularly important, in our opin-
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ion, when we have to design a recommender system for OSNs having large

ego-networks for most of the users. In this case, we argue that the use of a

global reputation mechanism, as those currently implemented in many real

OSNs, yields practically negligible benefits, in terms of quality, if compared

with the usage of recommendations only coming from the user ego-network.

The paper is organized as follows. Section 2 illustrates some related work

on trust-based approaches for recommending users in OSNs. In Section 3

we introduce some technical preliminaries about the OSN scenario and our

trust model, while Section 4 presents the approach we propose to predict the

trust of a user in another user and generating recommendations of items.

Section 5 describes some experiments we performed to evaluate our proposal

and, finally, in Section 6 we draw our conclusions.

2. Related Work

The popularity of Online Social Networks is in constant growth and cur-

rently OSNs permeate a wide number of aspects in the human life [6, 19, 46].

In such a context, decision processes and social interactions carried out on

OSNs might be result potentially risky, as much as the OSN size is large [22].

It is due to the possible malicious behaviors performed by unreliable OSN

partners [15].

Trust-based systems can help to solve/mitigate such a problem and, as a

consequence, in the latest years many researchers investigated on the various

factors influencing the trust among OSN users. For such a reason, in the

following of this section we review, among the existing approaches, those ones

that, to the best of our knowledge, come closest to the material presented in
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this paper. In particular, a considerable number of models and architectures,

frequently based on the use of the agent technology, are aimed to identify

the best individuals to interact for opinions, contents, suggestions, etc.

The main aspects adopted in the literature to characterize OSN trust sys-

tems are identifiable in: (i) informative sources [8]; (ii) aggregation rules [13];

(iii) trust inference along the social network [26, 47]. More specifically, the

informative sources at disposal of a user simply consist of the direct opinions,

derived by own personal past experiences, and/or the indirect information,

represented by the opinions provided by other users. Generally, they are

respectively known as the reliability and the reputation of a user [20, 34, 39].

In an OSN scenario, the reputation is often predominant due to the narrow

share of OSN members interacting with a user. Consequently, a trustwor-

thy opinion about someone only based on the personal experiences could

be difficult to have without to rely also on the opinions provided by oth-

ers. Therefore, different proposals there are in the literature in order to

aggregate such informative sources, often in a unique global synthetic trust

measure [37, 35].

Trust computational models can adopt a local or a global point of view,

and it is independent from their implementation in a centralized or dis-

tributed fashion. It implies that a user can acquire a partial vision of trust of

the other OSN members (e.g., some of his/her peers) or, differently, the com-

putation of trust exploits parameters/metrics defined over the whole OSN.

In this scenario, Massa and Aversani [33] investigated about advantages and

disadvantages of local and global metrics and the main result of their study

is that local trust metrics can be more accurate than global ones when they
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are based on the use of personal users’ point of views. Obviously, the task of

computing local trust values results to be surely more time-expensive with

respect to the computation of global trust metrics; indeed, the time needed

for computing local trust strictly depends on the user’s neighborhood horizon

chosen for discovering a trust chain which links two users [47]. Therefore,

if an OSN is modeled as a directed graph (called trust network) whose ver-

texes are users while edges encode trust relationships, it is possible to adopt

some topological concepts deriving from graph theory (e.g. the concept of

path or that of shortest path) in order to infer trust relationships occurring

among pairs of unknown users. For instance, Golbeck in [16] states as the

shortest paths always can provide more accurate results than other paths in

inferring trust value; vice versa, [28] notes as long chains of users linked by

high trust values are more desirable than short chains of users featuring low

trust values, while [24] considers the possibility of a dilute trust through the

propagation process on long chains. Finally, Kim et al. [26] experimentally

compared several strategies able to infer trust values and pointed pout that

the weighted mean aggregation among all paths returns the best accuracy in

predicting users’ trust values.

For inferring trust values in trust networks in [16] is presented the Tidal-

Trust algorithm. TidalTrust assumes trust values as continuous values de-

fined in a fixed interval. The strategy of TidalTrust is that of performing, in

an incremental way, a modified Breadth First Search on the trust network

to discover all the shortest paths linking two users (not directly connected).

This algorithm computes a user’s trust rating for each other linked user by

computing a weighted average of all the trust ratings from the source to the
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target users. Moreover, it relies on the assumption that the most accurate

trust predictions about a trustworthy user come more from the closer neigh-

bors than from other OSN users, although it might happen to ignore a lot of

valuable ratings or to not find a trust path between two users in presence of

a density of the trust network too sparse.

Another interesting approach is MoleTrust, presented in [32]. This algo-

rithm differs from TidalTrust because in computing the users’ trust values

it allows both to specify a maximum depth to reach in the search-tree and

to realize a backward exploration of the trust network. More in detail, by

considering a generic path existing between two users, MoleTrust (i) com-

putes at depth x the trust score of a user only on the basis of the trust scores

(already computed) of users at depth x− 1 and (ii) predicts users’ trust val-

ues by only averaging all incoming trust edges coming from users having a

predicted trust score greater than a threshold which is set by the user which

launched the trust computation and suitably weighted by his/her trust score.

Trust-based systems might suffer for sparsity problems being potentially

forced to consider also ratings provided by indirect and poor reliably neigh-

bors and, consequently, it might cause a decreasing of their precision. Jamali

and Ester dealt with such an issue in [21] by proposing for trust-based rec-

ommender methods a random walk model, called TrustWalker. In searching

suggestions for an item, TrustWalker considers both ratings for the target

item and those for similar items by exploiting two main components (i) a

random walk on the trust network and a (ii) probabilistic approach for the

item selection component. More in detail, the random walker explores the

trust network supported by the other component which considers ratings on
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similar items for limiting the depth search into the trust network. To improve

its precision TrustWalker both prefers the more nearer raters and considers

similar items as well as the exact target item (with a probability increasing

with the the walk length).

To combine trust and distrust and propagates them through an OSN

in [18] it is proposed an algorithm which gives interesting results in predict-

ing trust and distrust rates between unknown users, although distrust rates

are not always available in an OSN. The SWTrust [22] framework can in-

corporate different trust models for generating small trusted subgraphs in

large OSNs. Both a centralized and a distributed version have been devel-

oped by authors based on a breadth-first search algorithm able to preprocess

large social networks basing on the weak ties theory [17] about the informa-

tion spread in social networks and also by inferring trust values. The two

algorithm versions return a trust network where trusted knowledge chains

permit to perform trust evaluations. A validation of this algorithm has been

performed by exploiting the real data set EPINIONS. In [25] a trust model

computing in a single measure the propagation of local and global trust within

an OSN is presented. Instead, in [44] it is assumed that each link connecting

OSN users may represent an interest to a content or the trust into a user

by considering that trust between each pair of users belonging to the same

neighbor is explicitly or implicitly already known. The trust model analyzes

the graph for discovering trustful, influential or interesting OSN nodes by

incorporating the notion of influence together with the freshness of the trust

connections existing among users.

We conclude our review with a set of approaches that have been tested,
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as in our study, on CIAO data set, namely:

• MF ([40]): This method performs matrix factorization on the user-item

rating matrix. It only utilizes rating information.

• SoRec ([29]): Also this method is based on matrix factorization but

exploits local social context by performing a factorization on the social

matrix.

• SoReg ([30]): It is another method based on matrix factorization and

defines social regularization to capture local social context.

• LOCALBAL ([43]): This framework takes advantage of both local and

global social context for recommendation. To capture local social con-

text, it forces that the user preferences of two socially connected users

are correlated as suggested by social correlation theories. Ratings from

users with high reputations are more likely to be trustworthy. There-

fore, to capture global social context, LOCALBAL uses user reputation

scores to weight the importance of their ratings.

Summarizing, the focus of all the cited studies is to compute users’ trust

into social networks by considering local and/or global users’ reputation with

a large variety of approaches. Our proposal share with many of such studies

the idea that local reputation usually performs better than global reputa-

tion, although it could not be always sufficient for calculating reliable values.

Differently from them, our proposal does not need, for instance, to discovery

the shortest path, to randomly choose one of the paths linking two users or

to exploit some topological properties of the network, etc. On the contrary,
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as it will be clearly presented in the following sections, we propose a simple

unsupervised approach to integrate local and global reputation and a likewise

simply way for calculating such contributes. In particular, our proposal is

able to compute the users’ trust by allowing an easy understanding about di-

rect and transitive relationships occurring among OSN users and guarantees

the accuracy of results.

3. Technical Preliminaries

In this section, we introduce some background material to gain an un-

derstanding about our approach to generating recommendations in a social

network. Interested reader is referred to [10, 1, 36] for further details.

In what follows, we suppose that users organize their social connections to

form a social network, encoding pairwise trust relationships between users.

More formally:

Definition 1 (Trust Relationships). Let U be the set of users and let φ :

U × U 7→ {0, 1} be a function establishing that, for any pair of users u ∈ U

and v ∈ U , φ(u, v) = 1 if and only if u trusts v, 0 otherwise.

Because of the previous definition, we can map the space of social network

users jointly with their trust relationships onto a proper directed graph, as

the following definition specifies:

Definition 2 (Trust Network). Let U be the set of users and let φ be the

trust function introduced in Definition 1. The trust network GS = 〈N,A〉

associated with U and φ is a directed and unlabeled graph in which N is the

set of nodes and A is the set of arcs. The graph GS is built as follows:
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1. For each user u ∈ U there is a (unique) node in N . Hereafter, when

it does not create confusion, we will use the same symbol u to denote a

user in the social network and the corresponding node in N .

2. For each pair of nodes u ∈ N and v ∈ N there is an edge 〈u, v〉 ∈ A if

and only if φ(u, v) = 1.

A path in GS is a sequence u1, u2 . . . , uk of nodes such that for any i ∈

{1, . . . , k − 1} there is an edge 〈ui, ui+1〉 ∈ A. Conceptually, paths in GS

specify indirect trust relationships in the sense a user u may not be in contact

with another user v (and, of course she/he is not able to trust v) but it may

exist a chain of intermediaries users going from u to v in GS. To this end,

paths in GS allows for get an an estimation of user reputation. Such a concept

is better described through the notion of trust ego-network:

Definition 3 (Trust Ego-Network). Let GS = 〈N,A〉 be a trust network

and let u ∈ U be a node. The trust ego-network associated with u is a sub-

graph Gu = 〈Nu, Au〉 defined as follows:

• a node v ∈ N belongs to Nu if and only if there is (at least) one path

in GS going from u to v.

• an edge 〈v, w〉 belongs to Au if and only if the two following conditions

hold true: (a) both nodes v and w belong to Nu and (ii) there is an arc

〈v, w〉 in AS.

In other words, a trust ego-networks consists of a node called ego and the

nodes (called alters to which the ego is connected to. Ties among the alters,

as recorded in the original trust network, will be included in the trust ego-

network. The identification of the trust ego-network with ego u requires

15



to traverse the trust network GS starting from u. Such a procedure can

be implemented through a Depth First Search or a Breadth First Search

procedure and, thus it linearly scales in the number of arcs in GS.

3.1. Local reputation

In this section we introduce the notion of local reputation, which heavily

depends on the notion of trust ego-network (see Definition 3). Intuitively,

local reputation provides a community-based assessment about the reputa-

tion of a target user v: if v belongs to the trust ego-network of u, the local

reputation λ(u, v) specifies how the members of the ego-network of u (also

called the em alters) trust v.

Our approach to computing local reputation consists of summing the

contributions (in terms of trust in v) from all the users k (with k 6= u)

belonging to the ego-network of u which also also connected with v. More

formally, let us introduce the following definition:

Definition 4 (Local Trust Network). Let GS = 〈N,A〉 be a trust net-

work, u ∈ N be a user and Gu = 〈Nu, Au〉 be the trust ego-network centered

in u. For a target user v, the local trust network L(u, v) associated with u

and v is defined as the set of members of Gu who have also trusted v:

L(u, v) = {z : z ∈ Nuz 6= v∃〈z, v〉 ∈ Au}

In other words, the local trust network L(u, v) associated with u and v

consists of the users who belong to the trust network of u (and, by definition

are trusted by u) but, in their turn, they have also provided an opinion about

v. Opinions provided by members of L(u, v) are relevant to estimate how the
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community centered on u perceives v as trustworthy. We can aggregate

opinions of members of L(u, v) about v to get a trust estimation λ(u, v) as

follows:

1. for each node k ∈ L(u, v) let us compute the shortest path going from

u to k and let us calculate the contribution provided by k to the trust

computation as to wk = 1/2lu,k−1.

2. Let us sum all weight contributions wk and normalize them in such as

way as to ensure that λ(u, v) ranges in a fixed interval (e.g., [0, 1]). The

formula adopted for computing the (normalized) local reputation λ(u, v)

is:

λ(u, v) =

∑
k∈L(u,v),k 6=u,v

1

2
lu,k−1

maxz∈U,z 6=u,v

(∑
h∈L(u,z),h6=u,z

1

2
lu,h−1

) (1)

The ratio underlying this definition of local reputation score is that, in

real social networks, the trustworthiness of a user u in another user v quickly

decreases with the distance, in terms of direct knowledge, between u and

v in the trust network. In our model, we assumed that contributions to

trust provided by “far” user in the trust ego-network are less important

than those provide by nearby fellows (observe that users who are directly

trusted by u got a trust score equal to 1). Obviously, other alternatives

to our formula could be proposed, to model how trust decreases with social

distance but our experiments based on the exponential decrement represented

in Equation 1 in real OSN context produced the best results with respect

to other alternatives we have tested as, for instance, polynomial decrement.

Moreover, we highlight that the normalization introduced at the denominator

of Equation 1 allows λ(u, v) to represent the importance that v has for u
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relatively to all the other nodes of the network, rather than in an absolute

way. In other words, if the denominator of Equation 1 has, for instance, a

relatively small value in correspondence of the node v, but at the same time

it has also more small values in correspondence of the other network nodes,

the importance of v will be relatively high with respect to the other nodes.

An important characteristic of λ(u, v) is the number of nodes that con-

tribute to its computation, denoted by ‖L(u, v)‖. If ‖L(u, v)‖ is very small,

it obviously means that u will not have sufficient information about v from

his/her ego-network.

However, take account that different and more structured formulations

might be adopted in order to compute λ(u, v) and the current choice strictly

depends on the necessity of achieving a good trade-off between obtaining

accurate results and the need of producing computational models easy-to-

understand.

A simple example of the above scenario is graphically depicted in Figure 1-

(A), where it is represented a social network with 8 nodes. Figure 1-(B)

represents the ego-network of the node a, while in Figure 1-(C) it is possible

to observe that nodes contributing to λ(a, b) are only nodes g, c and h. The

contributions of g and c to lambda(a, b) are equal to 1, this because g and c

are directly connected with a; differently, the contribution of h is equal to 1/2

since the length of the shortest path between a and h is 2. The sum of these

three contributions is (1+1+1/2) = 2.5 and it also represents the maximum

value of the other sums considered when computing the maximum in the

denominator of Formula 1. For this reason, we conclude that λ(a, b) is equal

to 1. Instead, we note that, in computing λ(a, h) the unique contribution to
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Figure 1: (A) An example of social network; (B) The ego-network of node a; (C) The

nodes involving in the computation of λ(a, b) - links label the contributions -.

the sum is at the numerator of Equation 1 and it is that of the node g (equal

to 1). As a consequence, λ(a, h) = 1/2.5 = 0.4.

3.2. Global reputation

Finally, we define the global reputation of a user u, denoted by γ(u),

as the average of all the feedbacks referred to all the actions made by u.

More formally, if a1u, a
2
u, ...a

p
u are the p actions performed by u, f(k, aiu) is the

feedback provided by the user k about the i-th action aiu of u and ‖U‖ is the

cardinality of the set of users U of the OSN. Therefore, the global reputation
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can be defined as:

γ(u) =

∑
i=1,..,p

∑
k∈U,k 6=u f(k, aiu)

p · ‖U‖ − 1
(2)

Note that, in order to define the global reputation, we did not use the

trust network structure since, in our perspective, the trust network expresses

general trust relationships, independently from behavior of each user u in

the social network domain. Roughly speaking, in several real social networks

as, for instance, CIAO and EPINIONS, two users u and v can have a trust

relationship that express, for instance, a personal knowledge (i.e., u and v are

friends) or a indirect knowledge (i.e, u and v are friends of friends). Other

users’ pairs may not be involved in trust relationships (i.e. they are not

friend, or friends of friends) but a user of the pair can express a feedback

about the other user. Think, just as an example, to the feedbacks in the

eBay community. By collecting the feedbacks that the whole community

leave about a user v, each user u can form an opinion about v also in the

case he does not own any trust information regarding v.

4. The LGTR Framework

In this section we present the Local and Global Trust-based Recommender

(LGTR) as a framework for generating recommendations for the users of a

Social Network S. It is composed by two distinct components. The first com-

ponent has the purpose of suggesting to a user u those users which are the

most suitable to obtain recommendations about items, while the second com-

ponent has the purpose of generating, for each users, a list of recommended

items.
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4.1. Suggesting Trusted Users

In this subsection, it is presented our approach for suggesting to a user

u if he/she should trust or not in another user v of a given social network.

To this aim, if v is the user that has to be evaluated from u, we propose to

assign to v a synthetic score, denoted by σ(u, v) to take into account both

the local and the global reputation we defined in the previous section.

A key distinguishing feature of our approach is that is based on a multi-

strategy learning approach: to this end, we employ a different set of indicators

to assess the degree of trust of a target user v as perceived by the user u and

we suitably combine, through an aggregation function f(·), single indicators

to get an overall trust assessment.

In this paper we will restrict our attention on only two indicators, i.e., the

global reputation γ and the local reputation λ. However, our approach is

extensible in the sense that we can think of any number of trust indicators

and we may include them to get an assessment of reputation.

Our function f(·) belongs to the class of linear models and, to this end, we

suggest to model f(·) as the linear combination of local and global reputation

according to the following formula:

σ(u, v) = ω1 · λ(u, v) + ω2 · γ(v) ω1, ω2 ∈ R (3)

. As a further constraint we require that ω1 + ω2 = 1; due to this choice

ω1 = ω and ω2 = 1− ω will represent the percentage contribution that local

and global reputation provide to the overall reputation, respectively.

The calculation of ω requires to optimize a suitable loss function; in this

way, the optimization of the loss function ensures that we take the best
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combination that local and global reputation may provide to estimate user

reputation. Details about the loss function as well as its optimization will be

provided In Section 4.2. After determining the best value of ω, we are able

to provide a simple rule to recommend trusted users: we will recommend u

to trust v if the score σ(u, v) is greater than a threshold τ . To this purpose,

let st(u, v) be a variable, called synthetic trust, whose value is 1 if u has to

trust in v, 0 otherwise. Then:

st(u, v) =

1 if σ(u, v) > τ

0 otherwise

(4)

Note that the combination of local and global reputation in Equation 3

is an heuristic proposal of a synthetic measure of trustworthiness, similar to

other ones proposed into the literatures (see [37, 38]) that propose to use

weighted means to different trust and reputation measures in order to have

a very simple (linear) possibility of varying the weight of a component with

respect to the other ones. In addition (and unlike most of the approaches

existing in the literature), we propose a procedure to jointly optimize the

values of ω and τ

4.2. Determining the optimal value of ω

In this section we detail our approach to finding out the best value of ω

as well as on τ To this purpose, we first propose to extract a training set

TR = 〈U∗, A∗, F ∗, T ∗〉 from a dataset describing user population as well as

trust relationships (see Section 5 for a discussion of two widely used datasets),

where:
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• U∗ ⊂ U is a subset of the users of S;

• A∗ is a set of actions performed by the users of U∗;

• F ∗ is a set of feedback provided by the users of U∗ about the actions

contained in A∗;

• T ∗ contains the trust values t(u, v), for all u, v ∈ U∗.

Our procedure to select ω and τ is executed only one time and it is

unique for every data set and, consequently, this process does not affect

the unsupervised nature of the approach. Therefore, given two values ω

and τ , the suggested trust st(u, v) can be computed. Then the difference,

in the absolute value, between st(u, v) and the actual trust t(u, v) can be

determined.

The procedure to find out ω and τ requires to minimize a suitable loss

function L which quantifies the difference, on the data points belonging to

the dataset, between the predicted trust values s(u, v) and the actual ones

t(u, v). Various metrics are, in principle, possible to measure such a difference

and, among them we cite the L2-norm (i.e., the sum of (st(u, v)− t(u, v))2 for

any pair of users u and v) or the L1 norm (i.e., the sum of |st(u, v)− t(u, v)|

for any pair of users u and v). In this paper we choose the L1 norm because

it yields sparse solution, and, to avoid dependencies from the social network

size, we normalized it by the number of pairs of users (which amounts to

(||U || − 1)2. By sum up, we get the following expression for the loss function

L:

L(ω, τ) =

∑
u,v∈U,u 6=v |st(u, v)− t(u, v)|

(‖U‖ − 1)2
(5)

23



We denote as ω∗ and τ ∗ the values of ω and τ minimizing it. To avoid

overfitting (and, thus, to ensure that our approach generalizes well also on

unseen examples, we applied the tradition k-fold cross validation procedure.

4.3. Suggesting Trusted Items

Now we deal with the approach for generating recommendations of items

for the users of the OSN S. In our approach, each item i contained in the

network has an evaluation eui provided by the user u which has evaluated the

item. Such an evaluation is modeled as an integer value ranging in [0, 5]. If

u has not evaluated i in the past, then eui it is set to NULL.

In order to decide if an item i has to be recommended to the user u,

we weight all the evaluations evi given to the item i by each user v that has

evaluated i (i.e. evi 6= NULL ), where the weight of evi is the synthetic trust

st(u, v) defined in the previous section.

Thus we compute the following weighted mean ψ(u, i):

ψ(u, i) =

∑
v∈U,v 6=u e

v
i · st(u, v)∑

v∈U,v 6=u st(u, v)
(6)

Now, we suggest the user u to consider the item i if the score ψ(u, v) is

greater than a threshold ϕ. More formally, let sti(u, i) be a variable, called

synthetic item trust, whose value is 1 if i has to be recommended to u, 0

otherwise. Then:

sti(u, i) =

1 if ψ(u, i) > ϕ

0 otherwise

(7)
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5. Experiments

In this section, we describe some experiments executed to validate the

proposed approach. The used testbed is represented by a data set extracted

from the well-known product review social network CIAO5. The data set

was crawled in 2011 in the context of the research described in [42] and it

is publicly available6 to provide a platform for studying trust. It consists

of more than 35000 records, each one reviewing an item, and formed by the

product and its category codes, the rating score, the timestamp when the

rating is created and the helpfulness of this rating.

Users in Ciao can rate products using scores from 1 to 5 and they can

also establish social relations (i.e., trust relations) with the other users. Some

statistics of this dataset are presented in Table 1. We can observe that the

rating data is very sparse in the social network Ciao, as shown by the low

value of social relation density. We have computed the number of ratings

from each user and the distribution suggests a power-law-like distribution,

meaning that a few users contribute a large number of ratings while most

users contribute few ratings.

We performed two different simulation campaigns. The first is devoted

to evaluate the effectiveness of our method for generating recommendations

about the trustworthiness of the users. We highlight that the task of gen-

erating such a type of recommendations supports our activity of generating

recommendations of items interesting for users. Therefore, the second ex-

perimental campaign aims at verifying the performances of the approach for

5www.ciao.com
6http://www.cse.msu.edu/~tangjili/trust.html

25



Table 1: Statistics of the dataset Ciao

Attribute Value

Number of Users 7252

Number of Items 21880

Number of Ratings 183749

Rating Density 0.0012

Number of Social Relations 110536

Social Relation Density 0.0021

recommending items to users, that is the main contribution of our work. Fi-

nally, at the end of this section, we have reported a comparison between our

approach and other ones previously presented in the literature.

Both the experimental campaigns examine the dependence of the effec-

tiveness on the local dimension of the user u, i.e. on the following parameter,

denoted by ρu:

ρu =

∑
v∈Uv 6=u ‖L(u, v)‖
‖U‖ − 1

(8)

5.1. Effectiveness of trust recommendation

In the first simulation campaign, we examined how the global error ε(ω, τ)

depends on the mean local dimension ‖L(u, v)‖ of the user u.

Figures 2-5 show the relationship ε = ε(ω, τ) obtained for different values

of ω and τ ; to this end we have selected 4 OSN users representative of different

behaviors due to different values for ρu. In general, we note for all the users

the error generally decreases with the parameter τ and the best results are
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Figure 2: Average error vs ω for node 101, having local dimension ρ = 733

obtained in correspondence of τ = 0.6 . For values of τ higher than 0.6, the

error increases, thus it is possible to only represent the curves corresponding

to some values of τ > 0.6 .

Moreover, for instance, we can also observe that user with ID equal to 101

and provided with a relatively small value of ρu (i.e, ρu = 733) presents an

error that has a minimum in correspondence of the pair (ω, τ) = (0.5, 0.6). As

a consequence, for this type of user, it is important to merge both local and

global reputation in equal measure, due to the fact that the local ego-network

is not sufficiently large to allow a correct trust to be suggested without to

exploit the contribute of the global reputation. On the contrary, the user

with ID equal to 1 has a high value of ρ = 2560 and a minimum error in

(0.5, 0.6), but the difference from using high values of ω is less relevant. Thus,

by exploiting only the local reputation (i.e., ω = 1), the increment of the error

is lesser than 2%. Furthermore, Figures 4-5 are referred to users having very
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Figure 3: Average error vs ω for node 1, having local dimension ρ = 2560

high values of ρu, and show that the influence of the global reputation is

almost negligible.

Finally, the result depicted in Figure 6 is referred to the entire CIAO data

set, and represents the global error averaged on all the 2600 users forming

the data set. This result clearly shows that to obtain the minimum average

error for the entire community, it is possible also to use ω = 1, in this way

avoiding to consider the global trust.

5.2. Effectiveness of item recommendation

In the second simulation campaign, we examined the dependence of the

performances of our recommendation method on the local vs the global rep-

utation. In order to evaluate these performances, we used the well-known

metric MAE (Mean Absolute Error) and RMSE (Root Mean Square Error)

computed as follows:
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Figure 4: Average error vs ω for node 13, having local dimension ρ = 7360

MAE =
1

N

∑
i

∑
u

|ψ(u, i)− eui | (9)

RMSE =

√
1

N

∑
i

∑
u

(ψ(u, i)− eui )2 (10)

where N is the total number of the considered items.

Computed MAE and RMSE are reported in in Figures 7 and 8 respec-

tively, and evaluated with respect to the variation of the parameter ω that

weights the importance of the local vs the global reputation, for the CIAO

social network data set (Eq. 3). In particular, in order to evaluate only

items having a statistically significant number of evaluations, we consider

only those items that have been evaluated from at least fifty distinct users.

We observe that MAE generally decreases as parameter ω increases (with the

exception of passing from ω = 0.5 to ω = 0.75 where we observe a little incre-

ment of MAE). Moreover, we observe that RMSE does not have a monotonic
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Figure 5: Average error vs ω for node 339, having local dimension ρ = 14599

behavior. This result shows that for obtaining the minimum average error

for the community, it is generally more convenient to use ω = 1, avoiding

to consider the global reputation. In other words, giving more importance

to λ(u, v) (i.e., local reputation) instead of γ(v) (i.e, global reputation), will

lead to decrease the error of the recommendation system. This means that

the opinions of the users belonging to the ego-network are more important

than those of all the other ones because they probably are closer to him/her

in terms of preferences and needs. However, the RMSE curve shows that the

contribution of the ego-network is not always positive in term of variance of

the error. In other words, giving more importance to the local reputation vs

the global one always implies a decrement of the average error, but can also

produce an increment of the variance. However, also the variance reaches

the minimum value for ω = 1, definitely confirming that using the sole local

reputation is the best solution.
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Figure 6: Average error vs ω for the whole CIAO social network data set

In order to perform an in depth analysis of the results discussed above, we

have exploited two additional metrics that are widely used in the information

retrieval community namely recall and precision [27]:

• Precision. For recommender system experiments we are interested in,

we define precision as the ratio of the intersection, in the absolute

value, between Pi and Ri to the absolute value of Pi. More formally,

precision = |Pi∩Ri|
|Pi| , where Pi is the set of the elements predicted by the

recommender system fixed a user (i.e., we suggest the user to consider

the item if the score ψ(u, v) is greater than a threshold ϕ > 4) and Ri

is the set of the elements actually relevant to the i-th user (i.e., the

elements to which the i-th user assigns a score greater than 4).

• Recall. In the context of our recommender system it is defined as the

ratio of the intersection, in the absolute value, between Pi and Ri to

the absolute value of Ri, that formally is expressed by recall = |Pi∩Ri|
|Ri| .
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Figure 7: MAE vs ω for CIAO social network data set

Table 2: Comparison in terms of MAE between LGTR and some supervised training-based

algorithms

Training Set Test Set LGTR MF SoRec SoReg LOCALBAL

0% 100% 0.8105 – – – –

50% 50% – 0.9927 0.9619 0.9552 0.9356

70% 30% – 0.9715 0.9446 0.9328 0.9234

90% 10% – 0.9614 0.9433 0.9232 0.9076

In other words, the precision represents the probability that a selected

item is relevant for the user, whereas the recall is the probability that a

relevant item for the user is selected by the recommender system. In Fig-

ures 9-10 these two metrics are reported for different values of ω. We observe

the precision generally increases with the parameter ω and the best results

is obtained in correspondence of ω = 1. This confirms the statement above,
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Figure 8: RMSE vs ω for CIAO social network data set

namely that the recommender system can suggest relevant items to the user

when it is given more relevance to the local reputation. In particular, we

achieve a precision of 84 percent when it is not considered the opinion of

the users not belonging to the ego-network. Also for the recall measure, as

expected, an increment of the precision results in a decrement of the recall.

In fact, for ω = 1 we have the lowest value (i.e., about 80 percent).

While these are the average results for the general scenario, we also ana-

lyzed the particular cases of considering users with many friends (i.e., high

values of ρu) compared to users with a few friends (i.e., low values of ρu).

In Figure 11, we have represented three different curves for the cases of

a relatively small value of ρu (i.e, 0 < ρu < 1000), a medium value of ρu

(2000 < ρu < 5000) and a relatively high value of ρu (8000 < ρu < 90000),

respectively.
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Figure 9: Precision vs ω for the CIAO social network data set

Table 3: Comparison in terms of RMSE between LGTR and some supervised training-

based algorithms

Training Set Test Set LGTR MF SoRec SoReg LOCALBAL

0% 100% 1.0097 – – – –

50% 50% – 1.1742 1.1375 1.1291 1.1088

70% 30% – 1.1478 1.1140 1.1097 1.0861

90% 10% – 1.1384 1.1028 1.0999 1.0758

We computed, in the three cases, the average error of the recommenda-

tions as follows:

em =
1

N

∑
i

∑
u |ψ(u, i)− eui |

eui
(11)

In all the three cases there is an average percentage error that reaches

a minimum value in correspondence of ω = 1, thus confirming the result

already obtained for the average case examined above. Moreover, we also
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Figure 10: Recall vs ω for the CIAO social network data set

highlight that the error decreases when ρu increases, thus showing that the

presence of a higher dimension of the ego-network leads to better recommen-

dations.

Summarizing, using local reputation to approximate the global reputation

of a user represents a good solution users ego-networks area large. Conversely,

if users have a small number of friends, using the global reputation repre-

sents a better solution than using the local one, as the latter would lead to

higher errors than the former. This result, that could seem counter-intuitive,

is motivated by the consideration that the number of users not belonging to

the ego-network negatively affects the performances of the recommendations.

Therefore, having a small size ego-network leads to worst performances. Fig-

ures 9-10 have illustrated these results in terms of precision and recall and,

also in this case, we generally observe that the best results are obtained by

using the sole local reputation. Furthermore, we observe that the fact of
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Figure 11: Average percentage error vs ω for different intervals of local dimension

having introduced a threshold ϕ for discriminating bad and good recommen-

dations leads to very small variations in the curves, highlighting that we have

in all the cases high values of precision and recall.

5.3. Comparison with methods that use a training set

Finally, we compared our proposed approach with four well known, rep-

resentative recommender systems, MF, SoRec, SoReg, LOCALBAL, which

have been implemented accordingly to their descriptions respectively pro-

vided in [40, 29, 30, 43].

We evaluated the performances of all these systems on the same database

CIAO. In particular, all the aforementioned recommender systems, except

of LGTR, need of a training set for instantiating the parameters of their

recommendation algorithms, while LGTR does not require a training phase.

Tables 2 and 3 reports the value of MAE and RMSE, respectively, obtained

by LGTR and the other considered systems, for different dimensions of the
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training set used by these competitors. The results obtained from the com-

petitor systems are those found in [43]. As we can show, LGTR improves

the performances of the other approaches, both in terms of MAE and RMSE,

although its predictions involves the entire data set, while the competitors

obtained their results, in the best of cases, for a 50 % of the data set. In

particular, in this last situation, LGTR improves the result of the best com-

petitor (LOCALBAL) of about 14 % in terms of MAE, and 10 % in terms

of RMSE.

6. Conclusion

In this paper, we propose a model capable to integrate local and global

reputation in an OSN. In particular, we considered three important param-

eters in order to characterize the model: (i) the weight given to local and

global reputation in their combination; (ii) the threshold of reputation under

which a user has to be considered unreliable; (iii) the size of the ego-network

of the user, containing all the OSN members connected to the user via a path

of trust links.

An experimental study was performed on a data set extracted from the

social network CIAO. Results have shown that the size of user ego-networks

has actually a discriminatory effect: global reputation is relevant only for

those users having a small ego-network, while for users that hold a large

ego-network local reputation has been verified to be sufficient to predict the

users trustworthiness with a very high precision.

Moreover, our experiments demonstrate as the use of the sole local repu-

tation is the best choice to minimize the average error in predicting the user
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interest for items. The obtained results also show that the proposed model is

able to produce better recommendations that other well-known algorithms,

significantly improving both precision and recall.

We argue that such results are particularly important in designing a rec-

ommender system for OSNs having large ego-networks for most of the users

since. In this case, it is possible to avoid of using a global reputation mech-

anism, as those currently implemented in many real OSNs.

Finally, it is important to highlight that our approach is not supervised,

i.e. a training phase is not needed in order to produce recommendations. In

our ongoing research, we are planning to better study the influence on the

relevance of the global reputation of several parameters characterizing the

user’s ego-network.
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